
A survey of almost 30 years of joint research
with Prof. Quisquater

Yvo Desmedt

University College London
UK

November 26, 2010

c©Yvo Desmedt



OVERVIEW

1. How we met

2. First joint research

3. Crypto 1983

4. The Crypto movie

5. Related key attacks

6. Exhaustive keysearch research

7. Jules Verne and cryptanalysis

8. Refereed or censored?

c©Yvo Desmedt 1



9. Information hiding

10. Other research

11. Future research

12. Conclusions

c©Yvo Desmedt 2



1. HOW WE MET

In October, Desmedt-Vandewalle-Govaerts submitted a long paper
(and also 2 short papers) to ISIT (International Symposium on
Information Theory), Les Arcs, June 21–25, 1982, France.

Old Call for Papers is online! See:
ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=01165826
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1. HOW WE MET

In October, Desmedt-Vandewalle-Govaerts submitted a long paper
(and also 2 short papers) to ISIT (International Symposium on
Information Theory), Les Arcs, June 21–25, 1982, France.

Old Call for Papers is online! See:
ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=01165826

Our paper was read by Prof. Marc Davio and Jean-Jacques
Quisquater.

Before the segregation of the Catholique University of Leuven/Louvain,
Davio and Govaerts used to share an office. Davio invited us to come
to Philips Research to talk about potential future collaboration.
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2. FIRST JOINT RESEARCH

In the meeting Prof. Marc Davio explained the work done at Philips
Research and at the Université Catholique de Louvain on DES. The
thesis of Jan Hulsbosch at the Katholieke Universiteit Leuven was
using the book on “Discrete and Switching Functions” by Davio-
Deschamps-Thayse to find short representations (using EXOR and
AND) for the S-Box 32 functions.

Combined with other work, a paper was submitted to Crypto 1983,
with 10 co-authors, being:

Marc Davio, Yvo Desmedt, Marc Fosseprez, René Govaerts,
Jan Hulsbosch, Patrik Neutjens, Philippe Piret, Jean-Jacques
Quisquater, Joos Vandewalle, Pascal Wouters.
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For a long time, it was the paper with the most authors in
Crypto/Eurocrypt.
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3. CRYPTO 1983

Crypto 1983 was Jean-Jacques’ first conference in cryptography in
the USA. Then it was very different from today. Indeed:

• The UCSB lecture hall were Crypto was held has been demolished.

• Participation was low (roughly 80 participants).

• In April 1982, the Reagon administration ordered reclassification of

declassified documents, removed the requirement to balance public

interest with the need to protect national security, etc. (Google

Search: Reagan Administration reclassify cryptography).

So, the old problems whether open research on cryptography would

be allowed, resurfaced. Jean-Jacques was not very comfortable with

traveling to a conference on cryptography in the USA.
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Jean-Jacques prepared the slides and I gave the presentation. After
the talk we got interesting questions:
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Jean-Jacques prepared the slides and I gave the presentation. After
the talk we got interesting questions:

• What software tool did you use to make the slides?
Jean-Jacques had written these by hand (10–15 min. per slide)!

• From an employee of the US government (no name):
You seem close to demonstrate the security of DES is only 48 bits.

Jean-Jacques and me have reread that paper at least 5 times
and we still do not understand the last comment. May be we should
reread the slides!

• We (Leuven) got a visit of the Geneva management group.

• We were asked for translations of our text in German, etc.
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4. THE CRYPTO MOVIE

At Crypto 1984, we presented two papers, being:

Dependence of Output on input in DES : Small Avalanche
Characteristics, by Desmedt-Quisquater-Davio,

and

Efficient Hardware and Software Implementations for the DES, by
Davio-Desmedt-Goubert-Hoornaert-Quisquater,

In the first paper we derived, e.g., properties of the f function in
DES. E.g., we found two inputs x and x′ such that f(x) = f(x′) (an
excersise in Konheim’s book). The paper got cited by Biham-Shamir
in their paper on Differential Cryptanalysis.

c©Yvo Desmedt 11



Jean-Jacques had prepared the slides. Unfortunately, we had too
many. So, what to do?
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Jean-Jacques had prepared the slides. Unfortunately, we had too
many. So, what to do?

I rehearsed, but how hard I tried, I could not fit it in the alloted time
slot!

Lucky enough Jean-Jacques came with a solution. He would sit
besides me, and switch slides! This time it worked.

Recently, somebody told me he witnessed the “Crypto movie.” So, I
asked what he meant. This explains the title.
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5. RELATED KEY ATTACKS

The concept of Related Key Attacks is rather new! However, already
in 1985 Jean-Jacques did not like the key scheduling in DES.

Jean-Jacques realized that if the key scheduling would be made
slow, encryption of long documents would not suffer, but exhaustive
key search would become much slower! See:

The Importance of ‘good’ Key Scheduling Schemes (How to make
a secure DES scheme with≤ 48 bit keys? by Quisquater-Desmedt-
Davio, Crypto 1985.

Obviously such techniques today also have an impact on Related
Key Attacks.

So far known, nobody has analyzed the security of this DES variant!
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6. EXHAUSTIVE KEYSEARCH RESEARCH

Jean-Jacques had several ideas he discussed with me on exhaustive
keysearch. For example, these appeared in/were presented at:

Several exhaustive key search machines and DES, by Desmedt-
Hoornaert-Quisquater, Eurocrypt 1986 (Abstracts)

and

Watch for the Chinese Loto and the Chinese Dragon by
Quisquater-Desmedt, Rump Session, Crypto 1987.

We focus on the last paper.

The presentation was the first academic one suggesting the use of
a distributed computer, instead of a parallel one, for cryptanalysis. It
predated Lenstra-Manasse by 2 years.
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Jean-Jacques was in particular interested in hiding the purpose of
the machine, as is clear from the slides of our rump session. So,
he suggested to hide a decryption unit taking part in the exhaustive
search in radio receivers. So, a country with a large population, as
China, had a huge advantage, explaining the title.

Unfortunately, the PC Chair of Crypto 1987 believed this was not
a serious presentation and told us not to submit the paper for
publication. Jean-Jacques was very disappointed.
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In May 1989 I informed Jean-Jacques that Steve White (IBM) was
interested and encouraged us to publish the paper.

So, between 2 and 6 September 1989, Jean-Jacques came
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to Milwaukee, Wisconsin (USA) to work on the paper and for
other research. While writing the paper, we realized that the
distributed machine had the same problem as identified by NSA and
mentioned in the 1977 Diffie-Hellman paper, i.e., some keys might
be overlooked, a too large Mean Time Between Failures, etc.
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other research. While writing the paper, we realized that the
distributed machine had the same problem as identified by NSA and
mentioned in the 1977 Diffie-Hellman paper, i.e., some keys might
be overlooked, a too large Mean Time Between Failures, etc.

While the two of us took the bus in Milwaukee, I suggested Jean-
Jacques to use random search instead of a deterministic one. This
solved the above problems.

The paper was submitted in October 1989, with title:

An exhaustive key search machine: a lotto approach.

However, the referees wanted as title:

A Lotto as an Exhaustive Code-Breaking Machine
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The production editor (Carlson) proposed as title:

Chinese Lotto as an Exhaustive Code-Breaking Machine

which made us very happy! We never expected to get our rump
session title (or almost).
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The production editor (Carlson) proposed as title:

Chinese Lotto as an Exhaustive Code-Breaking Machine

which made us very happy! We never expected to get our rump
session title (or almost).

And here the main figure of the paper:
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Note: lotto did not exist in China! So, translation was not so trivial.
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Table in the paper.

Country Population Estimated number of
radio and TV sets (=1/3
of population)

Average
time to
break one
key

China 1 billion 333 million 9 minutes

U.S.A. 227 million 76 million 39 minutes

Belgium 10 million 3.3 million 15 hours

Monaco 27 thousand 9 thousand 228 days

Vatican 736 245 23 years
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7. JULES VERNE AND CRYPTANALYSIS

What has Jean-Jacques to do with Jules Verne?
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7. JULES VERNE AND CRYPTANALYSIS

What has Jean-Jacques to do with Jules Verne?

Jules Verne is the most famous science fiction writer. He used ideas
from cryptography in his novels (from Wikipedia):

used a turning grille as a plot device in his novel Mathias Sandorf
. . . . Verne had come across the idea in Fleissner’s treatise
Handbuch die Kryptographie . . .

Google Search:

“Jules Verne” cryptography

got 200,000 hits, but replacing cryptography by cryptanalysis only
3,000.
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Answer to the question:
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Answer to the question: Desausor:
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and:
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Who else got science fiction in
an engineering journal???
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Some machines used by NSA:

1976: Cray
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2007: IBM-Blue-Gene
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Cray Jaguar
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Other pictures:
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Other pictures: Jean-Jacques in 1991:
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8. REFEREED OR CENSORED?

After the Crypto 1987 Desmedt-Goutier-Bengio paper, Jean-
Jacques contributed to a solution in the JoC 1991 paper Bengio-
Brassard-Desmedt-Goutier-Quisquater.

Adi Shamir told me the following method to defeat biometrics:

To get eye related biometrics, kill the person in question and extract
the eyes. Put them in formaldehyde and use them when needed.

Moreover, Jean-Jacques found in Davies-Price 1984 book that
people do not like fingerprint devices in which one needs to put a
finger, since they worry it may be cut off.

The referees found these two sentences too macabre, and they
had to be removed, even though in the second one we only quoted
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Davies-Price!

For the full version, see the Technical Report (Philips Research
Laboratory, 1987, M209).

Unfortunately for the crypto community, lots of work has been
reinvented recently by the Social Sciences. I even heard that ideas
presented by Simmons in 1991 at the Carnahan Conference were
nothing more than rumours.
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9. INFORMATION HIDING

In the early stages of the research on Information Hiding, we co-
authored the papers:

Cerebral Cryptography by Desmedt-Hou-Quisquater,
Information Hiding 1998

and

Audio and Optical Cryptography by Desmedt-Hou-Quisquater,
Asiacrypt 1998

and

Nonbinary Audio Cryptography by Desmedt-Le-Quisquater
Information Hiding 1999
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In the first paper, encryption (embedding) starts from a 2-
dimensional picture. Two modified versions are then produced by a
computer. To decrypt, the two printed ones are put in a “viewmaster.”
The viewer sees in 3-D, the original picture. Parts of it have moved
up, others moved down. The up and down parts form a letter. So, the
decryption is done in the brain. No computer is needed to decrypt.

In the second paper, a similar effect is created but using sound. The
plaintext is binary. The receiver believes the sound is coming from
left (1) or right (0). So, decryption is also done in the brain. Both
shares are any music, e.g. Beethoven. The optical version uses a
Mach-Zehnder interferometer and pictures.

In the third paper, to decrypt, one first needs to specially “tune”
two powerful rectangular speakers. The tuning CD consists of
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two identical copies of the same mono music, but one has a 180
degrees phase shift. Slowly, the volume is increased of both
speakers, adjusting them, so one can hear nothing! Eventually, the
powerful speakers are at full power and one hears (almost) nothing.
Decryption can start. In our demo, one hears a speech by Clinton.
The shares of it are hidden in the noise of two mono versions of
Beethoven.
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10. OTHER RESEARCH

An example of other research is:

Public key systems based on the difficulty of tampering (Is there
a difference between DES and RSA?) by Desmedt-Quisquater,
Crypto 1986,

which is the first identity based encryption scheme. It was cited by
Boneh-Franklin Crypto 2001 paper. It is also one of the first papers
using hardware assumptions, a topic reivented by Katz et al. at
Eurocrypt 2001, without any proper citations to earlier work!

Clearly, papers in non-digitized format are “erased” from history and
having many young researchers on program committees does not
improve the situation.
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Moreover, one can wonder whether old IACR conferences, not
digized, are being “erased” from history! IACR should ask authors to
find these and made them available to DBLP.
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11. FUTURE RESEARCH

At CHES 2010 during the rump session Jean-Jacques spoke about

Postquantum Algorithms with Unexpected Lenghts

and included me as co-author.

So, here an idea for a new rump session talk. Jean-Jacques
forwarded me that China now has the largest known supercomputer.
Evidently, NSA might not be happy with this.
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NSA director Keith B. Alexander
41



So, may be Keith B. Alexander went to beg:
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Obama’s reaction:
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Obama’s reaction:

$ ??? $

$17 trillion debt!
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“New” solution:
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“New” solution: NSA could outsource the cryptanalysis to, e.g.
China!

Quisquater-Desmedt already mentioned “obfuscation” (called covert
computation) and presented a primitive solution to prevent outsiders
learn the ciphertext, plaintext and key.

Question: can obfuscation be done, or is this impossiby, using the
work by Goldreich et al.?
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Other future research:

one should not forget cryptographers made teleportation a reality!
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Other future research:

one should not forget cryptographers made teleportation a reality!
Quisquater-Desmedt used outsourcing for cryptanalysis!

So, one could use teleportation to outsource food preparation in
restaurants, etc. Seeing the progress on teleportation, might be
more realistic than cryptanalysis dedicated animals!
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12. CONCLUSIONS

Jean-Jacques made vital contributions to our research.

His recent IACR Fellowship is a living proof that Jean-Jacques’ work
is appreciated by the community.

I am looking forward to the future.

We had lots of fun working together. Thank you Jean-Jacques:
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