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Chapter 1

Introduction

Roll up! Roll up for the magical
mystery tour, step right this
way!

The Beatles—Magical Mystery

Tour [LIT7d)

1.1 Context

We give here a brief overview of the concepts that we will use throughout the
manuscript. We illustrate these concepts with related work that we enjoyed
reading, and that helped our comprehension of the vast area of weak memory
models. This is nowhere near an exhaustive state of the art, but rather an
overview of the work we found inspiring and from which our work inherits
crucial ideas. We give in Fig. [Tl a timeline of some of the related work we
mention troughout the manuscript.

I guess that I had no idea how a program should behave. I may have been
quite the only one; indeed programmers seem to expect certain behaviours
and find others surprising when they run a program.

1.1.1 Early Days (1979 — 1995)
1.1.1.1 Sequential Consistency

Most of the time indeed, when writing a concurrent program, one expects (or
would like) it to behave according to L. Lamport’s Sequential Consistency

(SC) [Cam™9], where:

[ .. ] the result of any execution is the same as if the operations of
all the processors were executed in some sequential order, and the
operations of each individual processor appear in this sequence in
the order specified by its program.

13



S. Adve and H.-J. Boehm’s position paper [AB]

2010 |g Burckhardt et al's study of program transformations [BMS]

o |PPC 206
Intel rev. 30 [inf09]

2008 S. Adve and H.-J. Boehm’s C++- foundation
S. Burckhardt and M. Musuvathi’s Efficient Enumeration Techniques for TSO [BMal

PPC 2.05 Intel White Paper [if(i7]
2007  |H.-J. Boehm’s Pthread’s Locks study
S. Burckhardt et al’s Checkfence

2006 | Arvind and J.-W. Maessen’s Instruction Reordering + Store Atomicity [ANM]

2005 |H.-J. Boehm’s Threads Cannot Be Implemented As A Library [Boeb)

2004 |S. Hangal et al's TSOTool [V

2003 A. Adir et al’s pre-cumulativity, view order style Power model [AASO3)]

2002 Alpha’s Fourth Edition |

2000

S. Adve and K. Gharachorloo’s tutorial [AGI5]
1995 1K Gharachorloo’s thesis [Ghads)

1994 Sparc V9

1993 S. Adve’s thesis (DRF) [Adv93]

W. Collier’s framework [Col92]
1992 Sparc V8

1991 M. Herlihy’s Wait-Free Synchronisation [Her

S. Adve and M. Hill’s Weak Ordering [AH]

1990
M. Dubois and C. Scheurich’s Memory Access Dependencies In Shared-Memory Multiprocessors [DS90]

1988 D. Shasha and M. Snir’s delay set algorithm [SS]

1987 M. Dubois and C. Scheurich’s Correct Memory Operation Of Cache Based Multiprocessors [SD7]

1985

1979 L. Lamport’s SC[Lam79]

Figure 1.1: Timeline of Selected Related Work



Consider for example the program given in Fig. [[Z(a), written in pseudo
code. On Py, we start with a store of value 1 to the memory location =,
labelled (a), followed in program order by a load from memory location y into
register r1, labelled (b). On P;, we have a store of value 1 in memory location
y, labelled (c), followed in program order by a load from memory location x
into register r2, labelled (d). The registers are private to a processor, while
the memory locations are shared.

We wonder whether the specified outcome—where r1 on P and r2 on
P; hold 0 in the end—can be observed if we assume SC as the execution
model. The answer is no: SC authorises indeed only three final outcomes,
depicted in Fig. [CA(b). Suppose for example that the instructions on Py are
executed before the ones on P;; this corresponds to the first final state given
in Fig. [LA(b). In this case, the location x holds 1 because of the store (a)
on Py; the load (b) reads the initial value of y, which is 0: hence r1 holds 0
in the end. Afterwards, P; executes its instructions. The store (c) writes 1
into y, and the load (d) reads from the last store to x, which is (a). Since
(a) wrote 1 into x, r2 holds 1 in the end.

1.1.1.2 Weak Memory Models

However, for matters of performance, modern processors may provide fea-

tures that induce behaviours a machine with a SC model would never ex-
hibit, as L. Lamport already exposed in [Lam79]:

For some applications, achieving sequential consistency may not
be worth the price of slowing down the processors. In this case,
one must be aware that conventional methods for designing mul-
tiprocess algorithms cannot be relied upon to produce correctly
executing programs.

Consider for example the test given in Fig. [CZ(c). It is the same test
as in Fig. [LX(a), but here it is written in x86 assembly. On Py, the MOV
[x], $1 instruction corresponds to the store (a) of Fig. [[2(a), and the MOV
EAX, [y] corresponds to the load (b). Similarly on P, the MOV [y], $1
instruction corresponds to the store (¢), and the MOV EAX, [x] corresponds
to the load (d). Although we expected only three possible outcomes when
running this test, an x86 machine may exhibit the one which was specified
in Fig. [CZ(a), because the store-load pairs on each processor may be re-
ordered. Therefore, the load (b) on Py may occur before the store (¢) on P;:
in that case, the load (b) reads the initial value of y, which is 0. Similarly,
the load (¢) on P; may occur before the store (a) on Py, in which case (c)
reads the initial value of z, which is 0. Thus, we obtain r1=0 and r2=0 as
the final state.

Hence we cannot assume SC as the execution model of an x86 machine.
A program running on a multiprocessor behaves w.r.t. the memory model



Init: x=0; y=0
Py Py
@x—1 [(@y—1
(b)rl —y (d)r2 — x
Observed? r1=0; r2=0;

(a) A Program

=
Nas
—

o

)(¢) (d):rl=0A12=1
(d)(a) (b): 11 =1A12=0
)(b)(d):rl=1A12=1

(b) The Three SC Outcomes for this program

{0:EAX=0; 1:EAX=0;
x=0; y=0;}

PO | P1 ;
MOV [x],$1 | MOV [yl,$1 ;
MOV EAX, [y] | MOV EAX, [x] ;

exists (0:EAX=0 /\ 1:EAX=0)
Condition is validated

(¢) This Program in x86 Assembly

Figure 1.2: An Example



of the architecture. The memory models we studied are said to be weak,
or relaxed w.r.t. to SC, because they allow more behaviours than SC. For
example, such models may allow instruction reordering [AG95, [AM]: reads
and writes may not be preserved in the program order, as we just saw with
the example of Fig. [A(a). Some of them [ifal2] also relax the
store atomicity [AGID, [AM] constraint. A write may not be available to all
processors at once: it could be e.g. at first initiated by a given processor,
then commited to a store buffer or a cache, and finally globally performed to
memory [DS90], at which point only it will be available for all processors to
see. Hence the value of a given write may be available to certain processors
sooner than to others.

Therefore one needs to understand precisely the definition and conse-
quences of a given memory model in order to predict the possible outcomes
of a running program. But some public documentations [nt07, lack
formal definitions of these models. The effort of writing correct concurrent
programs is increased by the absence of precise, if not formal, definitions.

1.1.1.3 Synchronisation

SC is accepted as the most intuitive and simple memory model, as expressed
e.g. by S. Adve and M. Hill in [AH]:

[- .. ] programmers prefer to reason about sequentially consistent
memory, rather than having to think about weaker memory, or
even write buffers.

Hence, for easier reasoning, the key idea is to specify a ” contract between
software and hardware”, such that [AHI:

[...] software agrees to some formally specified constraints, and
hardware agrees to appear sequentially consistent to at least the
software that obeys those constraints.

Data Race Freeness Guarantee As an example of such a contract,
S. Adve and M. Hill proposed the Data Race Freeness Guarantee (DRF
guarantee) [AH], ensuring a SC behaviour to a certain class of programs,
the correctly synchronised [MIPA] ones. They observe that [AH]:

The problem of maintaining sequential consistency manifests it-
self when two or more processors interact through memory oper-
ations on common variables.

For example, the test of Fig. [[2(a) illustrates exactly the above state-
ment: indeed it may exhibit a non-SC outcome, and involves two processors
communicating via two shared memory locations x and y.



So as to ensure that a program has a SC behaviour, S. Adve and M.
Hill proposed the DRFy model. The DRF guarantee states that if there is a
mean to arbitrate the data races in a program, then this program can only
have SC executions. We consider that two memory accesses from distinct
processors form a data race when they both are relative to the same location
and one of them at least is a write.

In the example of Fig. [[Z(a), the store (a) on Py and the load (d) on P;
form a data race. They belong to distinct processors, are both relative to
the memory location z, and (a) is a write. Symmetrically, the store (c¢) on
Py and the load (b) on Py form a data race relative to the memory location y.

Lock-Based Synchronisation The most common way of using the DRF
guarantee is mutual exclusion locks. Locks ensure a certain execution order
on the accesses they protect, hence can be used to arbitrate conflicts [HS0S].
Locks authorise access to a given protected memory location if and only if a
certain flag (the lock) is free; otherwise, the processor willing to access the
location has to wait for the lock to be released by the processor currently
holding it.

Consider for example the test of Fig. [[Z(a), where the accesses (a) and
(d)—relative to x—are protected by the same lock ¢, and the accesses (c)
and (b)—relative to y—by another lock ¢'. This means that when the lock
¢ is taken so that the access (a) is protected by ¢, the access (d) has to wait
for the lock ¢ to be free, and then to take it, to occur. The same reasoning
applies for the accesses (¢) and (b). The DRF guarantee ensures that the
only possible outcomes of the modified program are the SC ones, given in
Fig. [CA(b).

However, locks suffer from several efficiency problems: they can induce
some long delay of waiting for the lock to be free; see for example [HSOS,
18.1.1, p.417].

Lock-Free Synchronisation In order to avoid the cost of locks, other
synchronisation protocols were defined, such as lock-free synchronisation
protocols. These protocols use synchronisation instructions provided by the
architecture, such as barriers and composite synchronisation idioms, such
as test-and-set or compare-and-swap [HSOS, Sec. 5.6, p.112].

Consider for example the test of Fig. [2(a). Suppose that we place a
barrier between (a) and (b) on Py, and another one between (¢) and (d) on
Py, such that these barriers prevent the reordering of write-read pairs. In
this case, (a) and (b) cannot be reordered anymore; neither can (¢) and (d).
Therefore, the only possible outcomes of the modified program are the SC
ones given in Fig. [CA(b).

Contrarily to the DRF guarantee, lock-free protocols do not arbitrate
data races. Thus they may improve the performance of the program. How-



ever, such a synchronisation requires a precise knowledge of the underlying
memory model, since it uses barriers to prevent some weaknesses exhibited
by the architecture. Thus the design and correctness of such protocols may
be hard to prove, since the semantics of barriers is unclear, and the lack of
formal definitions of weak memory models worsens the effort. The delay set
algorithm by D. Shasha and M. Snir [SS] is an example of an early study of
barriers placement, which assumes SC as the execution model.

1.1.2 Recent Days (2002 — 2010)

Most of the concurrent verification work suppose SC as memory model, prob-
ably because multiprocessors were not mainstream until recently. Nowadays
however, since multiprocessors are widely spread, there is a recrudescent in-
terest in such issues. Indeed, as exposed by S. Adve and H.-J. Boehm

in [AB]:

The problematic transformations (e.g. reordering accesses to
unrelated variables [...]) never change the meaning of single-
threaded programs, but do affect multithreaded programs [...].

1.1.2.1 The Problem Of Modelling

Most of the existing formalised yet intelligible memory models are global time
models, for example Alpha’s [alp02] and Sparc’s [spa94a]. In such models,
the actions or events issued by the different threads or processors can be
embedded in a single order, representing the timeline in which these events
occurred w.r.t. the whole system. By this we mean that all the participants
involved agree on that global ordering of the events. Hence I believe that
such models are the easiest to understand and to reason with, which may
explain their prominence.

Indeed weak memory models are a challenging area of modelling. Not
only because they are intricated models, but also because most of the ven-
dors do not provide an abstract model to reason about the architecture

their machines exhibit, apart from a few rare exceptions spa9d4al.
Moreover, as S. Adve and H.-J. Boechm state [AB]:

Part of the challenge for hardware architects was the lack of clear
memory models at the programming language level—it was un-
clear what programmers expected hardware to do.

Thus modelling often resorts to intensive testing to support the theory.
For example W. Collier’s early work adopts a black box testing approach
[Col92]. But this kind of approach is necessarily limited, and somewhat
resembles wild guess, if it is not guided by a precise knowledge of either the
architecture or the implementation.



1.1.2.2 Program Verification

The interest in the area of weak memory models is also probably renewed
by recent research [Boebl [Boeal [BPa] that takes the intricacies of weak
memory models into account when proposing a new approach to software
verification. In particular, S. Adve and H.-J. Boehm lead a group dedicated
to these issues: they propose to enforce the DRF guarantee as a sine qua
non condition, so as to make the verification of concurrent programs easier.
S. Burckhardt et al. recently proposed a study of weak memory models in
terms of rewriting rules [BMS]: thus the weak memory model is itself a
program transformation. This elegant approach allows to reason about the
correctness of several program transformations, e.g. induced by compilers.

1.2 Contribution

In that context, we tried to understand and formalise existing weak memory
models. In order to do so, we first relied on the existing documentations.
From this reading, we provided a generic framework which we showed to
embrace several existing models. We then resorted to intensive testing to
support our theory. To ease our pain while testing, we wrote a system-
atic testing tool, which computes small tests exercising one weakness of the
architecture at a time. This allowed us to design a model for the Power ar-
chitecture, which is an instance of our framework as well. Finally, we studied
synchronisation in the context of weak memory models, whether lock-based
or lock-free, from a generic point of view.

We briefly summarise our contribution here. We thus give an outline of
the document, and some reading notes.

1.2.1 A Generic Framework

In Chap. Bl we present the generic axiomatic framework we developped in
Coq [BC]. This is a global time model, widely inspired from Alpha and
Sparc’s documentation [alp02}, spad4a]. We illustrate in Chap. H how to
instantiate this framework to recover existing models, such as Sequential
Consistency [Lam79], the Sparc hierarchy (i.e. Sun TSO, PSO and RMO)
[spa94a], and Alpha [alp02]. We present some related work in Chap. B, and
detail some proofs in App. [Al

Chap. Bl is the heart of this thesis, on which all our formal results are
built. App. [Al can easily be skipped: the results which proofs are detailed
in this chapter are described in Chap. Bl anyway.

1.2.2 A Testing Tool

We present in Chap. [ our diy testing tool: diy computes small tests in
Power or x86 assembly code and run them against hardware. The tests are



computed from specifications proceeding from our generic model, presented
in Chap. Bl We present in Sec. the way we used our tool to study the
Power architecture. We detail our experimental protocol, the characteristics
of the machines we tested and the experimental results. Finally in Chap. B
we provide and comment on the model for the Power architecture we deduced
from our experiments, and we present some related work in Chap. @
Chap. B is an interesting instance of our framework. The description of
the tool (Chap. ) and the detailed experimental protocol (Sec. Bl) may be
skipped as the description of the Power model is self-contained. However,
the justification for this model lies in those two chapters, because this is
where we explain how we build our tests, and why they are relevant.

1.2.3 Synchronisation

We present in Chap. [l a unifying approach to study both lock-based and
lock-free synchronisations, which we illustrate by a proof that a generalised
DRF guarantee holds for each instance of our generic model. We also provide
a novel dual result on barrier placement. As both these results may enforce
more synchronisation than necessary, we refine them in the style of D. Shasha
and M. Snir [SS], by using critical cycles.

In addition, we present in Chap. [ semantics for Power’s locks and
read-modify-write primitives. We show that these locks provide the refined
generalised DRF guarantee. We show that the mapping of certain reads to
read-modify-write primitives, coupled with non-cumulative barriers, restores
Sequential Consistency, which spares the cost of cumulativity. Finally, we
present some related work in Chap.

1.2.4 Remainder

Chap. @ presents some preliminary definitions and fundamental results on
relations and orders, which we use throughout the document. This chapter
may be skipped.

We give a conclusion and some perspectives of future work in Chap.
and Chap. [[4 respectively. We say a word on our Coq development in
App. Bl which may be skipped.






Chapter 2

Preliminaries

Our basic objects are relations over some elements. We give in this chapter
the fundamental definitions that we used. We also enunciate and prove the
key lemmas that we used.

2.1 Relations

2.1.1 Basic Definitions

We use homogeneous binary relations, that is we use relations — such that
r is, for a given set A, a set of pairs in A x A.

We define the domain (written domain(—)) and the range (range(—))
of a relation — as follows :

Definition 1 (Domain and Range of a Relation)

)

r A
— =
) 2

{z |,z >y}
{y | 32,2 >y}

domain(
range(
We consider a relation — to be transitive (written transitive(—)) when:

Definition 2 (Transitivity of a Relation)
transitive(—~) £ Vayz, (r - yAy — 2) =2 — 2

. + ., .
We write (=) for the transitive closure of —, that is:

Definition 3 (Transitive Closure of a Relation)

+ +

2Nz (=) y)

T + A

z(=) y = yV 3z, (=)

. . T . . . - - r
We consider a relation — to be irreflexive (written irreflexive(—)) when:

23



Definition 4 (Irreflexivity of a Relation)
irreflexive(—) £ —(3z,z — )

We consider a relation — to be total over a set E (written total(—, E))
when:

Definition 5 (Totality of a Relation)
total(—,E) £ V(r,y) EExE,x S yVy —x

. . T . . - T .
We consider a relation — to be acyclic (written acyclic(—)) when its
transitive closure is irreflexive, i.e.:

Definition 6 (Acyclicity of a Relation)

+

acyclic(5) & —(3z,2 (=) z)

2.1.2 Orders

. . T .
We consider a relation — to be a partial order over a set E when:
. T . .
e the domain and the range of — are included in E,
r . o .
e — is transitive, and
r . . .
e — is irreflexive.
Formally, we have:

Definition 7 (Partial Order)

partial-order(+,E) £ (domain(—) U range(—)) CE A
transitive(—) A irreflexive(—)

We consider a relation — to be a total order (or linear strict order) over
E when:

e — is a partial order over E, and
e 5 is total over E.
Formally, we have:

Definition 8 (Total Order)

total-order(—,E) £ partial-order(—, E) A total(—, E)



2.2 Linear Extension

We admit the following result: any partial order — can be extended into
a total order . This total order — is a linear extension of —. We write
linear-extension(~>, ) to indicate that > is a linear extension of . For-
mally, we have:

Axiom 1 (Existence of a Linear Extension)

V 5 I, partial-order(—, E) =
32, Iinear—extension(&, i>) A total—order(g, E)

We admit that a relation — is included in any of its linear extension:
Axiom 2 (Inclusion in its Linear Extensions)
V 52 linear-extension(>, ) = (& C )
Finally, when — is already a total order, — has only one linear extension,
which is itself:
Axiom 3 (Unicity of the Linear Extension of a Total Order)

V = E, total-order(—,E) = (V >, linear-extension(->, =) = > = 5)

2.3 A Key Lemma

We define the sequence of two relations ~5 and 3 (written (=>;3)) as

follows:

Definition 9 (Sequence of Relations)
r(5: By & Tz a2z By

We will often show that the acyclicity of a certain relation — implies the
acyclicity of another one —%. In order to do so, we reason by contradiction:
we suppose that — has a cycle, and show that in this case, = has a cycle
as well, which contradicts its acyclicity.

In order to prove this, we use this key lemma, which states that if there
is a cycle in the union of two irreflexive relations, there is a cycle in their
sequence as well:

Lemma 1 (Cycle in Union Implies Cycle in Sequence)

V B2 irreflexive(—>) A irreflexive(<3) A
transitive(—>) A transitive(—>) A

—(acyclic(2 U 33)) = —(acyclic(; 2))

We need to establish a few more lemmas to prove this result.



2.3.1 Hexa Relation

We define the reflexive closure over relations as follows:
Definition 10 (Reflexive Closure)

T\~ A

x(—=) vy xiy\/x:y

?
This means that two elements z and y are in (=) when they are in —
or x = y. Note that for any relation — and for all x, we have x (=) .
We define the binary operator phx over relations as follows:

Definition 11 (Pre Hexa)

ri TIs ry ro\T ?
phx(=, =) = ((=—=) )
Note that, since phx is a reflexive closure, we have (x,z) € phx(=, 3)
for all =, 2 and x. Moreover, a phx construction is trivially transitive.
We define the binary operator hx over relations as follows:

Definition 12 (Hexa)

r r A ro ! T T 7
hx(=,=) = (5) ;phx(=,=); (=)

We show that the hx of two transitive relations is a transitive relation:

Lemma 2 (Hexa Is Transitive)

r r

V 522 transitive(=>) A transitive(—>) = transitive(hx(=%, 3))
€ hx(—=,3).

Proof  Suppose x,y and z such that (z,y) € hx(=>,3) and (y, 2)
There exist z1, z2, 23 and z4 such that

? ? ?
(2) 2 phe(™, 2)z () (2) 2 pho(, )z () 2

? r ? r I .
We have zp (%) y(=3) z3, hence (22,23) € phx(=,22). Since a phx con-
ry To ra

? n
struction is transitive, we have (z1,24) € phx(=,%3), hence x (23) 2z phx(=, 2
)z4 (rl) z. Therefore, by the definition of hx, we have (z,2) € hx(2,2).
We show that when two relations — and —> are both transitive, a path

. . . . . r r
in their union is a path in hx(=, =):

Lemma 3 (Path in Union Implies Path in Hexa)

VAN transmve( )/\transmve(]r 32) = (( ) C hx(rz r )

+
Proof  Suppose x and y such that x (= U 3) y. Let us reason by induction

over this statement.

e Suppose x(=> U 3)y.



— Suppose x =5 y. We want to show that (z,y) € hx(=>,5), i.e. there
? ?
exist z1 and zo such that x (%) z1 phx(2, )29 (2) y. We know that
?
x () y since © 5 y. Hence we can take z; = y. Since (y,y) € phx(=
?

,5), we can take zo = vy. Indeed we have y (23) y.

I
— Suppose x >y, we can take 21 = 2o = x.

ro T ro T

e In the inductive case, we have z such that x hx(=>, =)z and z hx(=, —)y. By
Lem. @, we have the result.

We show that if (<3; %) is acyclic, then (hx(=>,5); ) is irreflexive,

. r . . . o .
provided — is irreflexive and transitive:

Lemma 4 (Hexa Right)
¥ I5I2 gy irreflexive(X5) A transitive(Z5) A
N r ro 114\t
(z,y) € (=, =) Ay = &= 32,2(= =) 2

Proof  Suppose x and y such that (z,y) € hx(=>,25) and y 2> x. There are z
and zo such that x (2>)7 21 phx(3, ) 2o (E>)7 y. The case when x =y is a direct
contradiction to the fact that = is irreflexive, since y — x by hypothesis. Otherwise,
we have z1 (23;5) 2.

We show that if (<3; %) is acyclic, then (=;hx(=3,%)) is irreflexive,
provided =3 is irreflexive and transitive:

Lemma 5 (Hexa Left)
v 2}2 Ty, irreﬂexive(z) A transitive(g) A\

ry Ty +

= yA(y,o) €hx(3,2) = 32,2 (32) 2

Proof  The proof is similar to the proof of Lem. [ above.

2.3.2 Proof of the Result

We want to prove the Lem. [Tk
V 52 irreflexive(25) A irreflexive(=2) A

transitive(—>) A transitive(—>) A

—(acyclic(* U %)) = =(acyclic(*>; 2)

)
r I . r I +
Proof  Since —(acyclic(— U -3)), there is x such that x (= U->) x. Therefore,

+
there is z such that ©(*> U 2)z and (2 (2 U3) 2) vV (z=2). We do a case
disjunction over this last statement.

r r r r . r I
o Suppose v = z. As x(— U >)z, we have x(— U >)z. But since — and —
are both irreflexive, their union is irreflexive as well, hence the result.



+
e Suppose (z(*>U E»)Jr x). In this case, we have (z ((2>)Jr U (g)Jr) x). By

+ +
Lem. 3, we have (z,7) € hx((g) ,(Ll) ).
Moreover, we know that x(™> U 3)z. Let us do a case disjunction over this

statement.
r . r + r +
— Suppose x — z. By Lem. [ applied to (z,z) € hx((=>) ,(-=) ) and
x =5 z, we have the result.

— Suppose now x ~> z. By Lem. @A applied to x > z and (z,x) €

hx((3)+, (2))+), we have the result.
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We present here a generic framework designed to reason on weak mem-
ory models. Though some public documentations, e.g. Intel [Inf(07 and
Power [pow09], lack formal definitions of these models, others—such as Al-
pha [alp02] and Sparc [spa94a]—provide a precise definition of the model
their processors exhibit. Our generic framework is widely inspired of the
common style of Alpha and Sparc’s documentations, in that we use a global
time axiomatic model. However, Alpha and Sparc consider the stores to
be atomic. We adapted the style of their model to allow the store atomic-
ity relaxation, as does e.g. Power. In addition, we took care to minimise
the number and the complexity of our axioms, so that they are easier to
understand.

We present in Chap. Bl the objects, terms and axioms of our framework.
We illustrate in Chap. El how to instantiate its parameters to produce several
well known models, namely Sequential Consistency [Lam79], the Sparc hier-
archy (i.e. TSO, PSO and RMO) [spa94a], and Alpha [alp02]. We conclude
with a presentation of some related work in Chap. B






Chapter 3

A Generic Framework

3.1 Basic Objects

A memory model determines whether a candidate execution of a program
is wvalid. We consider an execution of a given program to be valid when
the read and write memory events associated with the instructions of the
program follow a single global timeline, i.e. can be embedded in a single
partial order. This order represents the timeline in which these events are
globally performed, which means that we embed them in the order when
we reach the point in time where all processors involved have to take these
events into account.

We illustrate our model with litmus tests, which are simple tests in
pseudo- or assembly code. Fig. Bl(a) shows such a test, with an initial state
(which gathers the initial values of registers and memory locations used in
the test), a program in pseudo- or assembly code, and a final condition on
registers and memory (we write z, y for memory locations and ri1, r2 for
registers). We give in Fig. BJI(b) an execution associated with this test. The
validity of this execution is relative to the architecture on which it runs: it
is valid on an architecture such as x86, whereas it is invalid on SC.

Init: x=0; y=0; a) Wxl1 c) Wyl
y
PO Pl ( ) ( )
(@)% — 1 @y —1 | |
(b)rl —y (d)r2 — x vp0~0 Vpo‘l

Observed? r1=0; r2=0;
(b) Ry0 (d) Rx0

(a) A Program (b) Events and Program Order

Figure 3.1: A Program and an Event Structure
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(a) Wx1
irf

L | 'pO:O Yf
(b) Ry0
i fr fr

(c) Wyl
irf

{rf . ,‘po:l
(d) Rx0

Figure 3.2: An Execution for the Program of Fig. Bl



3.1.1 Events and Program Order

Rather than dealing directly with programs, our models are expressed in
terms of the events E occurring in a candidate execution. A memory event m
represents a memory access, specified by its direction (write or read), its
location loc(m), its processor proc(m), and a unique label. For example, the
store to x marked (a) in Fig. BIla) generates the event (a) Wx in Fig. BI(b).
Henceforth, we write r (resp. w) for a read (resp. write) event. We write
My (resp. Ry, W) for the set of memory events (resp. reads, writes) to a
location ¢ (we omit ¢ when quantifying over all of them). We give a table of
notations for these sets of events, and the corresponding cartesian products
in Fig. B4

The models are defined in terms of binary relations over these events,
and Fig. shows a table of the relations we use.

The program order P2 is a total order amongst the events from the same
processor that never relates events from different processors. It reflects
the sequential execution of instructions on a single processor: given two
instruction execution instances ¢; and 9 that generate events e; and es,
el L eo means that a sequential processor would execute 71 before io. When
instructions may perform several memory accesses, we take intra-instruction
dependencies [SSZNT] into account to build a more precise order.

Hence we describe a program by an ewvent structure, which collects the
memory events issued by the instructions of this program, and the program
order relation, which lifts the program order between instructions to the
events’ level:

Definition 13 (Event Structure)
E £ (E%)

Consider for example the test given in Fig. Bl a). We give in Fig. BJb)
an associated event structure. For example, to the store instruction marked
(a) on Py, we associate the write event (a) Wx in Fig. BIIb). To the load in-
struction marked (b) on Py, we associate the read event (b) Ry in Fig. BI(b).
Since these two instructions are in program order on Py, the associated
events are related by the 23 relation. The reasoning is similar on P;.

3.2 Execution Witnesses

Although L conveys important features of program execution, e.g. branch
resolution, it does not characterise an execution. Indeed, on a weak mem-
ory model, the events in program order may be reordered in an execution.
Moreover, we need to describe the communication between distinct proces-
sors during the execution of a program. Hence, in order to describe an

. . rf wSs
execution, we postulate two relations — and — over memory events.



SUOTYR[Y] JO O[qe], :¢'¢ oInSI,]

Name Notation Comment Sec.
po
program order my — mg | per-processor total order BT
. d . . 0 .
dependencies m1 =2 mo included in p—>, source is a read BT
T .
po-loc my " my | program order restricted to the same | BAI]
. . . o
location, included in L
preserved program order | m; 2% ms | pairs maintained in program order, in- | B3
. (0]
cluded in 23
f . . .
read-from map w—r links a write to a read reading its value | B2l
f f .
external read-from map w = 5 between events from distinct pro- | B30
Cessors
. fi f
internal read-from map w=r — between events from the same pro- | B3
cessor
rf f .
global read-from map w = considered global B3
write serialisation w1 B wy total order on writes to the same lo- | B2.2
cation
f . . .
from-read map r=w r reads from a write preceding w in = . 2.0l
. b .. :
barriers m1 2 mo | ordering induced by barriers 333
hb . .
global happens-before m1 %5 my | union of global relations B34
. . f fi
communication my 2% mgy | shorthand for m; (& U5 U =5) my B2




S3U0A0 JO sired pue SJUOAD I0J SUOIYRION JO O[qR], ¢ oInSr]

Name Notation Comment

memory events M all memory events

memory events to the same location M, memory events relative to the location ¢

read events, reads R memory events that are reads

reads from the same location Ry reads from the location /¢

write events, writes W memory events that are writes

writes to the same location Wy writes to the location /

memory pairs M x M pairs of any memory events in program order

memory pairs to the same location My x My | pairs of any memory events to the same loca-
tion in program order

read-read pairs R xR pairs of reads in program order

read-read pairs to the same location R, x Ry pairs of reads from the same location in pro-
gram order

read-write pairs R x W read followed by write in program order

read-write pairs to the same location Ry, x W, | read followed by write to the same location in
program order

write-write pairs W x W pairs of writes in program order

write-write pairs to the same location | W, x W, | pairs of writes to the same location in pro-
gram order

write-read pairs W x R write followed by read in program order

write-read pairs to the same location W, x Ry | write followed by read from the same location

in program order



Py P ws  (c)Rx2
(a)x — 1 (b)x « 2
(c)rl «—x ,/fr

Allowed: r1=2; x=1

(a) A Program (b) An Execution Witness

Figure 3.5: A Program and a Candidate Execution

3.2.1 Read-From Map

We write w ~> r to mean that r loads the value stored by w (so w and r
must share the same location). In any execution, given a read r there exists

. . rf .
a unique write w such that w — r (w can be an init store when r loads

from the initial state). Thus, ™ must be well formed following the wf-rf
predicate:

Definition 14 (Well-Formed Read-From Map)

wf-rf(g) = <Lf - U(Wg X Rg)) A (Vr, Fw. w LN T)
¢

Consider the example given in Fig. BD(a). In the associated execution
given in Fig. BX(b), the read (¢) from z on P reads its value from the

write (b) to x on P;. Hence we have a L relation between them, depicted

in the execution: (b) LN (c).

3.2.2 Write Serialisation

We assume all values written to a given location £ to be serialised, following a
coherence order. This property is widely assumed by modern architectures.
We define 5 as the union of the coherence orders for all memory locations,
which must be well formed following the wf-ws predicate:

Definition 15 (Well-Formed Write Serialisation)

wf-ws(5) £ (E - U(Wg X Wg)) A (Vf. total-order <KS>, (W, x Wg)))
)4
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Figure 3.6: — Proceeds From — and 5

Consider the example given in Fig. BDJ(a). In the associated execution
given in Fig. B(b), the write (b) to x on P; hits the memory before the
write (a) to z on Fy. Hence we have a ™ relation between them, depicted
in the execution: (b) 5 (a).

As we shall see in Sec. B30l we will embed the write events in our global
timeline according to the write serialisation.

3.2.3 From-Read Map

We define the derived relation gm which gathers all pairs of reads r

and writes w such that r reads from a write that is before w in =3, as depicted

in Fig. Intuitively, a read r is in I with a write w when r reads from
a write that hit the memory before w did:

Definition 16 (From-Read Map)

fr A / /I‘f /] WS
r-w = Jw.w —rAwv = w

Consider the example given in Fig. BD(a). In the associated execution
given in Fig. B(b), the write (b) to x on P; hits the memory before the
write (a) to z on Py, i.e. (b) 5 (a). Moreover, the read (c) from 2 on Py

reads its value from the write (b) to x on Py, i.e. (b) LN (c). Hence we have

a 5 relation between (¢) and (a) (i.e. (c) L% (a)) because (c) reads from a
write which is older than (a) in the write serialisation.

As we shall see in Sec. B3, we will use the I relation to include the

read events in our global timeline.

3.2.4 All Together

. . rf  ws fr .
Given a certain event structure E, we call the —, — and — relations the
. . . . com . .
communication relations, and we write — for their union:

Definition 17 (Communication Relation)

com a rf WS fr
- = - U—-U—



We define an execution witness X associated with an event structure F
as follows:

Definition 18 (Execution Witness)

X & (52
For example, we give in Fig. an execution witness associated with the
program of Fig. Bl a). The set of events is {(a), (b), (¢), (d)}, the program
order is (a) 2 (b),(c) 25 (d). Since the initial state is implicitly a write
preceding any other write to the same location in the write serialisation, the

only communication arrows we have between the events of this execution

are (b) LA (c) and (d) LA (a).

The well-formedness predicate wf on execution witnesses is the conjunc-
tion of those for *5 and 5. We write rf(X) (resp. ws(X), po(X)) to extract
the =& (resp. 3, Eﬁ) relation from a given execution witness X. When X is

clear from the context, we may write L instead of rf (X) for example.
Definition 19 (Well-Formed Execution Witness)
wf(X) = wf-rf(rf(X)) A wf-ws(ws(X))

3.3 Global Happens-Before

We consider an execution to be valid when we can embed the memory events
of this execution is a single global timeline. By global we mean that the
memory events are the events relative to memory actions, in a way that
every processor involved has to take them into account. Therefore, we do
not consider the events relative to store buffers or caches, but rather we wait
until these events hit the main memory. Thus, we focus on the history of
the system from the main memory’s point of view.

Hence, an execution witness is valid if the memory events can be em-
bedded in an acyclic global happens-before relation ghb (together with two
auxiliary conditions detailed in Sec. B4l). This order corresponds roughly
to the vendor documentation concept of memory events being globally per-
formed [DS90): a write in ghb represents the point in global time
when this write becomes visible to all processors; whereas a read in ghb rep-
resents the point in global time when the read takes place. We will formalise
this notion later on, at Sec. B:3.41

In order to do so, we present first the choices as to which relations we
include in 22 (i.e. which we consider to be in global time). Thereby we
define a class of models. In the following, we will call a relation global
when it is included in 22 Intuitively, a relation is considered global if
the participants of the system have to take it into account to build a valid
execution.
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Figure 3.7: Store Buffering

3.3.1 Globality

Writes are not necessarily globally performed at once. Some architectures
allow store buffering (or read own writes early [AG95]): the processor issuing
a given write can read its value before any other participant has access
to it. Other architectures allow two processors sharing a cache to read a
write issued by their neighbour w.r.t. the cache hierarchy before any other
participant that does not share the same cache (a case of store atomicity
relazation, or read others’ writes early [AGY9H]).

In our class of models, -5 is always included in ghb Indeed, the write
serialisation for a given location ¢ is by definition the order in which writes
to £ are globally performed.

Yet, s not necessarily included in e et us distinguish between
internal (resp. external) Lf>, when the two events in > are on the same

(resp. distinct) processor(s), written hal (resp. 1"—fe>) :

Definition 20 (Internal and External Read-From Map)

whr 2w proc(w) = proc(r)
wSr 2 whea proc(w) # proc(r)

We model the store buffering by il being not included in g—hlf, as depicted
in Fig. B Indeed, the communication between a write from a given pro-
cessor’s store buffer and a read does not influence the execution of another
processor, because the write has not hit the main memory yet. Therefore,

this communication, modelled by L private to the processor issuing the
write, and we do not embed it in our global timeline.



Figure 3.8: Store Atomicity Relaxation

Similarly, we model the store atomicity relaxation by e being not global,
as depicted in Fig. Indeed, the communication between two processors
via a shared cache may not influence the execution of another processor,
because the write has not hit the main memory yet. Therefore, this com-

munication, modelled by ™ s private to the two communicating processors,
and we do not embed it in our global timeline.

We write 25 for the subrelation of *5 included in &% .

In our framework, s always included in ghd> Indeed, as r I w means
that the write w’ from which r reads is globally performed before w, it forces
the read r to be globally performed (since a read is globally performed as
soon as it is performed) before w is globally performed.

3.3.2 Preserved Program Order

In any given architecture, certain pairs of events in the program order are
guaranteed to occur in this order. We postulate a global relation % gather-
ing all such pairs. For example, the execution witness in Fig. B2 is only valid
if the writes and reads relative to different locations on each processor have

been reordered. Indeed, if these pairs were forced to be in program order,

we would have a cycle in e, (a) 2 (b) L8 (c) 2 (d) L8 (a). Such a

cycle contradicts the validity of the execution, hence the execution depicted
in Fig. is not valid on an architecture such as SC, which maintains the
write-read pairs in program order.

3.3.3 Barriers Constraints

Architectures also provide barrier instructions, e.g. the Power sync, to

enforce ordering between pairs of events. We postulate a global relation ab
gathering all such pairs.

A barrier is non-cumulative when it induces a relation — ordering certain
pairs of events surrounding (in program order) the barrier; we write NC(-)



in this case. The relation — induced by a barrier is A-cumulative w.r.t. a
certain subrelation = of 25 (resp. B-cumulative), written AC(—, ) (resp.
BC(—,>)), when the barrier makes certain writes atomic (e.g. by flushing
the store buffers and caches).

Intuitively, a barrier b placed between two instructions ¢; and 9 in pro-
gram order has a non-cumulative ordering over the associated events mq
and mo when it makes the program order between m; and msy visible to
all processors. A barrier b placed between i; and i in program order has
an A-cumulative ordering over my and mso when, if m; reads from a write
w (i.e. w LN my1), the barrier b imposes a global ordering (i.e. visible to
all processors) between w and mgy. This means that all processors see mg
after w. We will discuss in more details the semantics and use of barriers in

Sec. T3]

Hence the cumulativity of barriers is modeled in our framework by cer-

tain sequences Lf»; = (resp. p—0>; g) being global. Formally, we have:
Definition 21 (Properties of Barriers)
NC(S) & (S CcB)aA (S c ﬂ) (non-cumulativity)
AC(L, ) 2 (B By A ((2:5) ) (A-cumulativity)

BC(=, )

>

1
IN
!

rf) A((=52) C Lb) (B-cumulativity)
where — and = are two relations.

3.3.4 Architectures

We call a particular model of our class an architecture, written A (or A€
for A where ab returns the empty relation). We model an architecture by
a triple of functions over executions. Hence we consider an architecture as
a filter over executions, which determines which executions are valid and

which are not. We write ppo (resp. grf, ab, ghb) for the function returning

0 rf ab hb . .
the 2 (resp. &, 2 and £2) relation w.r.t. A when given an event structure

and execution witness:
Definition 22 (Architecture)
A £ (ppo,grf,ab)

We use in the following the record notation A. f for a function f over
execution witnesses w.r.t. the architecture A. For example, given an event
structure F, an associated execution witness X and two architectures A;
and Ag, we write A;. ghb(E, X) for the &% of the execution (E, X) relative



to Ay, while Ay. ppo(F, X) returns the *2 of the execution (E, X) relative
to Ay. We omit the ar%%itecture when it is clear from the context.
Finally, we define 5 as the union of the global relations:

Definition 23 (Global Happens-Before)

h fi f
LU T VAV UE

3.3.5 Examples
3.3.5.1 Sequential Consistency (SC)

SC (see also Sec. EZZT)) allows no reordering of events (2 equals 2> on

memory events) and makes writes available to all processors as soon as they

. rf . . rf  rf . .
are issued (— is global, i.e. g—»:—>). Thus, there is no need for barriers.

We write MM for the function extracting the pairs of memory events in the
program order of an event structure, i.e. MM(E, X) £ 25 1 (M x M):

Definition 24 (Sequential Consistency)
SC & (MM, rf,\(E, X).0)

Thus, the outcome of Fig. Bl will never be the result of a SC execution.

Indeed, the associated execution exhibits the cycle: (a) 23 (b) L8 (c) B

fi . fr . . h . .
(d) = (a). Since — is always in g—]?, and since the program orggr LA
included in SC’s preserved program order, this cycle is a cycle in %, hence
we contradict the validity of this execution.

3.3.5.2 Sun’s Total Store Order (TSO)

TSO (see also Sec. EZZZ) allows two relaxations [AGOH]: write to read
program order, and read own write early. The write to read program order
relaxation means that T'SO’s preserved program order includes all pairs but
the store-load ones. We write RM (resp. WW) for the function extracting
the read-read and read-write (resp. write-write) pairs in the program order
of an execution witness. Formally, we have RM(E, X) 2 221 (R x M) and
WW(E, X) 228 nwxw.

The read own write early relaxation means that 7SO’s internal read-

from maps are not global, i.e. hal Z ghb Moreover, T'SO does not relax the

.. . fi hb
atomicity of stores, i.e. =c &%

semantics):

Hence we have (omitting the barriers’

Definition 25 (7'SO°)

prorso = (A(E,X). (RM(E,X) UWW(E, X))
TSO £ (pporso,rfe, \(E, X).0)



(a) Wx1

Py P ’/rf irf
(a)x «—1 (b)rl «—x (b) Rl e
(c)x <2
Forbidden: x=1; r1=1; ;io%o—loc
() Wx2

Figure 3.9: Invalid Execution According to the uniproc Criterion

Thus, the outcome of Fig. Bl can be the result of a TSSO execution.
Even if the associated execution (E,X) exhibits the cycle (a) 2 (b) LN
(c) B (d) L8 (a), this does not form a cycle in 7SO . ghb(FE, X). Indeed,
the write-read pairs in (a) 2> (b) on Py and (¢) = (d) on P; are not included
in T'SO’s program order, hence can be reordered.

3.4 Validity of an Execution

We now add two sanity conditions to the above.

3.4.1 Uniprocessor Behaviour

First, we require each processor to respect memory coherence for each lo-
cation [CLS] (i.e. the per-location write serialisation): if a processor writes
e.g. v to £ and then reads v’ from ¢, then the associated writes w and w’
should be in this order in the write serialisation, i.e. w’ should not precede
w in the write serialisation. We formalise this notion as follows.

3.4.1.1 Definition

. o-loc . .
We define the relation 25" over accesses to the same location in the program
order:
o-loc o
mq POz mo £ mq Lt mo N\ |OC(m1) = |OC(m2)
. o-loc . . com . rf S fr
We require ">5 to be compatible with ' (i.e. U5 U 5):

Definition 26 (Uniprocessor Check)

uniproc(E, X) 2 acyclic(“Z U PZ¥°)
For example, in Fig. B9, we have (c) i (a) (by « final value) and (a) = ()

(by r1 final value). The cycle (a) 2N () po-loc (¢) B (a) invalidates this

execution: (b) cannot read from (a) as it is a future value of x in 5.



As a side note, the uniproc check corresponds, as we shall see in Sec. EE2ZT],
to checking that SC holds per location.

3.4.1.2 Alternative Formulations

We give here two alternative formulations of the uniproc definition, which
we show equivalent with each other. We omit these equivalence proofs in
this chapter to ease the reading but they can be found in Chap. [Al

We show easily that the transitive closure of ', written ()"

to U (KS), g) U (g, Lf))

, is equal

We write 2 «> y when z and y are both reads, reading from the same
write. Formally, we have (since this relation is symmetric, we use a double
arrow notation):

Definition 27 (Hat Relation)

hat A rf rf
Ty = Jww—oxAw—y

Let us consider these three formulations of uniproc:

(Unil) acyclic(cgn U pcioc)
(Uni2) Vay, Py = =(y ()" a)
(Uniz)  PEC ()T U )

We chose the first one because it is synthetic, but its intuition arises more
clearly in (Uni2) (and equivalently in (Uni3)). The (Uni2) check requires

. . . -1 . .
indeed that if two events x and y are in "5, i.e. in program order and to

. . . . . rf  ws
the same location, there is no path in the communication arrows —, — or

LY leading from y to z. This means that two events relative to the same
location on the same processor cannot be seen in the converse order by other
Processors.

As a remark, it is interesting to note that the uniproc check can spare the
cost of including certains pairs of events in program order in the preserved
program order of an architecture. Consider for example two writes to the
same location in program order. The¥ are necessarily (by uniproc) included
in 2. Indeed, such a pair is in ">, thus in ()T U }313) by (Uni3).

cg)n)Jr ws rf fr rf

Moreover, we know that ( is equal to (“B'U(B; 5)U(=; ). Hence,

a write-write pair to the same location is, by (Unig), in (= U (53; r—f>) U

(g; r—f>)) The cases (%3; Lf) and (27 Lf) do not apply here because of the

directions of the events. Hence a write-write pair to the same location is in

o £ f f £
X de.in BUS U=, The cases — and — do not apply because of the

directions of the events, hence such a pair is in —. We know, by hypothesis
of our framework, that = is always global. Hence, there is no need to specify
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Figure 3.10: Load-Load Hasard Example

write-write pairs to the same location in the preserved program order, since
we know that they are preserved globally (i.e. in gﬂf) by the uniproc check.

The same reasoning applies for read-write pairs to the same location:

. oL fr . ghb
such pairs are necessarily in —, thus in .

Hence, the uniproc check can be viewed as a minimal condition imposed
by a machine: the write-write and read-write pairs to the same location in
the program order are necessarily preserved globally in the order specified
by the program.

3.4.1.3 Load-Load Hasard

As a side note, all the models embraced by our framework agree with the
uniproc check, except Sun RMO (see also Sec. EZZA). RMO
preserves the program order between the write-write and read-write pairs
to the same location, and the read-read and read-write pairs in depen-
dency [spa%4al.

We postulate a 9 relation to model the dependencies between instruc-
tions, such as data or control dependencies pp. 653-668]. For exam-
ple in PowerPC, consider a load 1wz r5,0(r1) followed in program order by
a load lwzx r6,r5,r2. The second load is indexed by the register r5; this
register is used as a target by the preceding load in program order. Hence

in PowerPC, the second load depends on the first one. The & relation is a
subrelation of 23, and always has a read at its source.

We write dp(E, X)) for the pairs in dependency in an execution (E, X).
We write MyW,(E, X) for the read-write and write-write pairs to the same
location £, in an execution X. RM O has the same store buffering and store
atomicity policy as T'SO, hence (omitting the barriers’ semantics):
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Figure 3.11: Invalid Execution According to the thin Criterion

Definition 28 (RMO®)

PPORMO = )‘(EaX)(dp(E7X)UUZMZWZ(E7X))
RMO® 2 (ppoppo,rfe, M(E, X).0)

RMO allows indeed load-load hasard, meaning two reads from the same
location in program order may be reordered. We give in Fig. an example
program of load-load hasard: the read (b) from x and the read (c¢) from z on
Py have been reordered. The read (c) reads from the write (a) on Py, hence
(a) LN (¢), which is not depicted in Fig. B0 to ease the reading. The read

Wi

(b) reads from the write (d) on P;, hence (d) LN (b). Suppose (a) = (d),

then, since (a) LY (c), we have (c) LA (d). Since we have (b) = (¢), we
exhibit a cycle which is a contradiction to uniproc: (b) 25 (¢) L8 (d) LN (b).
The program order between the two reads (b) and (¢) on Py is not respected,
even though they are to the same location x.

To allow load-load hasard, we define the relation l-porloc ver accesses to

. . o-loc .
the same location in the program order as *>5° except for read-read pairs:

mq Hh—&—loc mo £ mq Lt mo N |OC(m1) = |OC(m2) VAN —|(m1 e RAmMmy € R)

Then we slightly alter the definition of uniproc to:

Definition 29 (Load-Load Hasard Uniproc)

com , , llh-po-loc
=)

llh-uniproc(E, X) £ acyclic(=' U

3.4.2 Thin Air

Second, we rule out programs where values come out of thin air [MPA].
This means that we forbid the causal loops, as illustrated in Fig. BI1l In
this example, the write (b) to y on Py is dependent on the read (a) from x
on Py, because the xor instruction between them does a calculation on the



value written by (a) in r1, and writes the result into r9, later used by (b).
Similarly on Py, (¢) and (d) are dependent. Suppose the read (a) from x on
Py reads from the write (d) to  on P;, and similarly the read (¢) from y
on P; reads from the write (b) to y on Py, as depicted by the execution in
Fig. BTIl In this case, the values read by (a) and (¢) seem to come out of
thin air, because they cannot be determined.

The definition of this check is parameterised by the definition of depen-
dencies, relative to the architecture:

Definition 30 (Thin Air Check)
thin(dp, £, X) £ acyclic(rf(X) Udp(E, X))

This check is directly inspired of Alpha’s documentation [alp02, (I) 5-
15, p. 245]. Alpha is indeed the only model embraced by our framework
that requires this check. Alpha maintains the write-write, read-read and
read-write pairs to the same location [alp02]. We write RyM,(E, X) (resp.
W, W, (E, X)) for the read-read and read-write (resp. write-write) pairs to
the same location ¢ in an execution (F,X). Similarly to the Sun models,

Alpha’s external ™ are global whereas internal ™ are not (we omit the
barriers’ semantics):

Definition 31 (Alpha®)

PPO Aipha = AMNE, X). (U, ReMo(E, X) U, W,W((E, X))
Alph(],e £ (ppOAlphm rfe, )‘(Ea X) . @)

All the other models we present have indeed a sufficiently large 2% that
. d . . .
includes —p>, which removes the necessity of the thin check. As the preserved

. d .
program order of Alpha (see also Sec. EZ3) does not include =3, and since
Alpha explicitely prevents causal loops, this additional check is required.

3.4.3 Validity

We define the validity of an execution w.r.t. an architecture A as the
conjunction of four checks. The first three, namely wf(X), uniproc(E, X)
and thin(E, X) are independent from the architecture. The last one, i.e.
A. ghb(E, X), characterises the architecture. We write A. valid(E, X)) when
the execution (E,X) is valid on the architecture A, and A. ghb(E, X) for
the 2% induced by A on (E, X):

Definition 32 (Validity)

A.valid(E, X) £ wf(X)Auniproc(E, X)Athin(E, X)Aacyclic(A. ghb(E, X))



For example, the execution of Fig. is invalid on SC'. Indeed the
SC'. ghb(E, X) of this execution contains P2 and E», therefore has a cycle:
(a) B (b) L8 (¢) 22 (d) L8 (a). On the contrary, the T'SO . ghb(E, X) of this

. . po . . .
execution does not contain any — arrow which source is a write and target
a read, hence does not contain (a) = (b) and (¢) 2> (d). Thus, there is no
cycle in T'SO. ghb(E, X), which means that this execution is not forbidden
on TSO0.

3.5 Comparing Architectures

From our definition of architecture arises a simple notion of comparison
amongst them. A; < As means that Ay is weaker than As:

Definition 33 (Weaker)
Ay < a2 (2 P (2 C

As an example, TSO¢ is weaker than SC.

3.5.1 Validity Is Decreasing

The validity of an execution is decreasing w.r.t. the strength of the predicate;
i.e. a weak architecture exhibits at least all the behaviours of a stronger one:

Theorem 1 (Validity Is Decreasing)

VA1 Ay, (A1 < Ag) = (VEX, A5 . valid(E, X) = Af.valid(F, X))
Proof  From A < As, we immediately have A5 . ghb C AS. ghb, thus if AS. ghb
is acyclic, so is A{. ghb. O

For example, since T'SO€ is weaker than SC, all the executions valid on

SC are valid on TSO.

3.5.2 Monotonicity of Validity

The converse is not always true. However, some programs running on an
architecture A{ exhibit executions that would be valid on a stronger architec-
ture A5. We characterise all such executions as follows, where the expression
Aj . checka, (E, X)) means that the execution X, while running on the weak
architecture A, would also be valid on the stronger architecture As:

Definition 34 (Strong Execution On Weak Architecture)

ws fr

A1 . checka, (B, X) = acyclic(gi>f2 uB U5 U



We show that executions satisfying this criterion are valid on Af if and
only if they are valid on AS:

Theorem 2 (Characterisation)

VA1 Az, (A1 < As) =
(VEX, (A{.valid(E, X) A Ay . checkp, (E, X)) < AS. valid(E, X))
Proof

= (E, X) being valid on A§, we have all requirements—uwell-formedness, uniproc
and thin—to guarantee (E, X)) is valid on AS, except AS.valid(E, X), which
holds by the hypothesis checka,.

< (E,X) being valid on A§ gives us all requirements—uwell-formedness, uniproc
and thin—to guarantee its validity on A§ except the last one Af . valid(E, X).
As Ay < A, we know that A{.ghb C AS. ghb, thus the acyclicity require-
ment for Af. ghb holds if AS. ghb is acyclic. O

For example, consider the execution of the test of Fig. Bla) where

Py executes its instructions before P, does: (a) = (b) L8 (¢) B (d) and

(a) LN (d). Tt is valid on T'SO since there is no cycle in TSO. ghb(E, X). It

also satisfies TSO. checkgo (E, X) since there is no cycle in SC'. ghb(E, X).
Hence it is valid on SC' as well.

These theorems, though fairly simple, will be useful to compare two mod-
els and to restore a strong model from a weaker one, as we do in Chap. [[1l






Chapter 4

Classical Models

We expose here how we implement several classical models in our frame-
work, namely Sequential Consistency (SC) [Lam79], the Sparc hierarchy
(i.e. TSO, PSO and RMO [spa9%4a]) and Alpha [alp02]. We prove our im-
plementations equivalent to the original definitions. We present the models
from the stronger (w.r.t. the order <), namely SC, to the weaker, namely
Alpha. We show in Fig. Bl the inclusion of these models w.r.t. each other.
The inclusion is here in terms of the behaviours each model authorises,
therefore is in the converse order that the order < induces, as expressed by
Thm. [

4.1 Implementing an Architecture

We present each of the following native models in terms of an order =
representing the order in which the events are globally performed.

All the native definitions of the models we present here roughly follow
the same generic form. In these definitions, an execution — is valid if it
is an order on events which contains a certain subrelation of the program
order. This relation corresponds to our preserved program order.

The order = is defined as partial in Alpha’s documentation lalp02], or

Figure 4.1: Inclusion of Some Architectures

53



early versions of the Sparc documentation [spad2]. In the current version
of Sparc documentation [spa94b], it is defined as a total order. By Ax. [,
any partial order can be extended to a total order. Hence we will define
the native versions of the models in terms of a total order. This means for
example that for an execution defined as a partial order, we consider all its
linear extensions to be valid native executions.

For a given architecture A, we write A. native(2>) when 2 satisfies the
conditions imposed by A. Formally, we have:

Definition 35 (Native Definition of an Architecture)
A. native(E,Z) £ total-order(Z, evts(E)) A (A. ppo(E) € 3))

Let A be an architecture of our framework. We want to show that
the validity of an execution on A corresponds to the definition above. This
means that whenever an execution = is valid on A according to the definition
above, we can build an execution witness (F, X ) which is valid on A, such
that = and (E,X) have the same events and the same communication
relations. Conversely, from an execution (F, X) valid on A, we are able to
build an execution = valid on A with the same events and communication
relations. Formally, writing A. wit(e—x>) for the execution witness built from
=, we would like to show that:

Goal 1 (Equivalence of validity on A)

VEX, A.valid(E,X) < 35, A.native(E, Z) A A wit(35) = X

4.1.1 Building an Execution Witness From an Order

We consider two relations to be compatible when their union is acyclic. Con-
sider an architecture A without barriers, i.e. aba _ (). The goal above means
in particular that, for any event structure F, one can build an execution, as-
sociated with E and valid on A, from a total order > on evts(F) compatible
with A. ppo(FE).

Consider e.g. the event structure ({(a), (b), (¢), (d)},{(a) = (), (c) =
(d)}) associated with the program of Fig. EE2(a). On SC we have (a) ™% (b)
and (c¢) % (d). Hence we can build a valid SC execution from the order
(a) > (b) > (¢) = (d), which is the one we give in Fig. The first write
in the order = is (b), a write to y, which is immediately followed by the read
(¢) to y, hence we have (b) LN (c). There is no write preceding the read (a)
from x, hence (a) reads from the initial state. Moreover, this initial write
to x precedes the write (d) in %3, hence () L8 (d).

We need to build an execution witness from a given order . In order to

rf ws ex . ex
do so, we need to extract — and — from an order —. We write rf(—) (resp.

ws(3)) for the = (resp. 3) extracted from <. We have (z,7) € rf(Z) when
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Figure 4.3: An SC execution for the test of Fig. EE2(a)



x is a write and y a read, both to the same location, such that = is a maximal

previous write to this location before i in <. We have (x,y) € ws(Z>) when
. . ex o .

x and y are writes to the same location and z — y. Formally, writing

pw(Z, ) for the set of writes to the same location that precede the read

. ex rf ws . ex
event r in an order —, we extract our — and — relations from — as follows:

Definition 36 (Extraction of ™ and % From an Order )

pw(e—x>,r) 2 {w | loc(w) = loc(r) Aw = r}

(%) 2 {(w,r) | w=max (pw((Z),))}
ws(g) = U(Wg x Wy) N =
J4

We derive the from-read map as in Sec. B23]

Definition 37 (Extracted E>)
(ryw) € fr(g) 2 I/, (w',r) € rf(z) A (W' w) € Ws(g)

We show that the extracted read-from maps rf(Z), write serialisation
ws(3) and from-read maps fr(5) are included in 5

Lemma 6 (Inclusion of Extracted Communication In &)

VEAS) B Aws(B) T EAf(B) S

Proof

e Inclusion of read-from maps: The read-from maps extracted from = are by
definition in =.

. . . . . . . . . ex .

e Inclusion of write serialisation: The write serialisation extracted from — is
. . ex . . . ' . . . . ex
included in = since it is by definition built from an intersection with —.

e [Inclusion of from-read maps: Consider two events x and y such that (z,y) €
fr(Z). We want to show that x < y. Since < is a total order, we know that
either © = y, in which case we have the result, or y = x. Suppose this last
possibility, i.e. y = x. We know that y is a write to x’s location, since it
is the target of a I which source is x. Therefore, if y = =, we know that
y is a previous write to x in —. Hence we have y € pw(g,x). Moreover,
since (z,y) € fr(3), we know by definition that there exists w, such that
(we,z) € rf(B) and (wa,y) € ws(Z). Since ws(S) is included in <5, we
have w, = y. But by definition of rf(Z), and since (w,,z) € rf(53), w, is
the mazimal previous write to x in <. Since wy, = y and y is also a previous
write, this contradicts the maximalily of w,,. 0



4.1.2 Sketch of Proof
4.1.2.1 From the native definition to ours

The extracted = and ™% are well formed in a finite execution, hence an
execution witness built from these relations is well formed as well. If these
= and 23 satisfy the uniproc and thin checks, then the execution witness
built out of = is valid on a given architecture A.

We show that an extracted execution witness respects the uniproc check:

Lemma 7 (Extracted Execution Witness Respects uniproc)

VAE B, 3 X,

total-order(Z,E) A X = A. wit(Z) A

acyclic(Z U po_—lf)c) = uniproc(X)

Proof  We know bq Lem. 23 (see App.[4) that the uniproc check (Unil) implies
(Uni2), i.e. Yoy, "5y = ﬁ(y (BN 1), Let us suppose as a contradiction two

events x and y such that x podoc y and y (Cﬂl“)"r

o if (y,x) € f(S), we have y = x by Lem. @ Therefore, since © po-loc Y, we

. ex o-loc .,
have a cycle in = UPZS) a contradiction.

po-loc

o if (y, z) € ws(Z), we have y = x by Lem.[@. Since x 7=y, we have a cycle

in S UPS , a contradiction.

o if (y,x) € fr(Z), there exists w, such that (w,,y) € f(Z) and (wy,z) €
Ws(i}g). Therefore x is a previous write to y’s location that occurs after w,

in 5 thus in <. This contradicts (wy,y) € rf(<3), i.e. the mazimality of w,
in the set of previous writes to y.

. ws rf . WS rf . rf
o if y i there exists w, such that y — w, — x. Smce w, — x, we have
Wy > by Lem.[@ By the same lemma, we have y = w,. Hence we have a

po loc ex po-loc
cycle in U cy B w, 3 xSy, a contradiction.

. frof . fr rf . rf
o if y i there exists w, such that y — w, — x. Smce w, — x, we have
Wy = by Lem.[@ By the same lemma, we have y = w,. Hence we have a

o loc ex o-loc
cycle in S UP cy S w, B2y, a contradiction. 0

Lemma 8 (Validity of Extracted Execution Witness)

VAR, & &y

)

total-order(5,E) A X = A. wit(Z) A
dp

)

acyclic(Z U pO—>°C) A acyclic(rf(Z) U =) A
acyclic(S5 U = A valid(X)

Proof By Sec. [3-3 X is valid on A if X is well formed, respects the uniproc
and thin checks, and A. ghb(X) is acyclic.



Well-formedness: rf(Z) and ws(Z) are trivially well formed, hence X =
(B, 23, rf(23), ws(2)) is well formed as well.

e Uniproc: we want to show that Xl respects the uniproc check. Since we know
po-loc

by hypothesis that acyclic(Z UP%S), Lem. @ applies directly.

e Thin: we want to show that X respects the thin check, i.e. that acyclic(rf(3)U
ﬂ;). This is trivial by hypothesis.

o Acyclicity of g we want to show that A. ghb(X) is acyclic. We have by
definition that ghb(X) = (grf(->) Uws(>) Ufr(2)UP23*).  Moreover, we
know that grf(-2), ws(->) and fr(>) are included in = by Lem. [, therefore
we have ghb(X) € > UPE%* . By hypothesis, we know that acyclic(—> U2%*).
Since A. ghb(X) is included in this relation, this entails its acyclicity. 0

This is enough to show that the native validity entails our definition of
validity, for a given architecture A.

4.1.2.2 From our implementation to the native one

Conversely, to show that one of our execution witnesses corresponds to an
execution of the native model, we build an order which satisfies the axioms
of the native model. This order will typically be the &> of our execution
witness, or more precisely a linear extension of it, so as to build a total
order. Formally, we want to show:

Lemma 9 (From A to its native definition)

VEX, A.valid(E,X) = 3%, A.native(E,Z) A A wit(B) = X
Proof  From (E,X) being valid on A, we have acyclic(A. ghb(E, X)). There-
fore any linear extension <> of A. ghb(E, X) is a total order on E which contains
A. ppo(E), since by definition PPO s included in 5. Hence 5 is a total order on
the events of (E,X) which contains *25. Thus = is such that A. native(E, ).

Let us show that A. wit(Z) = X, i.e. ws(Z) = ws(X) and rf(5) = rf(X).

e Fquality of write serialisations: by definition, we know that Ws(g) 18 equal
to U,(Wy x Wy) N3, which also corresponds to the definition of ws(X) (see
Sec. [ZZ2).

e FEquality of read-from maps:

— rf(Z) C rf(X): consider two events x and y such that (z,y) € rf(%3).
We want to show that (z,y) € rf(X). By definition of rf(X) being
well formed (see Sec. [BZ), we know there exists a unique wy, such
that (wy,y) € rf(X). We want to show that x = w,. Suppose as a
contradiction that x # w,, in this case we have either (x,w,) € ws(X)
or (wy,z) € ws(X).

* Suppose (x,wy) € ws(X). Since (wy,y) € rf(X), we know that
wy is a previous write to y in U P2, Indeed if (wy,y) € rfe(X),

then (wy,y) € ghb(X), hence w, = y. Otherwise w, =3 y. Since



Function ‘ Comment
MM £ \(E, X). ((M x M) Npo(X)) | two memory events in pro-
gram order
RM 2 \(E, X). ((R x M) Npo(X)) | a read followed by a memory
event in program order
WW £ \(E, X). ((W x W)Npo(X)) | two writes in program order
MW £ \(E, X). ((M x W) N po(X)) | a memory event followed by a
write in program order

Figure 4.4: Notations to Extract Pairs From L

(z,w,) € ws(X), we know (x,w,) € ghb(X), hence x <> w,. Hence
wy, contradicts the mazimality of x in the set of previous writes to
y w.r.t. .

% Suppose (wy,x) € ws(X). In this case, we have (y,z) € fr(X),
hence in S since 2 is included in gﬂa, which = linearly extends.
Moreover, we know that (z,7) € rf($3), hence (z,y) € =. Thus,
we have a cycle in =, a contradiction.

— rf(X) C rf(2): consider two events x and y such that (z,y) € rf(X).
We want to show that (x,y) € rf(Z), i.e. that x is a previous write to

. ex . . . . ex

y n —, and is mazrimal in this set w.r.t. —.

* Previous write: x is a write to y’s location since they are in rf(X).
Suppose by contradiction that y = x. In this case, we have (y,x) €
fr(X), hence a cycle in rf(X) Ufr(X), a contradiction.

x Mazimality: As a contradiction, suppose that x is not a maximal
previous write to y w.r.t. =. In this case, there exists a write Wy

to y, such that z = Wy =y, Since v = wy and they are both

writes to the same location, we have (x,wy,) € ws(X). In this case,

we have (y,w,) € fr(X). We also know that w, = y. Since = is

a linear extension of ghb(X) in which is included fr(X), we have
ex . ex . .

y — wy. Hence we have a cycle in —, a contradiction. 0

4.2 A Hierarchy of Classical Models

We write po(E) (resp. dp(E, X), rf(X), rfe(X)) for the function extracting

d . .
the 23 (resp. 3, Lf>’ r—fe>) relation from (E,X). We define notations to

extract pairs of memory events from the program order in Fig. EE4l For
example, WW represents the function which extracts the write-write pairs
in the program order of an execution. We write W, W, when the writes have
the same location /.

We give in Fig. a table summarising the implementation of these
models in our framework. Note that all of these models consider the stores



Name | Arch | Sec.

SC (MM, rf, A(E, X).0) 2
TSO | (M(E,X).(RM(E, X) UWW(E, X)), rfe, \(E, X).0) | EZZZ
PSO (AME, X).RM(E, X), rfe, \(E, X).0) 273
RMO (ME, X).dp(E, X), rfe, \(E, X).0) 224
Alpha (AE, X). (U, ReRe(E, X)), rfe, \(E, X).0) 73

Figure 4.5: Summary of Models

to be atomic. We will see an example of model relaxing the store atomicity
with the Power model presented in Chap. B

4.2.1 Sequential Consistency (SC)
SC has been defined in [Lam79] as follows:

[ .. ] the result of any execution is the same as if the operations of
all the processors were executed in some sequential order, and the
operations of each individual processor appear in this sequence in
the order specified by its program.

4.2.1.1 Definition

. 0 po
SC allows no reordering of events (2% equals — on memory events) and

makes writes available to all processors as soon as they are issued (Lf> is
global). Thus, there is no need for barriers, and any architecture definable
in our framework is weaker than SC:

Definition 38 (Sequential Consistency)
SC & (MM, rf,\(E, X).0)

4.2.1.2 Characterisation

The following criterion characterises, as in Sec. B3, valid SC executions on
any architecture:

Definition 39 (SC Check)
A. checkse (E, X) = acyclic(“=' U 22)

Indeed we show that, given an architecture A weaker than SC, any exe-
cution X valid on A satisfying this criterion is valid on SC:



Corollary 1 (SC Characterisation)
VA, (A< SC) =
(VEX,A.valid(E, X) A A. checkge (F, X) < SC . valid(E, X))
Proof
= As B uD=gC. ghb(E, X)), this is a direct consequence of Thm. Q.
< As A < 8C, this is a direct consequence of Thm. [ O

4.2.1.3 Equivalence With the Native One

In [Lam79], a SC execution is a total order < which includes the program

order:

SC. native(Z) £ total-order(S,E)A S ¢ S

The implicit execution model of [Lam79| states that a read r takes its

. o f
value from the most recent write that precedes it in —. Hence we extract —
S €. . . . .
and 35 from 2 following Sec. BZIl, and build one of our execution witnesses
from -

SC.wit(3) £ (B, rf(3), ws(3))

Finally, we show, following the proof given in Sec. ET.2, that each ex-
ecution witness built as above corresponds to a valid execution in our SC
model:

Theorem 3 (SC Is SC)
VEX, SC.valid(E,X) < 35, SC. native(S5) A SC.wit(5) = X

4.2.2 The Sparc Hierarchy

We present here the definitions of Sun’s TSO, PSO and RMO. We will see
in Sec. how we indeed show that TSO can be obtained by PSO
by barriers placement, and similarly PSO can be obtained from RMO, as
specified in the Sparc documentation [spa94al, V9.

4.2.2.1 The Value Axiom

The execution model of the Sparc architectures is provided by the Value
axiom of [spa94a], which states that a read (L, for Sparc) reads from the
most recent write (S,) before L, in the global ordering relation (<) or in
the program order (;):

Val(L,) = Val(m<ax{Sa | S < LgV Sa;Lat)

The Value axiom of V8; App. K; p.283]



[...] states that the value of a data load is the value written by
the most recent store to that location. Two terms combine to
define the most recent store. The first corresponds to stores by
other processors, while the second corresponds to stores by the
processor that issued the load.

. f . . . .
This means that a — relation occurs in the global order relation if and
only if it is a ™ between two events from distinct processors. Therefore, we
deduce that for each of the Sparc architecture, the external ™ are global,

and the internal iy are not.

4.2.2.2 Total Store Order (TSO)

Definition TSO allows two relaxations [AGIH]: write to read program
order, and read own write early. The write to read program order relaxation
means that TSO’s preserved program order includes all pairs but the store-
load ones. The read own write early relaxation means TSO’s internal read-
from maps are not global, which is also expressed by the Value axiom. We
elide here the barriers semantics:

Definition 40 (7'SO°)

TSO¢ £ (pporso, rfe, \(E, X).0)

Characterisation Sec.BHshows that the following criterion characterises
valid executions (w.r.t. any A < TSO) that would be valid on T'SO¢, e.g.
in Fig. Bk

Definition 41 (TSO Check)

A. checkTSO (X) = 3CyC|iC(KS> U g U r_fe) U ppﬂ:so)

Indeed we show that, given an architecture A weaker than TSO, any
execution X valid on A satisfying this criterion is valid on TSO:

Corollary 2 (TSO Characterisation)

VA, (A< TSO) =
(VEX,A.valid(E, X) A A. checkrso(E, X) < TSO. valid(E, X))
Proof

= As PPyt 190 ghb(E, X), this is a direct consequence of Thm. A
< As A< TSO, this is a direct consequence of Thm. 0. O



Equivalence With the Native One Sparc V. 8, Appendix K]
formally defines a TSO execution axioms. We formulatdl] those axioms as
follows:

ptso(3) £ partial-order(Z, E) ARM C S AWW C 3 A

tso t t
32, 2CE Atotal-order(=5, W)

Finally, we show, following the proof given in Sec. ET.2] that a partial
order 5 satisfying the axioms of Sun’s TSO’s specification corresponds to
a valid execution in our TSO model:

Theorem 4 (TSO Is TSO)

VEX, TSO¢. valid(E, X) & 3 2, ptso(3) A TSO . wit(S) = X

4.2.2.3 Partial Store Order (PSO)

Definition PSO maintains only the write-write pairs to the same location
and all read-read and read-write pairs [spad4a]. However, there is no need
to specify the write-write pairs to the same location in PSO’s preserved
program order. Indeed, according to Sec. BATZ, we know that two writes
in program order to the same location are in —. We know, by hypothesis of
our framework, that = is always global. Hence, there is no need to specify
write-write pairs to the same location in PSO’s preserved program order,
since we know that they are preserved globally (i.e. in gﬁ) by the uniproc
check. As the Value axiom holds for PSO as well, PSO’s external = are

global whereas its internal L are not:

Definition 42 (PSO°)

PPopso £ )‘(EvX)RM(E7X)
PS(O6 é (ppOPso,rfe,)\(E,X).w)

Characterisation Sec.BAlshows that the following criterion characterises
valid executions (w.r.t. any A < PSO) that would be valid on PSO¢, e.g.
in Fig. BT

Definition 43 (PSO Check)
A. CheCszo(E,X) = acyclic(KS) U g U r_fe) U ppo- so)

Indeed we show that, given an architecture A weaker than PSO, any
execution (E, X) valid on A satisfying this criterion is valid on PSO:

"We omit the axioms Atomicity and Termination.



Corollary 3 (PSO Characterisation)

VA, (A< PSO) =
(VEX,A.valid(E, X) A A. checkpso(E, X) < PSO. valid(E, X))
Proof

po-tso

hb-
= As PPy R

= PSO.ghb(E, X), this is a direct consequence of Thm. A
< As A< PSO, this is a direct consequence of Thm. O O

Equivalence With the Native One Sparc V. 8, Appendix K]
formally defines a PSO execution as a partial order = on memory events
constrained by some axioms. We formulate those as follows:

ppso(Z) £  partial-order(53, E) A (RM U UWAMIg) cs
¢

We define Sun PSQO’s definition of a valid execution as follows, since the
Value axiom holds for PSO as well:

PSO. wit() 2 (B, %, f(SU2), ws(%))

We show, following the proof given in Sec. ET.2 that any partial order
= satisfying Sun PSO’s specification corresponds to a valid execution of our
PSO model:

Theorem 5 (PSO Is PSO)

VEX, PSO¢. valid(E, X) < 3 = ppso(Z) A PSO . wit(3) = X

4.2.2.4 Relaxed Memory Order (RMO)

Definition RMO preserves the program order between the write-write
and read-write pairs to the same location, and the read-read and read-write
pairs in dependency [spa94a]. However, there is no need to specify the
write-write and read-write pairs to the same location in RMQO’s preserved
program order, as exposed in Sec. Indeed, the write-write pairs to
the same location are in ~, hence in ghd Moreover, by the same reasoning,

the read-write pairs to the same location are in g, hence in &2
The Value axiom holds for RMO as well. Hence we have (writing
dp(E, X) for the pairs in dependency in an execution (F, X)):

Definition 44 (RMO®)

PPORMO = )‘(EaX)dp(EaX)
RMO* £ (ppORM07rfea)‘(EaX)'®)



Characterisation Sec.BIshows that the following criterion characterises
valid executions (w.r.t. any A < RMO) that would be valid on RMO€, e.g.
in Fig. BT

Definition 45 (RMO Check)
A. checkrmo (E, X) = acyclic(Z3 U Eomy PPy

Indeed we show that, given an architecture A weaker than RMO, any exe-
cution (F, X) valid on A satisfying this criterion is valid on RMO:

Corollary 4 (RMO Characterisation)

VA, (A< RMO) =
(VEX,A.valid(E, X) A A. checkpmo(E, X) & RMO . valid(E, X))
Proof

= AsPPamo IO paro. ghb(E, X), this is a consequence of Thm. A
< As A< RMO, this is a consequence of Thm. [ O

Equivalence With the Native One Sparc V. 8, Appendix K]
formally defines a RMO execution as a partial order — on memory events
constrained by some axioms:

prmo(S) £ partial-order(S,E) A (@» U UMEWE) c3
l

We define Sun RMO’s definition of a valid execution as follows, since the
Value axiom holds for RMO as well:

RMO. wit(%) 2 (B, 2, rf(ZU2),ws(2))

We show, following the proof given in Sec. ET.2 that any partial order
= satisfying Sun RMO’s specification corresponds to a valid execution of
our RMO model:

Theorem 6 (RMO Is RMO)

VEX, RMO®. valid(FE, X) < 3 2%, prmo(2) A RMO . wit(5) = X

4.2.3 Alpha
4.2.3.1 Definition

Alpha maintains the write-write, read-read and read-write pairs to the same
location [alp02]. We exposed in Sec. B-AT.2 why there is no need to in%lbude
the write-write pairs to the same location in %’ (they are in ™ thus in & by



uniproc), and why the read-write pairs to the same location are exempted as

well (they are in I thus in &2 by uniproc). However, we do need to specify
the read-read pairs to the same location in Alpha’s preserved program order,
because such a relation may not be global, if not specified in the 2. Hence
we have. Moreover, Alpha specifies, for every read, the write from which it
reads as the last one either:

e in processor issue sequence, i.e. our program order, or

e in the BEFORFE order, which corresponds to our global happens-before
order.

Thus, similarly to the Sun models, external ™ are global whereas internal
are not:

Definition 46 (Alpha®)

PPO Aipha £ )‘(Ea X) . (UK RKRK(Ea X))
Alph,(],e = (ppoAlpha’ rfea )‘(Ea X) . (D)

4.2.3.2 Characterisation

Sec. shows the following criterion characterises valid executions (w.r.t.
any A < Alpha) that would be valid on Alpha€, e.g. in Fig. Bk

Definition 47 (Alpha Check)
A. check gjpha (B, X) = acyclic(3 U I yHy ppoﬂpha)

Indeed we show that this criterion characterises valid executions that are
valid w.r.t. Alpha® on any A < Alpha:

Corollary 5 (Alpha Characterisation)
VA, (A < Alpha) =
(VEX,A.valid(E, X) AN A. checkgjpng (E, X ) < Alpha . valid(E, X))
Proof
= This is a direct consequence of Thm. A

< As A < Alpha, this is a direct consequence of Thm. [ O

4.2.3.3 Equivalence With the Native One

Alpha [aIp02] formally defines an Alpha execution as a partial order = on
memory events constrained by some axioms. We formulate those axioms as
follows:

palpha(Z) £ partial-order(Z, ) A (U RyM, U UWKWK) =
l 4
acyclic(rf(3) Udp(2))
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Figure 4.6: Load-Load Hasard Example

Since Alpha’s definition of read-from map corresponds to the Sparc one,

we extract the 2> from an Alpha execution as we did for the Sparc hierarchy,
and define a valid Alpha execution as follows:

Alpha. wit(2) 2 (B, 2, (S U, ws(2))

Finally, we show, following the proof given in Sec. ET.2] that any partial
order & satisfying Alpha’s axioms corresponds to a valid execution in our
Alpha model:

Theorem 7 (Alpha Is Alpha)

VEX, Alpha . valid(E, X) < 32, palpha(3) A Alpha . wit(S) = X

4.2.4 RMO and Alpha Are Incomparable
4.2.4.1 Load-Load Hasard

We exposed in Sec. that RMO authorises load-load hasard, where
two reads on the same processor from the same location can be reordered.
As an illustration, we explained why the example of Fig. BI0(a) can exhibit
its outcome on a RMO machine. We recall this example in Fig.
However, Alpha includes read-read pairs to the same location in its pre-
served program order, as exposed in Sec. Therefore the read-read pair
(b) 23 (¢) to the same location on Py is included in Alpha’s preserved pro-

gram order. Moreover, we know that the external read-from maps are global
on Alpha, hence the = relation (d) LN (b) is global as well. Hence the exe-
cution (E, X) depicted in Fig. BIU(b) exhibits a cycle in Alpha. ghb(E, X):
(b) 22 (¢) LA (d) e (b), which forbids this execution.

Hence, RMO authorises load-load hasard whereas Alpha does not.



iriw

By P, P, B
(a)rl «—x (c)r2«—y (e)x 1 (fly<2
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Observed? 0:r1=1; 0:1r2=0; 1:r2=2; 1:r1=0;
Figure 4.7: The iriw Example

Figure 4.8: An non-SC execution of iriw

4.2.4.2 Iriw With Dependencies

Consider now the iriw (for Independent Reads of Independent Writes) ex-
ample given in Fig. 7l and suppose that there is a dependency between
the pairs of reads on Py and P, i.e. (a) 4 (b) and (c) 4 (d). We can
enforce these pairs to be in dependency by adding for example a logical op-
eration between them, such as a xor operating on the registers of the load
instructions associated to the read events.

The specified outcome may be revealed by an execution such as the one
we depict in Fig. Suppose that each location and register initially hold
0. If r1 holds 1 on Py in the end, the read (a) has read its value from the

write (e) on Py, hence (e) LN (a). On the contrary, if r2 holds 0 in the end,
the read (b) has read its value from the initial state, thus before the write (f)

on P3, hence (b) L8 (f). Similarly, we have (f) LN (¢) from r2 holding 1 on

Py, and (d) L8 (e) from r1 holding 0 on P;. Hence, if the specified outcome
is observed, it ensures that at least one execution of the test contains the
cycle depicted in Fig.

d fr rf d fr rf
(@) = () = (f) = () = (d) = (&) = (a)
This cycle is not global on Alpha whereas it is on RMO. This means that
the associated execution is authorised on Alpha whereas it is forbidden on
RMO. Indeed on RMO, the pairs in dependency are included in the preserved



program order, hence the pairs (a) & (b) and (c) & (d) are included in 22,

hence in £. Moreover, the external read-from maps are global on RMO
(see Sec. EZZAI), and LN always global. However on Alpha, these pairs
are not preserved globally, therefore this execution is authorised.

Hence, Alpha authorises iriw with dependencies whereas RMO does
not.






Chapter 5

Related Work

We present here three kinds of related work. In Sec. Bl we present sev-
eral generic weak memory models. In Sec. B2 we examine related work
according to the view of memory they use, either global-time like in our
framework, or using a per-processor view order. Finally, in Sec. and
Sec. LA, we present related work according to their style, either axiomatic
like us, operational, or specifications of weak memory models as program
transformations.

5.1 Generic Models

The work that is the closest to ours is probably W. Collier’s [Col92]. He
presents several abstract models in terms of the relaxations (w.r.t. SC) they
allow. However he does not address the store atomicity relaxation.

S. Adve and K. Gharachorloo’s tutorial gives a categorisation of memory
models, in which they give intuition about the relaxations in terms of the
actual hardware, i.e. store buffers and cache lines. By contrast, we chose to
abstract from the implementation.

S. Adve [Adv93] and K. Gharachorloo [Gha95] both present in their the-
sis a generic framework. S. Adve’s work focuses on the notion of data race
freeness, and defines and studies models which enforce the data race freeness
guarantee. We choose to examine this property on top of our framework,
and see which conditions enforce this guarantee for its instances, instead of
building a model with a hard-wired data race free guarantee. K. Gharachor-
loo’s work focuses on the implementation and performance of several weak
memory models. We choose to give an abstract view of the memory, because
we want to provide a model in which the programmer does not have to care
about the minute details of the implementation—which are often secret—to
write correct programs.

Finally, the Nemos [YGLS04] framework covers a broad range of mod-
els including Itanium as the most substantial example. Itanium [fa02)] is
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rather different from the models we presented, or from the Power model we
present in Chap. B we do not know whether our framework could handle
such a model or whether a satisfactory Power model could be expressed in
Nemos. Indeed, [tanium uses several events per instruction, whereas we rep-
resent instructions by only one memory event. Moreover, Itanium’s model
specifies the semantics not only of stores, loads and fences, but also of load-
acquire and store-release instructions. By contrast, we chose to specify the
semantics of more atomic constructions, and build the semantics of derived
constructions on top of them, as we will see in Chap.

5.2 Global-Time vs. View Orders

We can distinguish weak memory models according to the view of memory
they present. Such models are either in terms of a global time line in which
the memory events are embedded, or provide one view order per processor.

Most of the documentations that provide a formal model, e.g. Alpha
[alp02] and Sun [spaJ4al], are in terms of a global time line. We believe
this provides a usable model to the programmer, because it abstracts from
the implementation’s details. Moreover such a model allows the vendor
to provide a formal and usable model without revealing the secrets of the
implementation.

Some memory models are in terms of view orders, e.g. [AASO3] and the
Power documentation [pow09]. A. Adir et al. ’s work focuses on the Pow-
erPC model, and presents numerous axioms describing a pre-cumulativity
(pre Power 4) version of Power. We find such models difficult to understand,
because they provide several axioms, often without clear intuition.

5.3 Axiomatic vs. Operational

Formal models roughly fall into two classes: operational models and ax-
iomatic models. Operational models, e.g. [BPal [YGT, [HKV9§|, are abstrac-
tions of actual machines composed of idealised hardware components such as
queues. They seem appealingly intuitive and offer a relatively direct path to
simulation, at least in principle. However, they require a precise knowledge
of the implementation of the hardware.

Axiomatic models focus on the segregation of allowed and forbidden
behaviours, usually by constraining various order relations on memory ac-
cesses; they are well adapted for model exploration, as we do in Chap.[d Sev-
eral of the most formal vendor specifications have been in this style [alp02!

Epayda, Al



5.4 Characterisation of Behaviours

The characterisation we propose in Thm. [ is simple, since it is merely an
acyclicity check of the global happens-before relation. This check is already
known for SC' [LHHO9T], and recent verification tools use it for architectures
with store buffer relaxation [AVMT], [BMa]. We believe our work could help

extending these methodologies to models relaxing store atomicity.

5.5 Memory Models As Program Transformations

Another style of weak memory models’ specification has recently emerged,
e.g. in S. Burckhardt et al. ’s work [BMS] or R. Ferreira et al. ’s [FES]. This
line of research specifies weak memory models as program transformations.
Instead of specifiying a transition system as in an operational style, rewriting
rules apply to the program as a whole, to represent the effect of the memory
model on this program’s behaviour. Although this approach addresses only
a limited store atomicity relaxation, S. Burckhardt et al. ’s work has an
elegant flavour of testing semantics and realisability, as we shall develop in

Chap. [[@






Part 111

Testing Weak Memory
Models
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A program running on a multiprocessor behaves w.r.t. the memory
model of the architecture. But, as we know, some public documentations
i, lack formal definitions of these models. Hence we rely on in-
tensive testing, via litmus tests, to design and study such models. A litmus
test is a small program in pseudo or assembly code, specifying an initial
state and a condition on the final state. Running such a test on a given ma-
chine and checking whether the final condition is verified or not may reveal
relaxations of the architecture of the machine.

We first give an overview of the relaxations we studied in the Power
architecture, and their syntax. Then, we present in Chap.[dthe tool we wrote
to systematise and automatise the production of litmus tests, in Power or x86
assembly. We present in Chap. B the way we used this tool and applied our
testing methodology to produce a model for the Power architecture [pow09],
which we also detail in the same chapter.






Chapter 6

Relaxations

We want to do model exploration: for a given machine—or set of machines—
agreeing with a certain architecture, we want to be able, by testing, to
highlight the parameters (w.r.t. the framework presented in Chap. B) that

this machine displays. Thus, we need to be able to test whether the relations

o rf . . .
P22 or 5 are global or not on this machine. More precisely, we want to

determine which subrelation of the program order P2 s global: this will
form the preserved program order % of the machine we test. Similarly, we
want to determine which subrelation of the read-from map s global.

We call any sequence of the relations defined in Chap. Bl a candidate
relaxation. We detail below the syntax of the candidate relaxations we use.
We consider a given candidate relaxation to be relaxed, or non-global, when
we observe it to be exhibited on a machine. On the contrary, safe or global
candidate relaxations are the candidate relaxations guaranteed, e.g. by the
documentation, never to be exhibited. In our framework, global candidate
relaxations are included in gﬂo, and non-global ones are not.

6.1 A Brief Glance at the Power Documentation

The Power documentation [pow0Y| states several particularities. We detail
them in the following section by presenting excerpts from the documenta-
tion. The words added by myself for clarity are between brackets, e.g. [Led
Zeppelin]. The words erased for brevity or irrelevance are represented as
dots between brackets, i.e. [...]. In particular, as we focus on giving a
Power model for basic user mode, we do not consider any situation where
the memory is Guarded, or Caching Inhibited fpow0Y, p. 657].

6.1.1 Axioms of Our Model

We highlight here some excerpts of the documentation that can be in-
terpreted as a confirmation of some of the hypotheses of our model (see
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Chap. B).

6.1.1.1 Coherence

The memory is coherent p. 657, 1st col, last §]:

Memory coherence refers to the ordering of stores to a single
location. Atomic stores to a given location are coherent if they
are serialized in some order, and mo processor or mechanism
is able to observe any subset of those stores as occurring in a
conflicting order.

Hence, we conclude that the write serialisation as described in Sec. B2.2
actually exists, and is indeed global, as we supposed in Sec. B3l

6.1.1.2 Uniprocessor

The sequential execution model is defined as follows p- 29, 1st col,
last §]:

The model of program execution in which the processor appears
to execute one instruction at a time, completing each instruc-
tion before beginning to execute the next instruction is called the
7sequential execution model”.

Our uniproc axiom may be related to this excerpt p- 661, 2nd
col, penultimate §]:

Because the storage model is weakly consistent, the sequential
execution model as applied to instructions that cause storage ac-
cesses gquarantees only that those accesses appear to be performed
in program order with respect to the processor executing the in-
structions.

We believe that this excerpt means that the sequential execution model
actually ensures a guarantee similar to uniproc, and nothing more: in partic-
ular, one should not consider the uniproc check as a global check, since the
excerpt explicitely states that this guarantee only holds for the particular
processor that issued the accesses.

6.1.2 Store Buffering
Power allows store buffering p. 661, 1st col, 1st bullet]:

If a Load instruction specifies the same storage location as a
preceding Store instruction [...], the load may be satisfied from
a "store queue” (a buffer into which the processor places stored
values before presenting them to the storage sub-system), and not
be wisible to other processors and mechanisms.



From this we can deduce that internal read-from maps are not global in
Power. Since there is no mention of the external ones, we suppose that they
are relaxed, which our experiment confirmed (see Sec. Bl).

6.1.3 Load-Load Pairs
6.1.3.1 Data Dependencies

The load-load pairs related by a data dependency are preserved in the pro-
gram order p. 660, 1st col, last bullet]:

If a Load instruction depends on the value returned by a preced-
ing Load instruction (because the value is used to compute the
effective address specified by the second Load), the correspond-
ing storage accesses are performed in program order with respect
to any processor or mechanism |[...]. This applies even if the
dependency has no effect on program logic (e.g., the value re-
turned by the first Load is ANDed with zero and then added to
the effective address specified by the second Load).

We consider indeed that the dependency over values described in this
excerpt is a data dependency, as described in Sec. B24T]

6.1.3.2 Semantics of the isync Barrier

The isync barrier, in conjunction with a branch instruction such as bne,

forms a load-load barrier p. 661, 1st col, 2nd §):

[-..] if an isync follows a conditional Branch instruction that
depends on the value returned by a preceding Load instruction,
the load on which the Branch depends is performed before any
loads caused by instructions following the isync. This applies
even if the effects of the "dependency” are independent of the
value loaded (e.g., the value is compared to itself and the Branch
tests the EQ bit in the selected CR field), and even if the branch
target is the sequentially next instruction.

Since isync is not mentioned to be cumulative, we consider it non-
cumulative.
6.1.4 Load-Store Pairs
6.1.4.1 Data Dependencies

The load-store pairs related by a data dependency are preserved in the
program order [pow09, p. 661, 1st col, 1st §]:



[...] if a Store instruction depends on the value returned by
a preceding Load instruction (because the value returned by the
Load is used to compute either the effective address specified by
the Store or the value to be stored), the corresponding storage
accesses are performed in program order.

We consider indeed that the dependency over values described in this
excerpt is a data dependency, as described in Sec. B2ZZ4.Tl

6.1.4.2 Control Dependencies

The load-store pairs related by a control dependency are preserved in the
program order [pow(9}, p. 661, 1st col, 1st §|:

The same [as above, Sec. [6.1.4.1)] applies if whether the Store
istruction is executed depends on a conditional Branch instruc-
tion that in turn depends on the value returned by a preceding
Load instruction.

We consider indeed that the dependency over branches described in this
excerpt is a control dependency, as described in Sec.

6.1.5 Barriers
6.1.5.1 Ordering Induced by a Barrier
Plain Ordering is defined as follows p. 660, 2nd col, 1st bullet]:

When a processor (P1) executes a Synchronize [sync/ [...] in-
struction a memory barrier is created, which orders applicable
storage accesses pairwise, as follows. Let A be a set of storage
accesses that includes all storage accesses associated with instruc-
tions preceding the barrier-creating instruction, and let B be a set
of storage accesses that includes all storage accesses associated
with instructions following the barrier-creating instruction. For
each applicable pair a;b; of storage accesses such that a; is in A
and bj is in B, the memory barrier ensures that a; will be per-
formed with respect to any processor or mechanism |[... ], before
b; is performed with respect to that processor or mechanism.

We consider here that ”preceding” is w.r.t. program order. Hence a bar-
rier orders certain pairs of accesses (the applicable ones): if two instructions
11 and 75 on the same processor are separated by a barrier in program order,
then the associated events m; and meg, if they form an applicable pair, will
be globally ordered according to the program order.



Cumulativity is defined as follows p. 660, 2nd col, penulti-
mate §J:

The ordering done by a memory barrier is said to be ”cumu-
lative” if it also orders storage accesses that are performed by
processors and mechanisms other than P1, as follows.

e A includes all applicable storage accesses by any such pro-
cessor or mechanism that have been performed with respect
to P1 before the memory barrier is created.

e B includes all applicable storage accesses by any such pro-
cessor or mechanism that are performed after a [sentinel]
Load instruction executed by that processor or mechanism
has returned the value stored by a store that is in B.

We took some liberty with this definition, as we shall see in Sec.
In particular, we did not formalise the notion of being ”performed with
respect to”, either a processor or all processors. We did not take into account
the notion of sentinel load for the B group either.

Yet, we took this excerpt as a source of inspiration for our definition of

cumulativity. For group A, we consider the events that are in ™ with an
event preceding the barrier in program order. For group B, we consider the
events that are in <> with an event following the barrier in program order.
Thus, we consider a barrier to be A-cumulative when it imposes a global

ordering to the chains w Lt my 2 me, provided that the barrier separates
the instructions associated to m; and mo in program order. Similarly, we
consider a barrier to be B-cumulative when it imposes a global ordering to

. po rf . . . .
the chains mi; — mgy — r, provided the barrier separates the instructions
associated to mj1 and ms in program order. We formalise these notions in

Sec. 33

6.1.5.2 The sync barrier

The sync barrier preserves all pairs in the program order p. 700,
1st col, L=0 case]:

The memory barrier [sync] provides an ordering function for the
storage accesses associated with all instructions that are executed
by the processor executing the sync instruction. The applicable
pairs are all pairs a;b; in which bj is a data access [...].

Or again, more clearly p. 700, 2nd col, 1st bullet]:

Ezecuting the [sync]instruction ensures that all instructions pre-
ceding the sync instruction have completed before the sync in-
struction completes, and that no subsequent instructions are ini-
tiated until after the sync instruction completes.



Hence, we consider that if two instructions i1 and 9 are separated by
a sync in program order, this imposes a global ordering between the asso-
ciated events my and ms according to the program order, regardless of the
directions of m; and ma.

Moreover, the sync barrier is cumulative p-700, 1st col, last
line]:

The ordering done by the memory barrier [sync/ is cumulative
That is, more precisely p. 700, 2nd col, 3rd bullet]:

The memory barrier [sync/ provides the additional ordering func-
tion such that if a given instruction that is the result of a store
in set B is executed, all applicable storage accesses in set A have
been performed with respect to the processor executing the in-
struction to the extent required by the associated memory coher-
ence properties. The cumulative properties of the barrier apply
to the execution of the given instruction as they would to a load
that returned a value that was the result of a store in set B.

We drift away from this definition and prefer to consider that sync is A-
and B-cumulative in the sense we expose in Sec. L5l regardless of any
direction of the events involved. We will see in Chap. B that our intensive
testing did not contradict our liberal definition.

6.1.5.3 The lwsync barrier

The lwsync barrier preserves all pairs in the program order, except the
store-load ones p. 700, 1st col, L=1 casel:

The memory barrier [Lusync/ provides an ordering function for
the storage accesses caused by [. .. ] instructions that are executed
by the processor executing the [lwlsync instruction [...]. The
applicable pairs are all pairs a;b; of such accesses except those in
which a; is an access caused by as Store [...] and b; is an access
caused by a Load instruction.

Hence, we consider that if two instructions i1 and 9 are separated by
a lwsync in program order, this imposes a global ordering between the
associated events m1 and my according to the program order, provided that
(m1,mz2) does not belong to W x R.

Moreover, the lwsync barrier is cumulative, except from stores to loads:

The ordering done by the memory barrier [lwsync/ is cumulative.

Once again, we drift away from this definition and prefer to consider
that lwsync is A- and B-cumulative in the sense we expose in Sec. T5.T]
provided that (ej,e2) does not belong to W x R, where e; is the beginning

. f po po rf .
of the chain —; = (resp. —; —) and ey its end.



Candidate Relaxation Comment

Rfi a write followed by a read from the
same location in program order

Rfe a write and a read from the same lo-
cation on distinct processors

Wsi a write followed by a write to the same
location in program order

Wse two writes to the same location on dis-
tinct processors

Fri a read followed by a write to the same
location in program order

Fre aread and a write to the same location
on distinct processors

Figure 6.1: Table of Communication Candidate Relaxations

6.2 Candidate Relaxations

We present here the syntax of candidate relaxations, and how we implement
a given candidate relaxation, in the light of the excerpts we presented above.

6.2.1 Communication Candidate Relaxations

We call communication candidate relaxations the candidate relaxations as-
sociated to the subrelations of =, i.e. Lf>’ & oand 5. We give a table of
their syntax in Fig. Bl

We implement an internal communication candidate relaxation (i.e. Rfi,
Wsi, Fri) with two instructions to the same location in the program order,
with the appropriate directions. For example, Rfi corresponds to a write
followed in =5 by a read to the same location, hence is implemented by a
store followed by a load on the same processor and to the same location.

We implement an external communication candidate relaxation (i.e. Rfe,
Wse, Fre) with two instructions to the same location on distinct processors,
with the appropriate direction. For example, Fre corresponds to a read
preceding (in g£>) a write to the same location but from a distinct processor,
hence is implemented by a load and a store to the same location but on
distinct processors.

6.2.2 Program Order Candidate Relaxations

We call program order candidate relaxations each relation between two
events in the program order. Program order candidate relaxations have
the following syntax:

Po(s [ d)(R[W)(R[W)



Candidate Relaxation | Comment

PosRR two reads in program order, to the
same location

PodRR two reads in program order, to distinct
locations

PosRW a read followed by a write to the same
location in program order

PodRW a read followed by a write to a differ-
ent location in program order

PosWW two writes to the same location in pro-
gram order

PodWW two writes to distinct locations in pro-
gram order

PosWR a write followed by a read from the
same location in program order

PodWR a write followed by a read from a dif-
ferent location in program order

Figure 6.2: Table Of Program Order Candidate Relaxations

where:

e s (resp. d) indicates that the two events are relative to the same (resp.
different) location(s);

e R (resp. W) indicates an event to be a read (resp. a write).

We give in Fig. a table summarising their syntax. By uniproc, we
know that PosWW and PosRW correspond to Wsi and Fri respectively.

We implement a program order candidate relaxation by generating two
memory instructions following one another on the same processor, according
to the specified directions (store for W and load for R), with the same
location if s is specified and distinct locations if d is specified.

6.2.3 Barriers Candidate Relaxations

We specify the presence of a fence instruction with Fenced candidate relax-
ations, similar to Po candidate relaxations, except that a fence instruction
is inserted. We have the following syntax for these candidate relaxations:

Fenced(s | d)(R | W)(R | W)

The inserted fence is by default the stronger fence provided by the ar-
chitecture, i.e. mfence for x86 and sync for Power.

Barriers can also be specified by using specific names. More precisely,
we have MFence for x86, while on Power we have Sync and LwSync. For



example, in order to yield two reads (RR) to different locations (d) and
separated by the lightweight Power barrier lwsync, we specify LwSyncdRR.
This may lead e.g. to the following code:

(1) lwz r1,0(r2)
(2) lwsync
(3) lwz r3,0(rd)

The instructions 1wz r1,0(r2) at line (1) and 1wz r3,0(r4) at line (3)
are reads from distinct locations, separated by a lwsync barrier, at line (2).

6.2.4 Dependencies Candidate Relaxations

We distinguish the dependencies candidate relaxations between data and
control dependencies.

6.2.4.1 Data Dependencies

These candidate relaxations have the following syntax:
Dp(s [ d)(R|W)
where:

e s (resp. d) indicates that the two events are relative to the same (resp.
different) location(s);

e R (resp. W) indicates that the target event is a read (resp. a write);

We do not need to specify the direction of the source event, since it is
always a read by definition (see Sec. BZT3]).

We implement a data dependency with a false dependency that operates
on the address of the target memory access. See for instance the following
code:

(1) lwz r1,0(r2)
(2) xor r3,ri,ri1
(3) stwx r4,r3,r5

The instructions lwz r1,0(r2) at line (1) and stwx r4,r3,r5 at line
(3) correspond to a DpdW candidate relaxation. They are indeed in data
dependency, as they are separated by xor r3,r1,r1 at line (2). Hence the
address of the indexed store stwx r4,r3,r5 depends on the content of the
index register r3, which itself depends on the content of r1. The dependency
is a false one, since the content of r3 always is zero, regardless of the contents
of r1.



6.2.4.2 Control Dependencies

These candidate relaxations have the following syntax:
Ctri(s | d)(R | W)
A control dependency is implemented with:
e a useless compare and branch sequence when the target is a write;

e a useless compare and branch sequence followed (for PowerPC) by an
isync instruction when the target is a read.

Consider for example the following PowerPC assembly code:

(1) 1wz r1,0(r5)
(2) cmpwi r1,0
(3) bne LO

(4) stw r2,0(r6)
LO:

Suppose that the register r5 initially holds the address x, and the reg-
ister r6 the address y. The instructions lwz r1,0(r5) at line (1) and stw
r2,0(r6) at line (4) correspond to a CtrldW candidate relaxation. Indeed,
the first one is a read and the second one a write. They are to distinct
locations, and in control dependency, since they are separated by a compare
and branch sequence, composed of cmpwi r1,0 at line (2) and bne LO at
line (3).

In both cases, we assume that dependencies are not erased by the as-
sembler or the hardware, as the result of an optimisation.

6.2.5 Composite Candidate Relaxations

We call composite candidate relaxations any sequence of candidate relax-
ations. Their syntax is as follows (with 7, and 75 being candidate relax-
ations):

[7“1,7“2,...]

We use composite candidate relaxations to specify e.g. cumulativity can-
diate relaxations. For example, we write ACSyncsRR for an A-cumulativity
candidate relaxation for two reads to the same location separated in program
order by a sync barrier. We specify this candidate relaxation by the compos-
ite candidate relaxation [Rfe, SyncsRR]. Similarly, we write BCLwSyncdWR
for a B-cumulativity candidate relaxation for a read event followed by a
write to a different location, separated in program order by a lwsync.
We specify this candidate relaxation by the composite candidate relaxation

[LwSyncdWR, Rfe].



6.3

A Preliminary Power Model

Our rather liberal interpretation of the documentation led us to a first in-
formal Power model. We considered all the examples exposed in the doc-
umentation as guarantees: e.g. we considered that the Power architecture
preserves globally the read-read pairs in program order, as long as there is
a data dependency between them (see Sec. EI3T]).

We summarise this informal model in Fig. B3 where:

an underscore _ depicts all the possibilities: e.g. Ws_ stands for both
Wsi and Wse, and Dp_R for both DpdR and DpsR;

”a pair” means a pair of events in program order;

"a pair separated by [something]” means the events are in program
order, and there is [something] between them in program order;

unless otherwise stated, the relation is valid regardless of the directions
and locations of the events;

sync lwsync . . . .
mi 5 my (resp. mi =" ms) means the instructions i; and io

associated to the events m; and mg are separated in program order by
a sync (resp. lwsync) barrier (we formalise this notion in Sec. BZT3]
see infra).

From a communication perspective, Power allows store buffering and
relaxes the atomicity of stores. From a preserved program order point of

view,

Power preserves only the read-read and read-write pairs in dependency,

whether data or control. From a barrier point of view, Power features cu-
mulative barriers. Such barriers are a way to compensate for the lack of
store atomicity, as we will see in Sec.

We explain how we tested this model in the next two chapters.



Candidate Relaxation ‘

Comment

| Ref. in [pow0Y]

Ws_

write serialisation

p. 657, 1st col,
last §

Fr_ from-read map p. 661, 2nd
col,  penulti-
mate §

PosRW (= Fri) any load-store pair to | p. 661, 2nd

the same location col,  penulti-
mate §

PosWW (= Wsi)

any write-write pair to
the same location

p. 657, 1st col,
last §

DpR any load-load pair in | p. 660, 1st col,
data dependency last bullet
DpW any load-store pair in | p. 661, 1st col,
data dependency 1st §
CtrlLR any load-load pair sep- | p. 661, 1st col,
arated by a compare | 2nd §
and branch sequence
followed by an isync
Ctrl.W any load-store pair | p. 661, 1st col,
separated by a com- | 1st §
pare and  branch
sequence
Sync___ any pair separated by | p. 700, 2nd

a sync

col, 1st bullet

LWSynC_dldg
w. (di,dz) # (W, R)

any load-load, load-
store or store-store
pair separated by a

lwsync

p. 700, 1st col,
L=1 case

ACSync___ mq e ma "5 ms p- 700, 1st col,

last line
BCSync___ my "5 mey e ms p. 700, 1st col,

last line
ACLwSync_d;ds mq e mo twsyne ms, | p. 700, 1st col,
w. (di,d2) # (R, R) with mg ¢ R last line
BCLwSync_dids Iwsyne ma e ms, | p. 700, 1st col,
w. (di,d2) # (W, W) with m; ¢ W last line

Figure 6.3: Safe Candidate Relaxations According to the Documentation
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Diy, A Testing Tool
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We present our diy (do it yourself) tool, which computes litmus tests in
x86 or Power assembly code by generating violations of SC, i.e. cycles in
com

U8, A diy tutorial is available at http://diy.inria.fr.

7.1 Litmus Tests

We use litmus tests throughout this document to highlight which behaviours
are allowed and which are forbidden on a given architecture.

7.1.1 Highlighting Relaxations

A given test may exhibit its specified outcome for several different reasons.
Consider for example the test of Fig.[LI We already discussed in Sec.
why the outcome of this test may be exhibited. We recall the reasoning here.
The specified outcome may be revealed by an execution such as the one we
depict in Fig. Suppose that each location and register initially hold 0.
If r1 holds 1 on Py in the end, the read (a) has read its value from the write

(e) on Py, hence (e) = (a). On the contrary, if r2 holds 0 in the end, the
read (b) has read its value from the initial state, thus before the write (f)

on P3, hence (b) L8 (f). Similarly, we have (f) LN (¢) from r2 holding 1 on

Py, and (d) L8 (e) from r1 holding 0 on P;. Hence, if the specified outcome
is observed, it ensures that at least one execution of the test contains the
cycle depicted in Fig. [[2 written here in terms of the candidate relaxations
presented in Chap.

(a) " (0) 5 () T (@) () T () 7 (o)

The outcome may be exhibited for two reasons: either the external = are
not global on the machine running the test, or the read-read pairs ((a) LS
(b) on Py and (¢) 23 (d) on P;) are not preserved in the program order.
Therefore, when running this test, we cannot decide which weakness of the
memory model is responsible for the outcome to be exhibited.

7.1.2 Exercising One Relaxation at a Time

So as to make the analysis of the testing results feasible, we focus on tests
which exercise a unique weakness of the memory model at a time. Hence, if
the outcome of a given test is exhibited, we know that the feature we tested
is used by the machine on which we ran the test.

For example, suppose that we modify the test of Fig. [L1] and impose
dependencies between the pairs of reads on Fy and P;, so that these depen-
dencies are global, e.g. by being included in 2. We give in Fig. the
iriw test, written in PowerPC assembly, and modified to impose such global


http://diy.inria.fr

iriw

By 2 P, Ps
(a)rl «— x (c)r2 «—y (e)x 1 (fly<2
(b)r2 —y (d)rl —x

Observed? 0:r1=1; 0:r2=0; 1:r2=2; 1:r1=0;
Figure 7.1: Study of iriw

(c)Ry2 —1—> d) Rx0

\

f)Wy2 (e) Wx1

Figure 7.2: A non-SC execution of iriw

dependencies to the pairs of reads. In order to do so, we use a xor between
the loads (a) and (b) on Py and (c¢) and (d) on P;. Hence (a) is in data
dependency with (b), and so is (¢) with (d).

In this case the only reason why the specified outcome may arise is the
non-globality of external read-from maps. Hence, the test of Fig. [0 is
significant to check whether an architecture relaxes the atomicity of stores.

7.2 Cycles as Specifications of Litmus Tests

We want to be able to generate such significant tests, automatically and
systematically. We noticed that the interesting behaviours of a litmus test
can be characterised by cycles formed of the relations of our model.

7.2.1 Automatic Test Generation

For example, as we exposed above, the outcome of Fig. [11leads to the ="
U 22 cycle depicted in Fig. Conversely, the iriw test of Fig. [l can

. fe po fre rfe po fre
be built from the sequence —; p—> = 5 p—> = interpreted as a cycle. The

computed outcome ensures—as we exposed in Sec. [LTT—that the input
cycle appears in at least one of the execution witnesses of the test. If the
outcome is observed, then at least one subsequence in the cycle is not global,
i.e. not in &% in the case of Fig. [[T], either the 22 or the ™ relations may
not be included in %%



Input:

— a relaxation supposed to be exhibited by the machin
— a pool of global relaxations

— a limiting cycle size

— a bound for the number of processors involved

— the architecture of the machine, i.e. PowerPC or x86

l

Cycles Generation

see Sec. [[L22

\i

Code Generation

see Sec.

Output:

litmus tests in the specified architecture’s
assembly, up to the limiting size, that
exercise the given relaxation

Figure 7.3: Overview of Diy

To generate automatically litmus tests that exercise relations specified
by the user, we wrote the diy testing tool. We give in Fig. an overview of
the tool. When given a certain sequence of relations, diy produces tests such
that one of their executions contains at least one occurrence of the given
sequence. Hence, if we want to check whether the external read-from maps

are relaxed on a given machine, we specify ™ to be relaxed to diy, following
the concrete syntax we give in Sec. diy then produces cycles containing

at least one occurrence of the specified relation (e.g. ™ in our case), up to a
certain size, as exposed in Sec. Each cycle is then parsed to produce
a litmus test exercising the given relaxation on the specified architecture,
following the code generation algorithm presented in Sec.



#irfe PPC conf file
—arch PPC

-nprocs 4

-size 6

-name rfe

-safe Fre DpdR
-relax Rfe

Figure 7.4: Example Configuration File for Diy

7.2.2 Cycles Generation

diy needs to be specified which candidate relaxations are considered global
and which are not. When specified a pool of safe candidate relaxations, a
single non-global relaxation (expected to be relaxed), and a size n (i.e. the
number of candidate relaxations arrows in the cycle, e.g. 6 for the iriw test
of Fig. [[T]), diy generates cycles up to size n that contains at least one oc-
currence of the non-global candidate relaxation. If no non-global candidate
relaxation is specified, diy generates cycles up to size m that contain the
specified global candidate relaxations.

We do not generate all these cycles: we indeed eliminate some sequences
of candidate relaxations. In particular, we eliminate a sequence of two can-

didate relaxations when the target of the first one is incompatible with the

.. Rfe Rfe
source of the second one: for example, we eliminate a sequence ——; ——

because the target of the first Rl s a read, whereas the source of the sec-
ond one is a write. We also eliminate any sequence of candidate relaxations
included in the program order (whether two events in program order or sep-
arated by a fence). This reduces the number of cycles to generate, and in
any case, such sequences of candidate relaxations can be specified by using
composite candidate relaxations (see Sec. B2ZH).

We give in Fig. [[4] an example of configuration file that diy takes as an
argument to generate tests. This configuration file forces diy to generate
tests in PowerPC assembly up to 4 processors, as specified by the -arch
PPC and -nprocs 4 arguments, so that the number of relations involved
in the generated cycles is 6 at most, because of the -size 6 argument.
Moreover, the candidate relaxations Fre (external from-read map) and DpdR
(data dependency between two reads from distinct locations) are considered
global, and Rfe is considered relaxed, as specified by the -safe Fre DpdR
and -relax Rfe arguments. Finally, all the tests generated by diy running
on this configuration file will have the prefix rfe in their name, followed by
a fresh number, as specified by the -name rfe argument.

When the generation of cycles is over, diy computes litmus tests from
those cycles, as detailed in the following.



7.3 Code Generation

diy interprets a sequence of candidate relaxations as a cycle from which
it computes a litmus test or fails. The final condition is a conjunction of
equalities on the values hold by registers and memory locations in the final
state. This condition ensures that at least one of the execution witnesses of
this test includes a cycle compliant with the input sequence, following the
principle exposed in Sec. LT

7.3.1 Algorithm

Test generation performs the following successive steps:

1.

We map the edges sequence to a circular double-linked list. The cells
represent memory events, with direction, location, and value fields.
An additional field records the edge starting from the event. This list
represents the input cycle and appears in at least one of the execution
witnesses of the produced test.

. A linear scan sets the directions of the events, by comparing each target

direction with the following source direction. When they are equal, the
in-between cell direction is set to the common value; otherwise (e.g.
Rfe; Rfe), the generation fails.

We pick an event e which is the target of a candidate relaxation specify-
ing a location change. If there is none, the generation fails. Otherwise,

a linear scan starting from e sets the locations. At the end of the scan,

if e and its predecessor have the same location (e.g. L Pcﬂw), the

generation fails, since we picked e to correspond to a location change.

. We cut the input cycle into maximal sequences of events with the same

location, each being scanned w.r.t. the cycle order: we give the value
1 to the first write in this sequence, 2 to the second one, etc. Thus the
writes’ values reflect the write serialisation for the specified location.

We define significant reads as the sources of I edges and the targets
of 2 edges. We associate each significant read with the write on the
other side of the edge. In the LA case, the value of the read is the one
of its associated write. In the 5 case, the value of the read is the value
of the predecessor of its associated write in =5, i.e. by construction
the value of its associated write minus 1 (see step Hl). Non-significant
reads do not appear in the test condition.

We cut the cycle into maximal sequences of events from the same
processor, each being scanned, generating load instructions to (resp.
stores from) fresh registers for reads (resp. writes). We insert some



. . . . d

code implementing a dependency in front of events targeting 2L and
. . . . . fenced
the appropriate barrier instruction for events targeting — edges.
We build the initial state at this step: stores and loads take their ad-
dresses from fresh registers, and their content (an address to a memory
location) is defined in the initial state. Part of the final condition is
also built: for any significant read with value v resulting in a load
instruction to register r, we add the equality r = v.

7. We complete the final condition to characterise write serialisations.
The write serialisation for a given location x is defined by the sequence
of values 0 (initial value of ), ..., n, where n is the last value allocated
for location x at step El If n is 0 or 1 then no addition to the final
condition needs to be performed, because the write serialisation is
either a singleton or a pair. If n is 2, we add the equality x = 2.
Otherwise (n > 2), we add an observer to the program, i.e. we add a
thread performing n loads from x to registers ri, ..., rn and add the
equalities r1 = 1 A ... Arn = n to the final condition.

7.3.2 Example

We show here how to generate a Power litmus test from a given cycle of
candidate relaxations by an example. We write _ for the information not yet
set by diy: ___is an undetermined event, W__ a write with yet unset location
and value, and Rx_ a read from x with undetermined value.

1. Consider e.g. the input cycle, issued by diy’s cycles generation phase,
with the input being the configuration file given in Fig. [[4t

(@) =5 () 25 (o) 5 (d) 5 (o)

2. A linear scan sets the directions from the edges. Observe e.g. the last

Fre .
edge; — requires a R source and a W target:

@W-. 25 )R 25 R 2 (@W. 2 ()R P2 ()R S (a)

3. As 22dR specifies a location change, we pick (¢) to be the first event
and rewrite the cycle as:

(R (W25 ()R (RS (@)W () R ()

We set the locations starting from (c), with a change of location e.g.
between (e) and (f) since = specifies a location change:

()R- Z5 (d)Wa_ 25 (e) R 22X () Ry_ 25 (a) Wy 25 (0) Ry 22 ()



{ 0:r2=y; 0:rb=x; 1:r2=x; 2:r2=x; 2:rb=y; 3:r2=y; }

PO | P1 | P2 | P3
(b) lwz r1,0(xr2) | 1i r1,1 | (e) 1wz r1,0(r2) | 1i r1,1

xor r3,rl,r1 | (d) stw r1,0(xr2) | xor r3,rl,r1 |(a) stw r1,0(xr2)
(c) lwzx r4,r3,r5 | | (f) lwzx r4,r3,r5 |

exists (0:ri1=1 /\ 0:r4=0 /\ 2:ri1=1 /\ 2:r4=0)

Figure 7.5: iriw with dependencies in Power assembly

4. We cut the input cycle into maximal sequences of events with the same
location (i.e. (¢)(d)(e) and (f)(a)(b)), each being scanned w.r.t. the
cycle order. The values then reflect the write serialisation order for
the specified location:

(c)Rz_k (d)Wal Bfe (e)R:E_Dp*CkR (f)Ry_k (a)Wyl Rfe (b)Ry_Dp*C%R (c)

5. All the reads are significant here; we set their values according to
step

(&) R0 5% ()Wl 75 (e) Rt PP () Ry0 =% (a) Wy L5 (0) Ryl 5 (c)

6. We generate the litmus test given in Fig. for Power according to
and [ For example on Fy, we add a xor instruction between the
instructions lwz r1,0(r2) and lwzx r4,r3,r5 associated with the
events (b) and (c) to implement the dependency required by the Dpdi
relation between them. The events (d) and (e), associated respectively
to stw r1,0(r2) on P; and 1wz r1,0(r2) on P;, are specified in the

cycle to be in e Hence, we specify in the final state that the register
rl on P, holds finally 1. Indeed the store associated with (d) writes
1 into the address x addressed by r2 on P, , since the contents of the
register r1 on P; is 1 (because of the preceding 1i r1, 1 instruction).

Since (d) e (e), the load associated with (e) on Py reads the value 1
from the address x addressed by r2, and writes 1 into the register r2.

The test in Fig. is a Power implementation of iriw [BA] with depen-
dencies. It can be obtained by running diy on the configuration file given
in Fig. [[4 diy recovers indeed classical tests, such as rwe [BA], given in

Fig. [L0la). As one can deduce from the execution given in Fig. [L8l(b), this
Rfe PodRR  Fre PodWR Fre
— —  —— — .

test can be obtained from the cycle ; ; ;

7.4 A First Testing Example: x86-TSO

x86 has a TSO model [OSS]. As we saw in Sec. EZZ2, this means that
the internal read-from maps are not global, and that the write-read pairs in
program order may not be preserved. All the other relations are global.



o (DWyo
rwe () Ry0 po:2
PO P1 P2 A .
(a)x—1 |(b)rl—x|(d)y—1 horl (;)RXO

(c)r2 «—y |(e)r3 «—x '

Observed? 1:r1=1; 1:r2=0; 2:r3=0 fy
(b) Rx1

T @wx

(a) The rwc test (b) An Execution Witness

Figure 7.6: The rwc Test and a Candidate Execution

7.4.1 A Guided Diy Run

We give here a step-by-step protocol to generate and run tests to check
whether the reordering of a write followed by a read in program order is
allowed on a x86 machine, i.e. if the PodWR candidate relaxation is actually
relaxed on a x86-TSO machine.

7.4.1.1 Generating a Test for Testing the PodWR Relaxation

We want to generate at least one test exercising the PodWR candidate

relaxation, e.g. the classical litmus test given in Fig. Bl(a). In the execution
(o)

depicted in Fig. B(b), there is a cycle (a) = (b) LA (¢) 2 (d) LA (a). The
event (a) (resp. (c)) is a write, since it is the target of an I arrow. Similarly,
(b) (resp. (d)) is a read since it is the source of an I arrow. Moreover, the
test of Fig. Bl(a) involves two processors, therefore the I arrows are in fact

external from-read maps. We suppose that LGN always global, therefore the

only possible relaxation is PodWR.
Hence this test can be generated from the cycle POd—>WR; k; POd—>WR; k,
specifying the architecture to be x86, and the number of processors to be 2.

The command:
$ diy -arch X86 -nprocs 2 -safe Fre -relax PodWR -name classic

produces a test, classic000.1litmus, testing the PodWR candidate re-
laxation:

Generator produced 1 tests
Relaxations tested: {PodWR}

The test classic000.1litmus is the test of Fig. Bl implemented in x86
assembly:



% cat classic000.litmus

X86 classic000

"Fre PodWR Fre PodWR"

{ x=0; y=0; }

PO | P1 ;

MOV [yl,$1 | MOV [x],$1 ; #(a)Wyl |
MOV EAX, [x] | MOV EAX,[y] ; #(b)Rx0 |
exists (0:EAX=0 /\ 1:EAX=0)

(c)Wx1
(d)Ry0

7.4.1.2 Running This Test Against Hardware

Now we want to run this test against our machine, which should of course

be an x86 one, with at least two cores.
The command:

$ litmus classic000.litmus

runs our test against the hardware and produces an output similar to

the following one:

To oot o To o To o To o To o To o Jo o To o to o To foJo o fo o Fo o o

% Results for classic000.litmus %
To oo toto To o To o To o to o To o to o To o to o To o to o fo o Fo o o
X86 classic000

"Fre PodWR Fre PodWR"

{ x=0; y=0; }

PO | P1 ;
MOV [yl,$1 | MOV [x],$1 ;
MOV EAX, [x] | MOV EAX, [y] ;

exists (0:EAX=0 /\ 1:EAX=0)

Generated assembler
_litmus_PO_O_: movl $1, (Y%rcx)
_litmus_PO_1_: movl (%rsi),%eax
_litmus_P1_0_: movl $1, (Yrsi)
_litmus_P1_0_: movl $1, (%rsi)
_litmus_P1_1_: movl (%rcx),%eax

Test classic000 Allowed
Histogram (4 states)

34 :>0:EAX=0; 1:EAX=0;
499911:>0:EAX=1; 1:EAX=0;
499805:>0:EAX=0; 1:EAX=1;



#rfi x86 conf file

-arch X86

-nprocs 4

-size 6

-name rfi

-safe PosR*x PodR*x PodWW PosWW
Rfe Wse Fre
FencedsWR FenceddWR

-relax Rfi

Figure 7.7: x86 Configuration File For Rfi Relaxation

250 :>0:EAX=1; 1:EAX=1;
Ok

Witnesses

Positive: 34, Negative: 999966

Condition exists (0:EAX=0 /\ 1:EAX=0) is validated
Hash=eb447b2ffe44de821£49c40caa8e9757

Time classic000 0.60

This output first reproduces the test litmus ran, followed by the actual
x86 assembly that was run one million times. The code is followed by a
histogram, which gives the 4 states of the memory that were observed while
running this test. The first one is the one of interest to us, as it was the
non-SC outcome specified by diy. It was exhibited 34 times on the hardware:
therefore litmus wrote 0k, which means we observed the PodWR candidate
relaxation to be exhibited.

The same test, and additional ones, can be obtained by running directly:

$ diy -conf podwr.conf

where podwr.conf is the configuration file for the PodWR candidate
relaxation given in Fig. [

7.4.2 Configuration Files

Finally, we give the configuration files to test a x86 machine. In Fig. [C7
we give a configuration file to generate tests exercising the internal read-
from maps, as specified by the -relax Rfi argument. In Fig. [ we give a
configuration file to generate tests exercising the write-read pairs in program
order and to distinct locations, as specified by the -relax PodWR argument.
There is no need to generate tests for the PosWR, candidate relaxation, since
such pairs are handled by the Rfi tests. In Fig. [L9, we give a configuration



#podwr x86 conf file
—arch X86

-nprocs 4

-size 6

-name podwr

-safe Fre

-relax PodWR

Figure 7.8: x86 Configuration File For PodWR Relaxation

#tsafe x86 conf file

-arch X86

-nprocs 4

-size 6

-name safe

-safe PosR* PodR* PodWW PosWW
Rfe Wse Fre
FencedsWR FenceddWR

Figure 7.9: x86 Configuration File For Safe Relaxations

file to generate tests exercising all the candidate relaxations that we consider
to be safe in TSO.
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8.1 The Phat Experiment

With the informal model of Sec. in mind, we ran The Phat Experiment
from December 2009 to January 2010, as a case study for the diy tool pre-
sented in Chap. [ We tested 3 Power machines with our diy tool. We
present here the experimental results. More details can be found online at
http://diy.inria.fr/phat.

8.1.1 Relaxations Observed on squale, vargas and hpcx

We used diy to generate 800 Power tests and run them up to 10'? times
each on 3 machines: squale, a 4-processor Power G5 running Mac OS X
hpcx, a Power 5 with 16 processors per node and vargas, a Power 6 with
32 processors per node, both of them running AIX.

We ran the tests supposed to, according to the informal model presented
in Sec. B3 exhibit relaxations. We observed all of them at least on one
machine, except PodRW, which does not contradict our model. We give in
Fig. the number of times the outcome was observed (where M stands
for million). For each relaxation observed on a given machine, we write the
highest number of outcomes. When a candidate relaxation is not observed,
we write the total of outcomes: thus we write e.g. 0/16725M for PodRR on
vargas.

For a given candidate relaxation, we generated tests with diy by writing
a simple configuration file setting its relax list to this candidate relaxation,
and some of the candidate relaxations that we considered to be safe (see
Fig. E3).

The PodRW relaxation did not exhibit itself in convincing ways. But
the documentation does not specify this candidate relaxation to be safe,
therefore we still consider it to be relaxed.

8.1.2 Safe Relaxations

Following our informal model, we assumed that the candidate relaxations of
Fig. were global and tested this assumption by computing safe tests in

which the input cycles only include candidate relaxations that we supposed

SyncdWW Wse SyncdWR  Fre
global, e.g. 7 — ;—; 7 — ; —.

For each machine, we observed the number of runs required to exhibit
the least frequent relaxation (e.g. 32 million for Rfe on vargas), and ran the
safe tests at least 20 times this number. The outcomes of the safe tests have
not been observed on vargas and squale, which increases our confidence in
the safe set we assumed.

Yet, hpcx exhibits non-SC behaviours for some A-cumulativity tests,
including classical ones [BA] like iriw with sync instructions on Py and


http://diy.inria.fr/phat

[PPOIN InQ Surypyey Juewrradxsy A oY) JO S}NSOY Pojdd[eg '] oInJr

Relaxation

Definition

hpcx ‘ squale ‘ vargas
PosRR e 25! 2/40M 3/2M 0/4745M
PodRR re B30, 2275/320M 12/2M 0/16725M
PodRW re 23w, 0/6000M 0/6000M 0/6000M
PodWW w, 23w, 2029/4M 2299/2M | 2092501 /32M
PodWR w, S, 51085/40M | 178286/2M | 672001/32M
Rfi Ll 7286,/4M 1133/2M 145/32M
Rfe il 177/400M | 0/1776M 9/32M
LwSyncsWR w, 243423/600M |  2/40M 385/32M
LwSyncdWR s 103814 /640M 11/2M 117670/32M
ACLwSyncsRR | w, =5 ¢/ ™ 7 | 11/320M 0/960M 1/21M
ACLwSyncdRR | w, &8 ¢/ ™% 7 | 124/400M | 0/7665M 2/21M
BOLwSyncsWW | w, "™ o/ % 7 | 68/400M 0/560M 2/160M
BCLwSyncdWW | w, " o/, 247 | 158/400M | 0/11715M 1/21M



Cycle | hpex | In [BA]

Rfe SyncdRR Fre Rfe SyncdRR Fre 2/320M iriw

Rfe SyncdRR Fre SyncdWR Fre 3/400M rwe
DpdR Fre Rfe SyncsRR DpdR Fre Rfe SyncsRR | 1/320M
Wse LwSyncdWW Wse Rfe SyncdRW 1/800M
Wse SyncdWR Fre Rfe LwSyncdRW 1/400M

Figure 8.2: Anomalies Observed on Power 5

P;. These results are in contradiction with our model. We summarise these
contradictions in Fig.

We understand that this is due to an erratum in the Power 5 implementa-
tion. IBM is providing a software workaround, replacing the sync barrier by
a short code sequence [Personal Communication], and our testing suggests
that this does regain SC' behaviour for the examples in question (e.g. with
0/4€10 non-SC results for iriw). We understand also that Power 6 is not
subject to the erratum, which is consistent with our testing on vargas.

8.2 Overview of Our Model

We now instantiate the formalism of Sec. Bl for Power, in the light of the
experiment described in Sec.

8.2.1 Additional Formalism

To do so, we have to extend our formalism a bit, as follows.

8.2.1.1 Register Events

We first add register events to reflect register accesses [SSZNT]. Loads and
stores now yield additional register events, as depicted in Fig.

For example, consider two registers r1 and r2, such that ri initially
holds the value 0, r2 initially holds an address x, and = holds the value 1.
In this case, an instruction lwz r1,0,r2 creates a read event Rr2zx from
register r2, with label (b) in Fig. This event reads the address x in r2;
this leads to a read event Rzl from z labelled (a) in Fig. B3 The event (a)
was previously the only event we considered. Finally, the value read from x
by the event (a) being 1, the 1wz r1,0,r2 creates a write event Wri1l to
register r1 with value 1, labelled (c¢) in Fig.

Similarly, consider two registers r1 and r2, such that r1 initially holds
the value 1, r2 initially holds an address x, and x holds the value 0. In this
case, an instruction stw r1,0,r2 creates a read event Rr2zx from register
r2, with label (¢) in Fig. B3 This event reads the address z in r2. In



(b) Rrl1 (c) Rr2x
lico

(@)

a) Wx1

Figure 8.3: Semantics of 1wz and stw

parallel, the load creates a read event Rril from ri, reading 1, labelled (c)
in Fig. Finally, the value read from r1 by the event (b) being 1, the
stw r1,0,r2 creates a write event Wzl to x with value 1, labelled (a) in
Fig. The event (a) previously was the only event we considered.

Intra-Instruction Causality An execution witness now includes an ad-
oy . . . . . 11CO
ditional intra-instruction causality relation —.

For example, executing the load 1wz r1, 0(r2)—which semantics is
given in Fig. (r2 holding the address of a memory location x containing
1)—creates three events (a) Rr2x, (b) Rx1 and (c) Wr1l, such that (a) —
(b) =2 (¢). The =% relation between (a) and (b) indicates that the load
instruction has to perform the read (a) from r2 before the read (b) from z.
Before reading = from r2 via the event (a), the address x is undetermined.
Similarly, (b) and (c) are related by ==, since the write (¢) determines the

value it has to write into r1 from the value read by (b).

Stores are less constrained, as depicted in Fig. Indeed the read
events (b) and (c¢) may be performed independently. However, the write
event (a) determines its target x and its value 1 from the reads (c¢) and (b)

respectively, hence (b) Hep (a) and (c) Hep (a).



PPC ctrl

{

O:rb=x; 0:r6=y;0:r2=1;
x=0; y=0;

}

PO ;

(1) 1wz r1,0(r5) ;
(2) cmpwi r1,0 ;
(3) bne LO ;
(4) stw r2,0(r6) ;
LO: ;
exists(y=1)

Figure 8.4: A Test For Control Dependency in PowerPC Assembly

Read-From Map Naturally, ™ how also relates register events: we write
f- . f . . .
"8 the subrelation of — relating register stores to register loads that read

their values.

8.2.1.2 Commit Events

We add commit events in order to express branching decisions. We write C
for the set of commits, and ¢ for an element of C.

Consider for example the test given in Fig. B4l written in PowerPC
assembly, which corresponds to the piece of code given in Sec. Sup-
pose that the register r5 initially holds the address =, and the register ré
the address y.

The 1wz r1,0(r5) at line (1) and the stw r2,0(r6) at line (4) are
separated at line (2) by a compare instruction, written cmpwi ri1,0, which
influences the taking of the following branch, written bne LO (line (3)).

In the execution of this test, given in Fig. BHl the 1wz r1,0(r5) leads
to the read event Rxz0 from x labelled (a). The stw r2,0(r6) leads to the
write event Wyl to y labelled (b). These two instructions are separated by a
branch. This is depicted in the execution we give here by the commit event
labelled (h). Hence the read (a) from = and the write (b) to y are in control
dependency, as depicted by the ! arrow between them.

8.2.1.3 Barriers Events

We add barrier events in order to indicate the presence of a barrier in the
code. We handle three barrier instructions : isync, sync and lwsync.
Thus, we distinguish the corresponding events by the eponymous predicates,
is-isync, is-sync and is-lwsync.



[lwz r1,0(r5)]

(¢) Rrbx

liico

(a) Rx0

ctrl

liico

Figure 8.5: A Candidate Execution for the Test of Fig.



PPC isync

{

0:rb5=x; 0:r6=y;0:1r2=0;
x=0; y=1;

}

PO ;

(1) 1wz r1,0(r5) ;
(2) cmpwi r1,0 ;
(3) bne LO ;
(4) isync ;
(5) lwz r2,0(r6) ;
LO: ;

exists(0:r2=1)

Figure 8.6: An Example Use of the isync Barrier

Consider for example the test given in Fig. B written in PowerPC
assembly. Suppose that the register r5 initially holds the address =, and the
register r6 the address y.

The 1wz r1,0(r5) at line (1) and the lwz r2,0(r6) at line (5) are
separated at line (2) by a compare instruction, written cmpwi r1,0, which
influences the taking of the following branch at line (3), written bne LO.
The branch is followed by an isync barrier at line (4).

In the execution of this test we give in Fig. K7 the 1wz r1,0(r5) at
line (1) leads to the read event Rz0 from x labelled (a). The 1wz r2,0(r6)
at line (5) leads to the read event Ryl from y labelled (b). These two
instructions are separated by a branch followed by an isync. This is depicted
in the execution we give here by the commit event labelled (h), in P2 with
the isync event labelled (7). Hence the read (a) from x and the read (b) from
y are globally ordered by the isync barrier, as depicted by the "5 arrow
between them.

8.2.2 Description of the Model

We now give a description of our Power model. We give a full formalisation
of this model in Fig.

8.2.2.1 Preserved Program Order

We present in Fig. BR(a) the definition of "2 induced by lifting the
. . +

ordering constraints of a processor to the global level (where (=) stands

for the transitive closure of a given relation —). This is a formal presenta-

tion of the data dependencies (ﬂ) and control dependencies (Cgl and isgc)



[lwz r1,0(r5)]
| (¢) Rrbx |

liico

(a) Rx0

(d) VVrlO\
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(e)Rrl0

liico

(f) WCR02

(g) RCR02 isync

liico

e
[lwz 12,0(r6)]
 ()Reby |

liico

(b) Ryl

Figure 8.7: A Candidate Execution for the Test of Fig.
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Figure 8.8: A Power Model



of p. 661] which allow loads to be speculated if no isync is added
after the branch but prevents stores from being speculated in any case.

Data Dependencies More precisely, we consider that two events are in

data dependency, written m;y 44 mg, when:

. rfre . . . . .
e they are in —>g, 1.e. mq is a register write and mo a register read
reading from myq, or

e they are in fieo , i.e. they both come from the same instruction and the
execution of mg depends on mq, e.g. when using the value mq read,
or

rf-re iico
228 U™ between my and mao.

e there is a path of
Control Dependenciels We consider that two events are in control de-
pendency, written m; pat me, when:

e m; is a read and,
e mo is a write, and

e there exists a commit event ¢ between them in the program order, such
that c is in data dependency with m;.

If two events mq and msy are in control dependency, it means that they
form a read-write pair separated by a conditional jump or loop, and that
the condition of the jump is data-dependent over m;.

Moreover, it means that two events separated by a conditional jump may
perfectly well be reordered if:

e the first one is a write, or
e they are both reads (c.f. infra, semantics of isync)

The test of Fig. and the execution of Fig. give an example of
control dependency between the read (a) associated to the 1wz r1,0(r5)
at line (1) and the write (b) associated to the stw r2,0(r6) at line (3).

Semantics of the isync Barrier We now give our semantics of the isync
barrier. The ordering induced by isync is similar to a control dependency
on read-read pairs. We consider that two events m; and me are ordered by
an isync barrier when:

e mq is a read, and

e there exists a commit event ¢ in data dependency with mq, separated
from my by an isync barrier in the program order.



In particular, this means that two events mq and ms separated by an
isync can be reordered, if:

e my is a write, or
e there is no commit between my and ms.

The test of Fig. and the execution of Fig. give an example of
isync ordering between the read (a) associated to 1wz r1,0(r5) at line (1)
and the read (b) associated to 1wz r2,0(r6) at line (5).

All Together Finally, we consider that two events my and mo are in
Power’s preserved program order, written m; Y227 my when:

. . ctrl
e they are in control dependency, i.e. m1 — mgy, or

. . . isync
e they are ordered by an isync barrier, i.e. m; 2> ma, or

e my is a read, and there is a path of % U (p(ioc N (W x R)) between m;
and ms.

Resemblance to RMO’s Preserved Program Order The pre-
served program order that we suggest for Power is similar to the one of
Sparc RMO V9, p. 293]. Indeed, Sparc’s documentation defines
the dependence order as follows:

Dependence order is a partial order that captures the constraints
that hold between instructions that access the same processor reg-
ister or memory location. [...] Two memory transactions [i.e.
accesses| X and Y are dependence ordered, denoted by X <4,
if and only if they are program ordered, [written] X <, Y , and
at least one of the following conditions is true:

(1) The execution of Y is conditional on X, and S(Y') is true.
[i.e. they are in control dependency: in particular, Y is a
write. ]

(2) Y readsfa register that is written by X. [This corresponds
to our "5° relation. ]

(3) X and Y access the same memory location, m%d S(X) and
L(Y) are both true. [This corresponds to the "> °N(W x R)
part of Power’s 2% definition.]

[...] It is important to remember that partial ordering is transi-
tive.



The items (1) and (2) correspond to our %' and & relatlons while the

perloe N (W x R) part of Power’s ™% definition.
Moreover, as mentioned in the excerpt above, that order should be transitive.
Hence we take the transitive closure of the relation formed by the union of
these two relations.

+
Finally, we take the intersection of (—> U (po_loC N(WxR)) and RxW,
exactly as in RMO [spa94al, V9, p.295], where the legality of a RMO memory
order is defined as follows:

item (3) corresponds to the

A memory order [written <,,] is legal [in RMO] if and only if:

(1) X <qY 6 L(X)= X<, Y [i.,e. X and Y are in depen-
dence order as defined above, and X is a read.]

(2) M(X,)Y) = X <, Y [i.e. X and Y are separated by a

. . . ab o
barrier; we treat this via =, not 2% . /

(3) Xa<,Ya &SY)= X<, Y [Y is a write, and they are
both relative to the same memory locatwn a This corre-

sponds to the fact that we consider — and " 4o be global.]

The first item indicates that RMO also only considers the dependency
chains starting from a load, which explains why we take the intersection
with R x M.

. . 0o . . o .
Discussion of Power’s 2% We include in % any chain of data de-

pendencies and 23 starting from a read, by the ((—> U= Yn N (W x R)))+ N
(R x M) part. However, we do not authorise control dependencies in such
a chain. Indeed, consider the example given in Fig. B3 which we observed
to be exhibited on a Power 5 for example.

On Py, the 1wz r1,0(r7) at line (1) is in control dependency with the
stw r3,0(r9) at line (5), because of the compare and branch sequence be-
tween them (lines (2) to (4)). The 1wz r2,0(r9) at line (6) is in data depen-
dency with the 1wzx r4,r10,r8 at line (8), because of the xor r10,r2,r2
between them, at line (7).

Since the 1wz r1,0(r7) at line (1) on Py reads 1 (see the final state,
0:r1=1), there is a ™ between the stw r2,0(r7) at line (3) on P; and the
lwz r1,0(r7) at line (1) on Py. Because of the A-cumulativity of the sync
barrier on Py, the stw r1,0(r8) at line (1) on P; is in B with the 1wz
r1,0(r7) at line (1) on Fy.

Since the lwzx r4,r10,r8 at line (8) on Py reads 0 (see the final state,

0:r4=0), there is a I between this load and the stw r1,0(r8) at line (1)
on Pl.



{
0:r7=y; 0:r8=z; 0:r9=x; 0:r3=1;
1:r7=y; 1:r8=z; 1:rl1=1; 1:r2=1;

}

PO P1 ;
(1) 1wz r1,0(r7) stw r1,0(r8) ;
(2) cmpwi r1,0 sync ;

(4) LO:

(5) stw r3,0(r9)
(6) 1wz r2,0(r9)
(7) xor r10,r2,r2
(8) lwzx r4,r10,r8 | ;
exists (0:r1=1 /\ 0:r4=0)

|
|
|
(3) beq LO | stw r2,0(xr7) ;
|
|
|
|

Figure 8.9: Contradiction with the View Order Formulation

Hence we have a cycle of relations as follows, starting from 1wz r1,0(x7)
at line (1) on Py (writing (i : j) for the instruction at line (j) on P;):

(0:1) Y (0:5) =N (01 6) 2 (00 8) 9 (11 1) ARGV (01 1)
Since the specified outcome is exhibited, we know that there is a sub-
sequence of this cycle which is not global. The only possible relaxation
here is the PosWR one between the stw r3,0(r9) at line (5) and the 1wz
r2,0(r9) at line (6). If we added “ to the transitive part of Power’s ™%,
the outcome would be forbidden in our model. We deduce from this example

that ctl cannot be included in such chains.

8.2.2.2 Read-From Maps

Internal Read-From Maps The internal read-from maps are not global,
since Power allows store buffering (see Sec. EEI.Z). Running the test given

in Fig. BI0 confirms this hypothesis. Indeed this test, generated by diy,
DpdR Fre Rfi DpdR Fre Rfi

proceeds from a cycle =—"; —; : ; ;—. We know that de is
global, since included in 2%, and s global as well. Thus in this test, the
only possible relaxation is ™ Since the outcome is exhibited, as shown in
Fig. Bl we know that L actually relaxed on Power.

Store buffering is a fairly common relaxation. Indeed, all the models we
presented in Chap. Bl except SC, also relax their internal read-from maps,
i.e. allow store buffering.

External Read-From Maps The external read-from maps are not global
either, as revealed by running iriw with data dependencies (Fig. [[H) on a



PPC r£i000
"DpdR Fre Rfi DpdR Fre Rfi"
Cycle=DpdR Fre Rfi DpdR Fre Rfi

Relax=Rfi
Safe=Fre DpdR
{

0:r2=x; 0:1r6=y;

1:r2=y; 1:r6=x;

}

PO | P1 ;
1i r1,1 | 1i r1,1 ;
stw r1,0(r2) | stw r1,0(r2) ;
lwz r3,0(r2) | lwz r3,0(r2) ;
xor r4,r3,r3 | xor r4,r3,r3 ;
lwzx r5,r4,r6 | lwzx r5,r4,r6 ;
exists

(0:r3=1 /\ 0:r5=0 /\ 1:r3=1 /\ 1:r5=0)

Figure 8.10: A Diy PowerPC Test for the Rfi Relaxation

. . . . Fre Rfe DpdR F

Power machine. Indeed, this test is associated to a cycle —; —>; 2= —
Rfe DpdR fre . . .

. =5, PS% We know that — is always considered global in our framework,

an hypothesis which has not been invalidated by the experiment we present
in Sec. We also know that » is global in Power, since 2% is equal to
4 Therefore, the only possible relaxation in the test of Fig. is ™. Since
the specified outcome is exhibited as shown in Fig. 8], ¢ is relaxed.

This is probably the main particularity of the Power architecture: all the
models we presented in Chap.Hldo not relax the atomicity of stores. Another
model relaxing store atomicity may be Itanium [{fa02]. However, we do not
know whether Itanium could be described by the generic framework we
presented in Chap. Bl

8.2.2.3 Barriers

The sync Barrier The sync barrier is defined in Fig. B (b) as a full A-
and B-cumulative barrier. We will see in Sec. [L3.3.1] that such a barrier
restores SC' from a weaker model.

The lwsync Barrier The lwsync barrier is defined in Fig. B8 (b). lwsync
acts as sync except on store-load pairs, in both the base and cumulativity
cases.



150 Py
(a)x — 1 (d)rl —p
bp—=& x (c) r2 « *r1
Observed? ri=& x; r2=0;

Figure 8.11: A Common Programming Idiom

{0:r5=x; O:r6=y; 0:r3=1; 0:r4=1;
1:rb=x; 1:r6=y; 1:r1=0; 1:r9=0; 1:r2=0;

x=0; y=0;}

PO | P1 ;

stw r3,0(r5) | lwz r1,0(r6) ;

lwsync | xor r9,rl,r1 ;
|

stw r4,0(xr6) lwzx r2,r9,r5 ;

exists(1:r3=1 /\ 1:1r4=0)

Figure 8.12: The Example of Fig. in PowerPC Assembly

8.3 Discussion of Our Model

We do not claim our model to be definitive, as we explain in the following. In
particular, our model is probably too coarse-grained. To refine our model, we
would probably need to design a less coarse-grained model, in which either
we would split the write events into several ones, in the spirit of Itanium
[ita02], or in which we would examine the views of each processor separately,
instead of considering a single global time line. Indeed the documentation is
in terms of view orders, since it specifies the events to be ”performed w.r.t.”
a processor, or all processors.

For example, consider the common programming idiom given in Fig.
in C-like syntax. We are unable to explain why this example is guaranteed
not to happen if the two instructions on Py are globally maintained e.g.
by a lwsync barrier, because our semantics for the lwsync barrier is rather
weak.

Consider indeed the PowerPC example we give in Fig. BI2, which cor-
responds to the idiom of Fig. BIIl The example given in Fig. could,
according to our Power model, exhibit the execution given in Fig. RT3 since
there is no cycle in &Y Hence this behaviour is not forbidden by our model,
though it is expected to be.

A per-processor view of the memory helps to explain why the example of
Fig. BI3lis guaranteed not to happen. Indeed, the definition of lwsync of the
documentation (see Sec. BI5T]) specifies (since the pair ((a), (b)) is a write-



a) Wx1

éo 0 fwsync

b) Wyl

lrf fr

¢) Ryl

Q)‘o}\ppo

Figure 8.13: Weakness of Our lwsync Semantics

write pair, hence applicable to lwsync) that ”"the memory barrier ensures
that [(a)] will be performed with respect to any processor |[...| before [(b)]
is performed with respect to that processor [...].” Hence the pair ((a), (b))
has to be seen in the same order by Fy and P, because there is a lwsync
between (a) and (b). Therefore, if the read (¢) on P; reads 1 from the write
(b) on Py, then P; has also seen the write (a) to x on Py, hence we cannot
have (d) LA (a) as in Fig.

We would like to reconcile our model and the one that is presented in the
Power documentation, in the light of what we learnt during our experiment.
However, even though our model should be further refined, this is a first
non-trivial attempt towards the formalisation of the Power architecture. We
consider this attempt as a success because the model, though a bit loose,
has not been invalidated by our thorough experiment: at least it is a valid
model. Moreover, our testing methodology can perfectly well be reused, and
adapted if needed to the study of other architectures, as we sketched with
the x86 example of Sec.[[4], or to investigate further the Power architecture.






Chapter 9

Related Work

We present here some related work, either using the concept of relaxation or
focussing on the testing of weak memory models. Finally, we present some
studies of the Power architecture.

The framework we presented in Chap. Bl owes much to the concept of
relaxation, as used in the documentations we consider formal (i.e. Alpha’s
and Sparc’s), and presented in [AG95].

More generally, several papers on the design of abstract memory models
use a similar concept, e.g. W. Collier’s [Col92]. Moreover, it seems to me
that the concept of relaxation is really well illustrated by litmus tests, as
we tried to explain in this part of the manuscript. Hence, the Intel White
Paper on memory ordering [inf(07] provides an informal memory model of
the x86 architecture in terms of ten litmus tests, each of which illustrates
one or several relaxations. Several other papers on memory models, both
on hardware and software, illustrate their formalisation with such tests, e.g.
[BAL [ASH).

W. Collier’s framework is, like ours, used to do model exploration wia
litmus tests—Ilike we did with our experiment on the Power architecture.
However, W. Collier’s framework does not provide a way to generate tests
systematically as we do.

A. Adir et al. ’s model [AASO3| also provides a set of litmus tests to
illustrate their formalisation of the Power architecture. However, their work
does not include a systematic test generation, and, like W. Collier’s, does
not adress the cumulativity of barriers.

A recent work by S. Mador-Haim et al. describes a method for systemat-
ically generating litmus tests [MIHAM]. However, their tests serve a different
purpose. The goal is to distinguish two models by a given test: if the out-
come of a test is observable on one model and not on the other, the two
models are distinct. This may be used for example to highlight specifica-
tion bugs: if the specification of an architecture can be distinguished from
a machine with the same architecture, then either the specification is false,
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or the machine has a bug. This can be related to the implementation error
we found on Power 5: the iriw example distinguishes our Power model from
the Power 5 implementation we tested.



Part 1V

Synchronisation in Weak
Memory Models
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We know that an execution of a program running on a multiprocessor
may not be an interleaving of its instructions, as it would be on a Sequen-
tially Consistent (SC) architecture [Lam79]. Fortunately, a program running
on a weak architecture may be constrained to behave as if it were running
on a stronger one (e.g. SC) by synchronisation primitives.

Two approaches coexist: lock-based and lock-free synchronisation. Both
ensure stability of a program: the program has no other executions than
the ones valid on SC. Locks allow the programmer to ignore the details of
the memory model, thanks to the data race free guarantee (DRF guarantee)
proposed by S. Adve and M. Hill [AH], but are costly. On the other hand,
lock-free techniques are efficient [Her], but require a detailed knowledge of
the memory model. For instance, D. Shasha and M. Snir proposed the delay
set analysis to ensure stability to a program by inserting barriers [SS).

We examine here how to force all the executions of a program running
on a weak architecture A; to be valid on a stronger one As, i.e. we examine
when the following property holds for all executions (EF,X) of a program
(writing A. valid(E, X) when (E, X) is valid on the architecture A):

stablea, a,(E, X) £ (4. valid(E, X) & Ay. valid(E, X))

A program that is not stable is often considered as erroneous: for ex-
ample, a program with data races may have non-SC behaviours. Hence,
checking the stability of a program is a crucial step towards checking its
correctness. Moreover, a precise study of the stability of a program can lead
to optimisations, as we illustrate here. Indeed, the stability of a program
can be naively enforced by placing synchronisation primitives everywhere;
but using too much synchronisation can severely impair the performance of
this program. Showing exactly where a program needs to be synchronised,
i.e. how to make it stable, can help improve its performance.

Ideally, we want to examine the stability of a program by checking its
executions on the strong architecture As only, because the executions on Ao
are easier to reason about than on Aj, since they endure less relaxations. As
a consequence, the design of a proof or an algorithm checking this property
will be easier.

We provide in Sec. [0l a generic sufficient condition over the strong ex-
ecutions (i.e. the ones valid on Ag) ensuring stability. To do so, we describe
a class of synchronisation relations, the covering and well-founded relations.
We show that if all the conflicting accesses of a given execution X valid on
Ay are arbitrated by such a relation, then X is stable.

Hence, we propose a unifying approach to describe both lock-based and
lock-free synchronisation. We instantiate this approach to produce a gen-
eralisation of the DRF guarantee in Sec. and a novel dual result on
barrier placement in Sec. L3l which we call the lock-free gquarantee.

We illustrate these two guarantees by the study of Power’s lock and
read-modify-write primitives (e.g. test-and-set and compare-and-swap): we



propose in Sec. [[04] a semantics for these primitives. We show that locks
ensure the DRF guarantee, and that mapping certain loads to read-modify-
write primitives coupled with non-cumulative barriers restores SC.

Moreover, we refine the data race free and lock-free guarantees in the
style of [SS in Sec. [Tl in order to minimise the required amount of syn-
chronisation. Finally, we show in Sec. [T.2 that it is necessary and sufficient
to synchronise the minimal cycles of an execution valid on SC to ensure its
stability. This gives a characterisation of the stable executions.

In the following, we consider the architecture As to be without barriers,
ie. 2= 0. We write 2%? for Ay. ghb(E, X). Moreover, although the defi-
nition of stablea, A, holds for any pair of architectures, we focus here on two
architectures A; and A, such that 47 < As.



Chapter 10

Synchronisation

Synchronisation idioms are used to arbitrate conflicts between accesses, i.e.
to ensure that one out of two conflicting accesses occurs before the other.

10.1 Covering and well-founded relations

To formalise this notion, given an execution (F,X), we postulate an ir-
reflexive conflict relation 5, such that Vry,z — y = —(y LS x) and a
synchronisation relation ~ over its events. An execution (E, X) is covered
when the pairs of — are arbitrated by —, which means that the conflicts
gathered in = are ordered by :

Definition 48 (Covered Execution)
covered(E, X, 5, %) & Vay,o Sy=>2 Syvy >z

We define in the following a class of synchronisation relations which we
show to ensure stability. We then illustrate two example synchronisations of
this class, which lead us to a proof that a generalised DRF guarantee holds
for the framework presented in Chap. Bl and a novel dual result on lock-free
synchronisation, which we call the lock-free guarantee.

10.1.1 Covering relations

We consider a relation = to be covering when ordering by = the conflicting
accesses of an execution (E, X) valid on A; guarantees the validity of (E, X)
on As. This means that the chosen synchronisation — arbitrates indeed
enough conflicts in (F,X) to enforce a strong behaviour. We know by
Thm. B that given an execution valid on A it is enough to enforce the
acyclicity of el ¢4 ensure the validity of the execution on As, hence we
formalise the notion of covering as follows:
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¢) Ryl
Init: x=0; y=0; z=0
Py P

(a)rl «x (c)r2 —y b) Wyl d) Wl
(b)y —1 (d)x—1
Observed? ri=1; r2=1; W /
(a) Rx1
(a) A program (b) A non-SC execution

Figure 10.1: A program and a non-SC execution

Definition 49 (Covering Relation)

covering(~>, =) 2 VEX, (A; . valid(E, X)A
covered(E, X, %, %)) = acyclic(As . ghb(FE, X))

For example, the DRF guarantee [AH] stipulates in particular that if certain
accesses (the competing accesses, defined in Sec. [ID:Z) of a given execution
are ordered by a given synchronisation relation "5, then this execution is
SC. This means that "5 is covering w.r.t. the competlng accesses.

10.1.2 Well-founded relations

We consider a synchronisation relation to be well founded when each conflict
it arbitrates on the strong architecture is arbitrated on the weaker one. This
means that it is enough to arbitrate the conflicts on the strong executions
of a program to ensure that every execution of this program will be strong,
even if it is running on a weak architecture.

Formally, we define a synchronisation relation to be well founded when,
given an uncovered execution (F, X) valid on Aj, one can build an uncovered
execution Y associated with the same event structure £ and valid on As:

Definition 50 (Well-Founded Synchronisation)

C

wf(%, %) 2 VEX,
Ay . valid(E, X) A —~(covered(E, X, > i>))> =

3Y, Ay . valid(E,Y) A —(covered(E, Y, 5, 3))

This means that given a conflicting pair (x,y) unarbitrated by 2 in an
execution (F, X) on a weak architecture Ay, if (z,y) is also conflicting in an



execution (E,Y) on a stronger architecture Ay, then (x,y) is unarbitrated
by = in (E,Y). In other words, this means that the conflicting accesses to
arbitrate stay the same from one architecture to another. This will allow us
to check these conflicting accesses on the strong executions only.

For example, the competing accesses of the DRF guarantee are accesses
to the same location, from distinct processors, such that one of them at
least is a write. If we have an execution (F, X) where two such competing
accesses are not arbitrated by a lock for example, then we can build a SC
execution containing the same accesses, where they will not be arbitrated
by a lock either. This means that the synchronisation relation induced by
the locks is well-founded w.r.t. the competing accesses.

Finally, we show that if a well-founded synchronisation relation covers
any execution valid on A, then any execution is stable:

Theorem 8 (Well-founded and covering ensure stability)

V55 wi(5, ) A covering(5, 2) =
(VEX, Ay . valid(E, X) = covered(E, X)) =
(VEX, StableAl,AL( E,X)))

Proof Let E be an event structure; suppose that any associated execution (E, X)
valid on As is covered. Let us show that in this case, any execution (E,X) is sta-
ble, i.e. Ay .valid(E,X) < Ag.valid(E, X). The converse way Az . valid(E, X) =
Ay .valid(E, X) is given by Thm.d, since Ay is weaker than As.

Conversely, suppose (E,X) wvalid on Ay. If (E,X) is covered, since > is cov-
ering, we know by definition that (E,X) is valid on As. If (E,X) is uncovered,
since ~ is well-founded, we know by definition that there exists an execution Y
associated with E, valid on As and uncovered. But this contradicts our hypothesis
that any execution associated with E and valid on As is covered. O

This result means that, provided a well-founded and covering synchro-
nisation relation, it is enough to arbitrate the conflicts occurring in all the
strong executions in order to ensure stability. In other words, this means
that we only have to reason on the strong executions of a program to ensure
that this program behaves as if it were running on a strong architecture,
typically SC.

10.2 DRF guarantee

We propose here a first example of covering relation, leading to a proof that
a generalised DRF guarantee holds for each instance of the framework of

Chap. B

10.2.1 Competing accesses

We follow the DRF(y model of [AH], where two events are competing if they
are from two distinct processors, relative to the same location, and one of
them at least is a write:



Definition 51 (Competing Accesses)

Carf

mi & mg 2 proc(my) # proc(ms) Aloc(my) = loc(mz) A
(mqy € WVmy e W)

Consider the program given in Fig. [LT(a): the read (a) from x on P
competes with the write (d) to = on Pj. Similarly, the write (b) to y on B
and the read (c) from y on P; are competing.

Synchronisation We postulate a relation "> over E compatible with =,
and define our synchronisation relation as the transitive closure of 5 U %,
i.e. the happens-before of [AHI:

Definition 52 (Lock-Based Synchronisation)

wpos (uey gy

This synchronisation relation corresponds for example to the order in-
duced by locks on competing accesses. For example in Fig. [[T(a), this
corresponds to placing locks to a variable /1 on the accesses (a) and (d)
relative to x, in which case we have (d) =° (a), and locks to a different
variable /5 on the accesses (b) and (c) relative to y, i.e. (b) = (c).

Finally, an execution is covered in the DRF sense if all the competing

pairs are arbitrated by '

Definition 53 (DRF Covered)

Sdrf

coveredprr(X) £ Vay,z & y=a2™ W yvy W g

10.2.2 Synchronising competing accesses in a weak execution

Consider the example in Fig. [T(a), and suppose that we have placed locks
to £1 on the accesses (a) and (d) relative to z (i.e. (d) "5 (a)), and locks
to £ on the accesses (b) and (c) relative to y (i.e. (b) =7 (¢)). Hence we
have a cycle in *5° U 23 (a) 22 (0) "B5° (¢) 22 (d) ™5° (a). If we have the
guarantee that “5° is compatible with = (i.e. 5L P is acyclic), then this
cycle is forbidden, which forbids the execution of Fig. MIII(b).

Indeed, we show that if % is irreflexive (i.e. "5° U 23 acyclic), then 2
is covering:

. . Sdrf e .
Lemma 10 (An irreflexive =% is covering)

irreflexive(sd—rf) = co\,ering(cﬁ_f,f, Sd_,f)
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Figure 10.2: SC executions for the test of Fig. [LTa)

Proof  Let (E,X) be valid on Ay and covered. Suppose by contradiction that

there is a cycle in gﬁz, which is by definition a cycle in 5 U — T8 PRS2 The

ws fr
events m —, — or ™ and from distinct processors are competmg Since (E,X) is

covered, "5 orders the competing accesses according to > . The remaining events
. com . po .
i — belong to the same pmcessor hence are in. — by uniproc. Moreover, we know

o po rf. oo . . sync po .
PRS2 22 Hence a cycle in B U = U2 U is a cycle in "5° U LS, which
contradicts the irreflexivity of "2 . O

This means that if we synchronise the competing accesses of a weak
execution (e.g. in Fig. [TI(b)), (a) and (d) on the one hand and (b) and (c)
on the other hand) then this execution is either valid on As, or forbidden
on Aj.

10.2.3 DRF guarantee

We now refine this result: we show that it is enough to synchronise the
competing accesses of all the strong executions to ensure that there cannot
be any weak execution.

Indeed, the DRF guarantee of [AH] stipulates that if the competing

accesses (i.e. & ) of the SC executions of a given program are arbitrated

+
by (U3 (i.e. by ), then there can be no other executions. We

generalise this to any Ay < As:
Definition 54 (DRF Guarantee from A; to As)

A1 . drfg(Ag) =
(VEX, Ay . valid(E, X) = coveredprr(F, X)) =
(VEX StableA1 Ao, (E, X))

We showed in Lem. that % is covering if it is irreflexive. Hence
Thm. B ensures that, if ¥ is irreflexive and well-founded, our generalised
DRF guarantee holds:

Corollary 6 (Irreflexivity of Y ensures stability)

VAL < Ag, wi(& ) Airreflexive(™) = A; . drfg(Ay)



This means that we only have to synchronise the competing accesses of
all the strong executions of a program to ensure its stability. Consider again
the test given in Fig. [T} a). We give in Fig. the additional executions
of this test. They are valid on SC since they do not exhibit any cycle in
SC. ghb (i.e. in =" US). Cor. B shows that it is enough to arbitrate the
competing accesses of the SC executions of Fig. to prevent the non-SC
execution of Fig. [T(b) from happening. Hence in Fig. M2 we have to
order (a) and (d) on the one hand and (b) and (c¢) on the other hand. The
pairs to be arbitrated are the same as in Fig. [0TI(b). However, we only had
to examine the SC executions to ensure that there can be no other execution
but those ones.

10.3 Lock-free guarantee

We give here another example of covering relation, relative to lock-free syn-
chronisation.

10.3.1 Fragile pairs

We saw in Chap. Bl that two architectures A; < A, can be distinguished
according to their preserved program order (i.e. which pairs in LA they
maintain in this order for every processor involved), and their policy w.r.t.
store atomicity (i.e. which writes are considered to be committed to memory
as soon as they are issued). Hence, a same program can exhibit different
executions on A; and Ay for two reasons.

First, if the program involves a pair (z,y) of events that are maintained
in program order on Ay (i.e. x "2 ) but not on Ay (i.e. =(x 22" )). For
example in Fig. [LIIb), the read (a) from = on Py is in program order with
the write (b) to y on Py, i.e. (a) = (b). Hence on a strong architecture Ay
such as SC where "22°=23 we have (a) "23* (b). On a weak architecture
Ay such as Power, where the read-write pairs in program order are not
maintained, we have —((a) *23" (b)).

Second, if the program involves a read reading from a write that is
considered atomic on As but not on A;. For example in Fig. [III(b), the
read (a) from x on Py reads from the write (d) to  on P;, via an external
read-from map (since (a) and (d) belong to different processors). Hence we

have (d) e (a). On a strong architecture Ay such as SC where the writes

. . rf  rf rf .
are atomic, i.e. 25=2, we have (d) g (a). On a weak architecture A; such

as Power, which relaxes store atomicity, we have —((d) g (a))

We consider such differences between architectures as conflicts, and for-
malise this notion as follows. We consider that two events form a fragile
pair if they are maintained in the program order on As, and either they are
not maintained in the program order on Aj, or the first event reads from a



write that is atomic on Ao but not on A;. We call such reads fragile reads
and define them as follows (2% £ 22\ ™ being the set difference):

Definition 55 (Fragile Read)

fragile(r) £ Jw,w ey,

Finally, we define the conflicting pairs =% as the fragile pairs:

Definition 56 (Fragile Pairs)

mi = my £ my P mg A (= (my P ma) V fragile(ma))

For example, in Fig. [LIKb), the read (a) from = on Py is fragile on an
architecture A; relaxing store atomicity, since it reads from the write (d) to

x on P via a ™ that is not global. Suppose that Ay preserves the read-write
pairs: in this case the events (a) and (b) form a fragile pair on Py, since they
are in "2 and (a) is a fragile read. Similarly, the events (¢) and (d) on Py

form a fragile pair.

10.3.2 Synchronising fragile pairs in a weak execution

An execution is covered if the fragile pairs are arbitrated by a synchronisa-
tion relation 2%

Definition 57 (LF Covered)
coveredpp(X) £ Vay, s By=zByvy B o

This synchronisation relation corresponds intuitively to the order in-
duced by placing barriers between the events of the fragile pairs. For ex-
ample in Fig. [IIb), this corresponds to placing a barrier between (c¢) and
(d) on Py, in which case we have (¢) 2% (d), and another barrier between (a)

and (b) on Py, in which case we have (a) 25 (b). Hence we have a cycle in

2y 5 (d) = (a) 2 (b) e (¢) 2 (d). Iffwe have the guarantee that 2%

1s A-cumulative w.r.t. 2" (i.e. Vayz, (z 2" y/\y M 2) :> x aby z), and if
ghb, ghb, Sie Sig

2 is included in ®5', we create a cycle in 5" 2

Indeed, we show that if 2% is A- cumulatlve w.r.t. E2 and compatlble

rf. o
with &5 pp—>2 and &2 , then 2% is covering:

Lemma 11 (A 2 compatible with e g covering)

acyclic(25 U &%) A acyclic(25 U P22)A
acyclic(Z U ghbl) A AC(g,grfi\l) = covering (25, %)



Proof  Consider an execution (E,X) wvalid on Ay and covered. Suppose by

contradiction that there is a cycle in g@)g} which is by definition a cycle in > U

fr rf: o . ws fr o . . hb . . .
S U UES . Since B, = and P22 are included in 53", this cycle is a cycle in

hb £ . . . . . .
EDLUPPEL Y (L PP Since 2% orders all fragile pairs, and is compatible with

o o .. .St rf. o rf. Sif . Sif
PRS2 “we know that PP\ s included in 2% and (9721237 C (]2 2. Since 2%

. . rfy s . . ab . hb . . s hb
is A-cumulative, (*=5;2%) is in 2, hence in *3'. Thus there is a cycle in 25 U2,
which contradicts their compatibility. O

This means that if we place such barriers between the fragile pairs of a
weak execution (e.g. (a) and (b) on Py and (c¢) and (d) on Pj), then this
execution is either valid on As, or forbidden on A;. We prove this result
under the name Barrier guarantee in [AMSS].

10.3.3 Application to the Semantics of Barriers

This means that if there is an A-cumulative barrier after each fragile read and
a non-cumulative barrier between each remaining fragile pair of an execution
X valid on Ay, then X is valid on As. For example in the execution depicted
in Fig. [T we need an A-cumulative barrier between (a) and (b) on Py and
between (¢) and (d) on P;.

10.3.3.1 Barriers Placement

We define the semantics and placement in the code that barriers should have
to restore a stronger model from a weaker one. We define the predicate fb
(fully barriered) on Ay < As:

Definition 58 (Fully Barriered Execution)
Apfoa, (X) £ (PP U (TR P)) ¢

The fb predicate provides an insight to the strength that the barriers of
the architecture A; should have to restore the stronger As. They should:

1. restore the pairs that are preserved in the program order on A, and
not on Ay, which is a static property;

2. compensate for the fact that some writes may not be globally per-
formed at once on A; while they are on Ay, which we model by (some

subrelation of) ot being global on A; while it is on As; this is a
dynamic property.

We prove indeed that the above condition on s Lestores AS from Aq:

Theorem 9 (Barriers Placement)

VA As, (Al < Ag) = (VX,Al . Va|ld(X) ANA;. fbA2 (X) = Ag . Va|ld(X))
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Figure 10.3: The iriw Example

Proof Let X be an execution valid on Ay. Suppose Aj.fba,(X); let us show
that X is valid on Ay. By definition, by s compatible with b1 cince included in
it. Moreover, under the fully barriered hypothesis, w1 s A-cumulative. Hence, by
Lem. [, b1 s covering. Moreover, the fully barriered hypothesis ensures that X is
covered by aby Hence, by the definition of covering, if X is valid on Ay then it is
valid on As. O

The static property of barriers is expressed by the condition "*%3"' C aby.
A barrier provided by A; should ensure that the events generated by a same
processor are globally performed in program order if they are on A,. In this
case, it is enough to insert a barrier between the instructions that generate
these events.

The dynamic propertgf of barriers is expressed by the more involved
condition (grf—z>\1; PPS*y € ™%, A barrier provided by A; should ensure store
atomicity to the write events that have this property on As.

Thm. [ states that, to restore Ay from Aq, it suffices to insert an A-
cumulative barrier between each pair of instructions such that the first one
in the program order reads from a write which is to be globally performed
on A, but is not on A;.

o ab rf.
Yet, it is enough to have w % r whenever w #=3"

r holds to restore store

atomicity, i.e. a barrier ensuring that LI global. But then a processor
holding such a barrier placed after r would wait until w is globally per-
formed, then read again to ensure that r is globally performed after w. Our
requirement is less costly: when w LI 4 m, where r may not be globally
performed after w is, inserting a barrier instruction between the instructions
generating r and m only forces the processor generating » and m to delay m
until w is globally performed.

Restoring SC Thm. @ shows that inserting an A-cumulative barrier be-
tween all 23 pairs restores SC:

Corollary 7 (Barriers Restoring SC)
VA X, (A. valid(X) A ACES, ) = SC'. valid(X)

Consider e.g. the iriw test depicted in Fig. [0.3 The specified outcome
may be the result of a non-SC execution on a weak architecture in the



absence of barriers. Our A-cumulative barrier forbids this outcome, as shown
in Fig. [04k if placed between each pair of reads on Py and P;, not only
does it prevent their reordering, but also ensures that the write (e) on P»
(resp. (y) Ps) is globally performed before the second read (b) on Py (resp.
(d) on Pl)

10.3.3.2 Weak Barrier Placement

We refine the study for two architectures that share the same store relaxation
policy (e.g. Sparc TSO and PSO).

When two architectures A; and As have the same policy w.r.t. the store
atomicity and store buffer relaxations, which we model by ggl:gr—ff, there is
no need for a barrier as powerful as above to restore As from A;: a barrier
that only orders the events that surround it statically—that is, a non cumu-
lative barrier, which action we model by non-cumul(X, ferﬁed) 4 fenced
enough. Consider the wfb predicate, which states that the barriers provided
by A; maintain the pairs that are preserved in the program order on As but

not on Aj:

—1is

Definition 59 (Weakly Fully Barriered Execution)

Ay whby, (X) 2 PR 2y

The same guarantee applies if Ay hinders the store buffer relaxation by

PE;Z

its preserved program order, i.e. when hal - —which is particular to SC"

Theorem 10 (Non-Cumulative Barriers Placement)

(VX, A; . valid(X) A Ay . whba, (X) = AS . valid(X))

From TSO to SC  As ™ are global in both T'SO and SC, and SC hinders
the store buffering relaxation by its % definition, it suffices by Thm. [0 to
fence all pairs in P2%*\ PP — WR (where WR 2 (W x R) N ) to
restore SC from TSO:

Corollary 8 (Barriers Restoring SC' From TS0)

VX, (TSO . valid(X) ANC(WR)) = SC . valid(X)
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Figure 10.4: Study Of iriw With A-Cumulative Barriers

From PSO to TSO° We comment here on the two definitions of PSO
given in Sparc documentations [spad4a]. TSO and PSO agree on both
the store atomicity and the store buffering relaxations (see Sec. and
E223), which allows us to apply Thm. [k 7'SO€ is restored from PSO by
inserting non-cumulative barriers between all PPO-fs0 \ PPIPSO — WW pairs.
Indeed, TSO is obtained from PSO by adding store-store barriers after each

write V9, D.6, p. 296]:

The specification of Total Store Order (TSO) is that of Partial
Store Order (PSO) with the additional requirement that all mem-

ory transactions with store semantics are followed by an implied
MEMBAR [i.e. memory barrier] #StoreStore.

10.3.4 Lock-free guarantee

We now refine this result: we show that we only have to check the barriers’
placement on all the executions valid on Ay (instead of A; in Thm. [).

We define the lock-free guarantee to stipulate that if all the fragile pairs
of the executions valid on Ay are arbitrated by 25, then there is no other
execution:

Definition 60 (Lock-Free Guarantee)

Ay Ifg(Ag) =
(VEX, Ay . valid(E, X) = coveredir(E, X)) =
(VEX, StableAl7A27( E,X))

We have shown in Lemh.bIII] that a 2% which is A-cumulative and com-
patible with > ey , P22 and #3', is covering. Hence Thm. B ensures that if 2%



Name Code Comment
plain load lwz r1,0,r2 loads into r1 from the address in r2
plain store stw rl1,0,r2 stores from ril into the address in r2

load reserve

lwarx r1,0,r2

loads from the address in r2 into r1 and re-
serves the address in r2

store conditional | stwex. r1,0,r2 |checks if the address in r2 is reserved; if so,
stores from r1 into this address; if not, fails
branch not equal bne L branches to L if condition code register (CRO)

encodes disequality

compare cmpw r4, r6 compares values in r4 and r6 and stores result
into CRO

isync isync when placed after a bne, forms a RW, RR
non-cumulative barrier

lwsync lwsync RW, RR, WW A- and B-cumulative barrier

sync sync RW, RR, WW, WR A- and B-cumulative bar-

rier

Figure 10.5: Table of the Power assembly instructions used in this chapter

satisfies these properties and is well-founded, our lock-free guarantee holds:

Corollary 9 (Compatibility of 2% with A; ensures stability)

wf(25 25) A acyclic(25 U gi%) A acyclic(2% U P23 A
acyclic(2 U B2 ) A AC(RH2, 30y = A . Ifg(As)

This states that it is enough to place barriers in an execution (F, X) valid
on As, between each pair of P23\ and after each read reading from a write
that should be atomic on A but is not on A;. For example in Fig. [IA(b),
we have to place an A-cumulative barrier between (¢) and (d) on P; and
a non-cumulative one between (a) and (b) on Fy. In Fig. I02A(c), we have
to place two non-cumulative barriers, one between (a) and (b) on Py and
another one between (¢) and (d) on P;. This ensures that there can be no
other execution but the SC ones depicted in Fig. Once again, the pairs
to be arbitrated are the same as in Fig. [[I(b), but we only had to examine

the SC executions to find them.

10.4 Synchronisation idioms

We examine here the semantics of some synchronisations primitives. We
study the locks and read-modify-writes as described in Power’s documen-
tation [pow0Y]. We show that these constructs ensure a SC behaviour to
Power programs, as they induce covering relations. We give a table of the
instructions in Fig. [LH



loop:
(a1) 1lwarx r1,0,r5
[...]
(ag) stwex. 1r2,0,r5
(b) bne loop

Figure 10.6: A generic read-modify-write in Power assembly

10.4.1 Atomicity

Fig. gives a generic Power read-modify-write. In between the lwarx
(a1) and the stwex. (az), the code is left to the choice of the programmer,
supposing there are no other lwarx and stwcx. between (a;) and (az2). The
lwarx (ap) loads from its source address (in register r5) and reserves it.
Any subsequent store to the reserved address from another processor and
any subsequent lwarx from the same processor invalidates the reservation.
The stwcx. (az) checks if the reservation is still valid; if so, it is said to be
successful: it stores into the reserved address and the code exits the loop.
Otherwise, the stwcx. does not perform any store and the code loops. Thus
these instructions ensure atomicity to the operations they surround, as no
other processor can write to the reserved location between the lwarx and
the successful stwex..

We distinguish the read and write events issued by such instructions
from the plain ones: we write R* (resp. W*) for the subset of R (resp. W)
issued by a lwarx (resp. a successful stwcx.), and define an atomic pair as
follows:

Definition 61 (Atomic pair)

atom(r,w,0) £ 7 € R* Aw € W* Aloc(r) = loc(w) = £ A
r = maxpo({m | m € (R* UW") Am 2w} A
—(Jw’, proc(w’) # proc(r) Aloc(w') =LA r LA w)
Thus two events r and w form an atomic pair w.r.t. a location ¢ if:

e w was issued by a successful stwcx. to ¢, and

e r was issued by the last lwarx (in p—0>) from ¢ before the stwcx. that
issued w, and

e no other processor wrote to £ between r and w.

10.4.2 Locks

Atomic pairs are used e.g. in lock and unlock primitives App. B].
The idiomatic Power implementation of lock is shown in Fig. [L7(a). The



Initially r3 = ¢, r4 = 0 and r5 = 1
loop:
) 1lwarx r6,0,r3
) cmpw r4,r6 [
¢) bne loop
)
)
)

(f) 1lwsync

t . 5,0,r3
Stwex. 19,01 (9) stw r4,0,r3

bne loop
isync

[...]

(a) Lock (b) Unlock

Figure 10.7: Lock and Unlock in Power

lines (a1) to (ag) match the scheme of Fig. [[IG this sequence loops until
it acquires the lock. The acquisition is followed by a sequence bne;isync
(lines (d) and (e)), forming a barrier, which ensures that no access inside
the critical section can be speculated before the lock primitive.

Fig. MIT(b) shows the implementation of unlock. It starts with a lwsync
barrier (line (f)), ensuring that no access inside the critical section can be
delayed after the unlock. The barrier is followed by a store to the lock
variable ¢ (line (g)), which frees the lock.

Semantics We formalise these notions as follows. A read r takes a lock £
if it reads from ¢ and forms an atomic pair with a write w to £. The next
write event to ¢ (if any) in program order after a lock acquisition frees the
lock. Such a write writes to the lock variable, and is after r in the program
order:

Definition 62 (Taken and Free)

taken(¢,r) £ 3w, atom(r,w, ¢)

free((,r,w) 2 25 w A taken(£,7) A loc(w) = ¢

A lock acquisition consists of a taken operation (see Fig. [L7, lines (aq)
to (az)) followed by an import barrier Jpow09 p. 721] (lines (d) and (e)),
whose properties we study in the next paragraph. An unlock consists of an
export barrier [pow09, p. 722] (line (f)), also studied next, followed by a
write freeing the lock (line (g)):

Definition 63 (Lock and Unlock)

Lock(¢, ) = taken(Z,7) A import(r)
Unlock(£, r,w) £ free(£,r,w) A export(w)
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Figure 10.8: Opening Lock and Unlock

A critical section consists of a lock and an unlock with the same variable
£, and the events in P2 between the lock’s barrier and the unlock’s one:

Definition 64 (Critical Section)

cs(E,4,m,w) = Lock(£,7) A
E={e|rB e w}AUnlock(l,r,w)

We write loc(cs) for the location of a given critical section cs. Two
critical sections cs; and csy with the same location ¢ are serialised if css
reads from csp, as depicted in Fig. the left-hand side of the picture
is the first critical section csj, composed of a lock acquisition Lock;(¢), an
event m; and an unlock Unlock;(¢), which writes into ¢ via the write (f).
The second critical section csg is on the right-hand side: the read (a;) of
its lock acquisition Locky(¢) reads from (f). Thus, cs; and csy are serialised
if csy Lock’s read (written R(csy)) reads from cs; Unlock’s write (written
W(esy)):

Definition 65 (Serialisation of critical sections)
cs1] ¥ csg 2 loc(csy) = loc(csg) = £ A W(csy) = R(csg)

Given a location ¢, two events m; and msy are in locke 3¢ they are in two
serialised critical sections (as in Fig. [LY]), or m4 is in % Wwith an event
itself in %% with ma (m € cs ensures m is between cs import and export
barriers in 23):

Definition 66 (Per location lock relation)

lock, A
mi1 — My =
cssy
(Jesy sy, my € cs; Amg € csg Acsy — €sg) V

iockg lock,
(Fm,m; ="m =" my)

. . lock . lock,
Finally, two events m1 and mo are in — if: 3¢,m; —" mso.
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Figure 10.10: A non-SC execution of iriw

Barriers We define an import barrier to prevent any event to float above
a read issued by a lwarx: in Fig. I8 the event mo in css is in e with the
read (a;) from its Lock’s lwarx. We define an export barrier to force all the
events inside a critical section to be globally performed before the next lock
primitive takes the lock: in Fig. M8 the event my in cs; is in ehby with the
read (ay) of cse’s Lock. This means that we define an export barrier to be
B-cumulative, but only w.r.t. read-from maps whose target is a read issued
by a lwarx. Formally, we have:

Definition 67 (Import and export barriers)

import(r) 2 Vm, (r 23 m) = (r aby m)

export(w) £ Vrm, (r e R* A (m B w il r)) = (m aby T)

DRF guarantee If the import and export barriers of our critical sections
have the above semantics, there is no nested critical sections and no event
of a critical section accesses its lock variable, then we show that U P2 s
acyclic:

Lemma 12 (Compatibility of ok with 22

VEX, A, . valid(E, X) = acyclic(S U 9)



Proof  Suppose by contradiction a cycle in 19y P9 This cycle is a cycle

n ((lgk)"_,peo) since 25 is transitive. Let us show by induction that any path of

lock hby .
= )Jr 2 — from an event x to an event y is a path in (g ) . Hence, a cycle is in

(lcik)+; P8 is a cycle in (ghbl) , which contradicts the validity of (E,X) on Aj.

. . lock po .
Consider the base case with three events mi1 — mo — mg. Let us do an induc-

. lock . .

tion over m; — meo. Consider the base case where my1 and ms belong respectively
Ly . . CSs

to the critical sections cs1 and cso, such that cs; — cSs.
. . . po . . .

In this case, mg is in — after css’s import barrier, which preve%ts any event
. a
to float above the read issued by csy’s lwarx. Thus we have R(csz) = mg, hence

hb . . po . . ab
R(cs2) et ms. Moreover, my is in — before cs1’s export barrier (i.e. my =

W(cs1)) hence my ghi W(cs ) Since W (csy) - TR csg), by B- cumulathtg of cs1’s
export barrier, we have my = R(csz), hence my *=" R(cs). Thus my (g N ms.

The transitive cases follows by induction. 0
This result means, following Lem. [[0, that ok B is a Coverlng Syn—
pO

chronisation relation for the competing accesses. We show that "
forms a well founded relation:

Lemma 13 (lgk U2 is well-founded)

Wl‘(cd<—r>f lode Eﬁ)

)

Proof Let (E,X) be an execution valid on Ay and uncovered: there is a compet-

9% U 2. Hence one of them at least is

ing pair © &y which is not arbitrated by -
not protected by any critical section: suppose it is x (we omit the symmetrical case).
We know by definition that © & y = —(y = LS x). Hence, since Ay . ppo(E) C po(E),
we have (z & y) = —((y,z) € As. ppo(E)). Therefore, ((z,y) U Ay. ppo(E))" is
a partial order over evts(E) compatible with Ay . ppo(E). We know by Lem. 7?7
that from any linear extension of this order, we can build an execution witness Y
associated with E and valid on As. Moreover, (x,y) belongs to (E,Y), and since
we kept exactly the events of E, there are no events forming a critical section to
protect x in'Y either.

Hence by Cor. [l the critical sections defined above provide the DRF

guarantee as detailed in the following. We take the "5 relation of the DRFO
model defined at Sec. A to be as follows and compatible with = U oyt

B L {(z,y) | Jesy # cso,loc(csy) = loc(csy) Az € cs; Ay € cso)

This means that two events are in Sﬂc when they belong to distinct criti-
cal sections Wlth the same variable. "5 is well-founded since the competing
pairs and the "5 definitions are mdependent of any executlon

We show that two events z "5 y are ordered by

lock
Lemma 14 (% orders %)

Vxy, x y=>uv—>y\/yloCk



Proof  Consider two events mi "5 mo. We write cs; (resp. csa) for the critical

section to which my (resp. m%{) belongs. If csy reads from csy (resp. csy from csg),
lock loc . . .

we know x "=y (resp. y — x). Otherwise, there exists a write wy (resp. ws)

from which cs1 (resp. csa) reads. The writes wy and we are to the same location,

since they are in = with the reads from csy and cse, which have the same location.
Since <3 is a total order on the writes to the same location, we have wq 2 we
or wy 3 wy. Suppose wy - wa. csy reads from we, therefore W(cs1) (the write
releasing the lock of cs1) occurs in ™ after wy. Since W(cs1) and wo have the same
location, we have W (csy) P2 we Vwy 3 W(cs1). The second case is impossible since
no write to the lock variable can occur between the read and the write of a critical

section. In the first case, we have x togk Y. O

Since *¥5° is compatible with = U LAY Lf», it is also compatible with lock.

Indeed, o is induced by a ™ relation between the write of the ﬁlistkcritical
section and the read of the second. Therefore, **5° is included in ="

Lemma 15 ("% is included in lgk)

sgc C lgk

. . sync . lock sync
Plroof Consider two events = and y in "2, Since == orders "5°, we know

ock lock . sync lock . lock
z Sy ory S x. Since "5 and 5 are compatible, we have x 2= y). (|

We know by Lem. that '°F and 3 are compatible. Since "5 is
included in 22, we know that *2° and 23 are compatible. Since "¢ is well
founded, we know by Cor. B that ("5 U E)Jr provides the DRF guarantee.

Thus, given a program, we only have to place such critical sections on
the competing accesses of the strong executions of this program to ensure

that all its executions are strong.

Discussion Our import barrier allows events to be delayed so that they are
performed inside the critical section. Our export barrier allows the events
after the unlock to be speculated before the lock is released. Such relaxed se-
mantics already exist for high-level lock and unlock primitives [Boeal, [Sev(§].

Our study does not contradict the Power documentation [pow0Y}, p. 721
and 722], but suggests that we do not need all the features of the import
barrier appearing in the documentation, and supposes an undocumented
feature of the export barrier, though it has not been invalidated by our
experiments.

Indeed, the import barrier is a sequence bne;isync (i.e. a read-read,
read-write non-cumulative barrier) or a lwsync (i.e. a read-read, read-write,
write-write A- and B-cumulative barrier) [pow09, p.721]. We show that we
do not need cumulativity, nor to maintain write-write pairs. We only need
to maintain read-read and read-write pairs. Moreover, we can even restrict
these pairs to pairs where the first read corresponds to a lwarx.

The export barrier is a sync (i.e. an A- and B-cumulative barrier main-
taining all pairs) or a lwsync [pow09, p. 722]. We show that we only
need a B-cumulative barrier towards reads issued by a lwarx, therefore a



sync is unnecessarily costly. Moreover, lwsync is cumulative except from a
write to a read, whereas we require the export barrier to be B-cumulative
from any event to a read issued by a lwarx. Although a lwsync is not B-
cumulative towards plain reads, its implementations appear experimentally
to treat reads issued by a lwarx specially, and be B-cumulative towards such
reads. Since this is undocumented, this raises the question of whether this
implementation of locks actually ensures the DRF guarantee, and even if it
does, for which reasons. The lack of details in the documentation leaves the
answer unclear.

10.4.3 Lock-free synchronisation

Consider the iriw example [BA] given in Fig. 3 we also give an associated
non-SC execution in Fig. [LT0 We know by Lem. [l that we can restore SC
by placing two A-cumulative barriers between the fragile pairs (i.e. between
(a) and (b) on Py, and between (c) and (d) on P).

However, the cumulativity of a barrier may be challenging to implement
or too costly in practice. We propose a mapping of certain reads to read-
modify-write primitives (RMW) (such as the one given in Fig. [LA), and
show that this mapping restores a strong architecture from a weaker one
without using cumulativity, and by checking the strong executions only.

Consider the execution of iriw given in Fig. [LTIl This execution is
valid on SC since it does not exhibit any cycle in =" U P2 We give in
Fig. IT2(a) the same execution, where we have replaced the fragile reads
(a) and (c) by RMW primitives: we say these fragile reads are protected (a
notion defined below).

In fact, we have chosen a particular kind of RMW for this example: we
use fetch and no-op (FNO) primitives. The FNO idiom of p.719] is
a RMW such as in Fig. LA with no code between the lwarx and stwcx.,
such that the target of the lwarx is the source of the stwcx.. Hence, a FNO
implements an atomic read. Yet, our results hold for any kind of RMW.

We show indeed that when the fragile reads are protected, we do not need
cumulative barriers anymore, but just non-cumulative ones. The intuition
is that if a read is protected by a RMW, then the RMW compensates the
need for cumulativity by enforcing enough order to the write from which the
protected read reads.

Protecting the fragile reads with RMW  We consider that two events
r and w form a RMW w.r.t. a location ¢ if they form an atomic pair w.r.¢.
¢ (i.e. the code in Fig. does not loop), or there is a read ' after r in
the program order forming an atomic pair w.r.t. £ with w, such that r’ is
the last read issued by the loop before the stwcx. succeeds (i.e. the code in
Fig. loops). We do not consider the case where the loop never returns.



For example in Fig. MII2(b), we open up the FNO box protecting the
read (a) from x on Fy. We suppose here that the FNO is immediately
successful, i.e. the code in Fig. does not loop. Hence we expand the
FNO event (a) on Py to the r* (a1) (from the lwarx) in program order with
the w* (a2) (from the successful stwex.). Formally, we define a RMW as
follows:

Definition 68 (Read-modify-write)

rmw (7, w, £) = atom(r,w, £)V
(3r',r = 1 Aoc(r) = loc(r') A atom(r', w, £))

We define a read to be protected when it is issued by the lwarx of a
RMW immediately followed in program order by a non-cumulative barrier;
an execution X is protected when its fragile reads are:

Definition 69 (Protected read and execution)

protected(r) = Jw, rmw (7, w, loc(r))A
(Vm,w 2 m = w ™ m)
protected(F, X) = Vr, fragile(r) = protected(r)

Consider Fig. LT2(b): the read (a;) and the write (a2) are in the pro-

gram order and to the same location, hence we have (a;) LA (a2). This
means that the write (e) from which (a;) reads hits the memory before (a2)

does, i.e. (¢) 33 (az). Hence the sequence (e) = (a) B (b) is covered by the

sequence (€) = (ag) 2> (b). Thus, we compensate the lack of store atomicity

of (e) (i.e. the fact that (e) e (a) is not global) without using cumulativity,

but by using the write serialisation between (e) and the write (ag) from the

RMW. Formally, we show that ang sequence w erfat . PP Where 1 s
ws g ghby\

protected is in —; ﬁl, hence in (*—")
Lemma 16 (Protected reads property)

hb
PPQ2 m) Mk e

£
Vwrm, (protected(r) A w 52" r = w —;

Proof  Since r is protected, there are v and w' such that rmw(r’, w', loc(r))
where ' is v or a subsequent read in P2, In both cases, we have w > w'. Moreover,
since there is a barrier between w' and m (i.e. w' aby m), we know that w' et .
We saw in Sec. that covering the fragile pairs enforces stability. If
we protect the fragile reads, the only remaining fragile pairs are the ones

in P2\ For example in Fig. MIIX(a), we have (e¢) %5 (ag). Moreover, we

have (b) L8 (f) since (b) reads from the initial state, thus: (e) = (ag) =
(b) L% (f). Similarly on P; we have (f) 5 (¢2) 22 (d) LN (e), hence a cycle

. fi . fi . . .
in B U5 U Since ™ and — are global, we know that to invalidate this
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Figure 10.11: A SC execution of iriw
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Figure 10.12: Study of iriw after FNO transformation

cycle, we only need to order globally (e.g. by a barrier) the accesses (as2)
and (b) on Py and (c2) and (d) on P.
Indeed, if a strong execution is protected, non-cumulative barriers placed

between the remaining fragile pairs in ""3"" ensure stability:

Lemma 17 (A protected execution is stable)

VEX, Ay . valid(E, X) A protected (E, X)A

(PR3 by o stablea, a,,( E, X)
Proof  Barriers are by definition compatible with b The A-cumulativity is
handled by the protection of the fragile reads as shown in Lem. [I@. Finally, the
barriers order globally the remaining fragile pairs. Hence the barriers induce a
covering synchronisation relation by Lem. [ Since it is trivially well-founded,
Cor. @ applies. O



Discussion A mapping of the stores into RMW was proposed for x86 [BA]
(where there are no fragile reads) to provide a SC semantics to C++ atomics.
For models where reads may be fragile (e.g. Power) the existence of “more
efficient mappings (than the use of locks)” is unclear, as exposed in [AB].
Our study suggests that our mapping could be more efficient than locks,
since it removes the need for cumulative barriers, which are necessary for
locks. However, mapping reads to RMW introduces additional stores (issued
by stwcx.), which may impair the performance. The trade-off between these
two mappings is unclear.

Moreover, since there is no full non-cumulative barrier in Power, we have
to use cumulative barriers even though we do not need all their features. De-
pendencies (e.g. via register index) between read-read and read-write pairs
can be used to simulate non-cumulative barriers, hence spare the cost of
cumulativity on such pairs if the memory model ensures that such depen-
dencies are global, as does e.g. Power [AMSS]. The existence of such a
solution for write-read and write-write pairs is unclear.

All reads and writes could be mapped into RMW (using FNO for reads
and fetch-and-store p. 719] for writes, so as to preserve the seman-
tics). The documentation stipulates indeed that “a processor has at most
one reservation at any time” [pow09, p. 663]. Hence two RMW on the
same processor in program order may be preserved in this order, because
the writes issued by their stwcx., though to different locations, would be or-
dered by a dependency over the reservation. In cases of hyperthreading for
example, it could mean that several threads running on the same processor
share a global dependency wvia the reservation of this processor. This has
not been invalidated by our experiments, but the documentation does not
state whether this dependency is global, or even exists.



Chapter 11

Stability

The data race free and lock-free guarantees may require more synchronisa-
tion than necessary. Consider e.g. the iriw example given in Fig. [Tl If we
add a write (g) to a fresh variable z after (in program order) the write (e)
to x on Py, (e) and (g) may not be preserved in program order. Yet, there
is no need to maintain them, since they do not contribute to the cycle we
want to forbid.

Hence, in this section, we refine our study in the style of D. Shasha and
M. Snir [SS], in order to minimise the number of synchronisation mechanisms
used to enforce the behaviour of the stronger architecture. To do so, we
define the minimal cycles of an execution, which are the cycles we want to
prevent.

We then show that it is enough to synchronise the minimal cycles (instead
of all cycles previously) of an execution to ensure its stability. Finally, we
show that, given an event structure, all the associated executions are stable
if and only if the event structure does not contain any minimal cycle.

11.1 Minimal cycles

We consider that a relation % is a cycle (written cycle(->)) when = is non-
empty, symmetric and its transitive closure is total. We define a minimal
cycle as a cycle = such that there is no other cycle 2 distinct from % and
included in %.

11.1.1 Violations

Given an event structure E, we consider a cycle to be a wiolation of As
w.r.t. A; when it is a cycle in (% UPE) T (j.e. & C (& UPP*)T) which is

not a violation on A; (i.e. acyclic ( (%N ) U2 )). A minimal violation

is a violation cycle which is minimal. We write A;. mva,(E, %) when %
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is a minimal violation of Ay w.r.t. A; (we omit A; and Ay when they are
clear from the context). Formally, we have:

Definition 70 (Minimal violation of Ay w.r.t. A;)

Av mun (B, %) £ cyele(2) A (2 € (2 0P
acyclic <(1> N U pgl) A
S(3 (5 # D) A C D) neyele(S))

Consider the execution of the iriw test we give in Fig. [Tk there is

a cycle (a) 23 (b) fre (f) rfe () 2 (d) fre (e) 2 (a), hence a cycle in
@ 23 Therefore, this execution exhibits a violation of SC w.r.t. Power
for example. The execution of iriw given in Fig. 0TI also exhibits a
violation of SC w.r.t. Power: (a) 2 (b) @ (f) & (¢) 2 (d) & (e) B (a).
Yet, this execution is valid on SC, whereas the execution of Fig. [[lis not.
Hence the presence of a violation of Ay w.r.t. A; in a given event structure
is not sufficient to determine the validity of an associated execution on As.

To address this issue, we define the oriented violations. Given an execu-
tion (B, X), we write *“%" for the oriented version of €%, i.e. x %" y £ (z 5
y) A (proc(z) # proc(y)) or equivalently (z,y) € ws(X) U rf(X)Ufr(X) A
(proc(x) # proc(y)). We consider a cycle to be an oriented violation of As
w.r.t. Ay when it is a cycle in %" UPES*+ (j.e. 5 C ("% UPES*)T) which
is not an oriented violation on A; (i.e. acyclic <(i> ey Upg)l)). We

. ag g . P . . .
write mov(E, X, —) when — is a minimal oriented violation:

Definition 71 (Minimal oriented violation of Ay w.r.t. Ay)

Ay . movp, (E, L) 2 cycle(g) A <i> C (oc_d;f U Pﬂiz)Jr) A
acyclic <(i> N3 U pﬁ?l) A
S (32L& # 2N (B S 2 Aeyele(S))

For example, the cycle in Fig. [LTTis not an oriented violation, whereas
the cycle in Fig. [[Tlis. Thus, a minimal oriented violation is in particular a
minimal violation, but the converse is not true.

Indeed, a minimal oriented violation is defined w.r.t. an execution wit-
ness, whereas a minimal violation is independent of any execution witness.
This allows us to give in Thm. [[2 a characterisation of all the stable execu-
tions associated with an event structure by reasoning on the event structure
only. Hence, we spare the cost of enumerating all the execution witnesses
to check their stability.



11.1.2 Covering the minimal violations

We show in the following that, given a conflict relation — and a synchroni-
sation relation —, it is enough to synchronise by — the conflicting accesses
of % that belong to a minimal violation.

We call these conflicts minimal conflicts. Given an event structure F,
we write ¥ for the minimal conflicts of E, i.e. — restricted to the minimal
violations of F:

Definition 72 (Minimal conflicts)

my 2 me 2 my S ma A3, mv(E,S)Amp S mo)

We first show that if all the conflicts of the minimal violations (of Ay
w.r.t. Ay) of an execution (F, X) valid on A are covered, there cannot be
any minimal oriented violations in (E, X). A minimal oriented violation is
what makes an execution invalid on As. Hence forbidding them ensures that
(E, X) is valid on As as well. This means that synchronising the conflicting
accesses of the minimal violations of an execution ensures its stability:

Theorem 11 (Covering minimal cycles)

VES (5,5 = (W) v (S, 5) = (3,%) >
. Cmin S
covering( =", =)

Cmin

Proof Let (E,X) be an execution valid on Ay where = is arbitrated by 5.
Consider by contradiction a cycle in Ay. ghb(E, X). Hence, there exists a minimal
oriented violation % of Ay w.r.t. Ay in (E,X).
We know that > is a cycle in %" U 2T Therefore, we know that > is
equal to (i N u (i, N PES*). By hypothesis, since = is a minimal oriented

violation, all the conflicts in % are arbitrated by .

o Suppose (<>, 3) = (& W) Since = is compatible with %', all the pairs

. OCdrf . Sdrf (e o Sdrf (e o . o po

in % are in "% . Hence = = (5 N ) U (S NP2, Since 222 C 5, we
o Sarf ., POy T . Sdrf - . .,; Do

have — C (5 U =) . Since =5 is compatible with —, there cannot be any

such cycle 5.

c s ciy s . o . . oCdr o
o Suppose (5, 5) = (&, 2). Since > is a cycle in (°5 UPE)Y | we know
o . . . ws fr rf oo T . wS fr . hb
that % is included in (5 U U5 U L Since B and = are in 55,

o .. . hb o rf. o . . hb cigy T . s
2 is included in (5" U PPN UERLPERNT e in (3B U B . Since 2%
c . . . rf. 02 o . . . hb siey T
covers % and is compatible with ®= and **3*, % is included in (=" U 25) "
. Sif . . . hb
Since 2% is compatible with ® 5", there cannot be any such cycle . O

11.1.3 Critical cycles

D. Shasha and M. Snir provide in [SS] an analysis to place barriers in a
program, in order to enforce a SC behaviour. They examine the critical
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Figure 11.1: A Chord in a Cycle

cycles of an execution, and show that placing a barrier along each program
order arrow of such a cycle (each delay arrow) is enough to restore SC.
However, this work does not provide any semantics of weak memory models,
hence does not address memory models with store buffering, such as TSO
or x86, or the ones that relax store atomicity, such as Power. We generalise
this approach to the models embraced by our framework.

We adapt here the definition of critical cycles of [SS], and the character-
isation for finding these critical cycles defined in [SS]| to our framework. We
show that the minimal cycles are the critical cycles, hence this characteri-
sation allows us to find the minimal cycles.

Intuitively, a cycle is minimal if there is not shortcut in it that could lead
to a smaller cycle. Consider the cycle depicted in Fig. [Tl The relation —
forms a cycle. Yet, it is not minimal, since there is a shortcut — between z
and z.

The notion of shortcut is formalised by the notion of chord. Given a
cycle % and a relation —, we say that there is no chord in > via — when
there is no shortcut in - via —, i.e.:

Definition 73 (Absence of chord in % via )
no-chord(%, 5) 2 Vayzt,o Synz Sthe S 2= y=2
We define a critical cycle % as a cycle in (% U pgz)Jr, such that:

leO2)+ , and

. . g . Cdar
e there is no chord in — via ("= &t

nor via (<>

f ppi%\l

ag .

e — contains at least one occurrence o , and
g Cdr . .

e (— N &) is acyclic, and

. g . . ag
e for all access x in —, there exists at least another access y in —
Cdrf)

competing with z, i.e. (z,9) € (% N &

Formally, we have (writing critical(%) when % is a critical cycle):



Definition 74 (Critical Cycle)

critical(E, %) £ cycle(3) A <—>C (G5 U pg2)+) N

no-chord (%, "23*) A no-chord (%, &) A
3z # vy, (2, y) € (5 NPEEY) Aacyclic(Z N A

o a
Ymq €=, 3dmg, mo € A my Fay meo

For example, consider the execution of iriw in Fig. LI The cycle >

exhibited by this execution is a critical cycle of SC (i.e. a minimal violation

of SC). Indeed, this is a cycle in (5 U 23) which restriction to ¥ is acyclic.

. . o\t . Cdr . po .
There is no chord in ()" wvia (&))" nor via 2. Moreover, there is one
po po . o . . .
occurrence of —, e.g. (a) = (b), and each access in — is competing with
Cdr.
another one, e.g. (f) < (c).

We show formally that a cycle is critical if and only if it is minimal.

Lemma 18 (A critical cycle is a minimal violation)

VE % critical(E, %) = mv(E, %)

Proof LetE be an event structure and = be a critical cycle for E. We know
by hypothesis that % is a cycle in (‘&' U pp02)+.

Let us show that acyclic((% N &) U PR, Suppose by contradiction that there
is a cycle in (5 N &Y UPEEY . This cycle is either % or a cycle included in .

o . Cdrf .
ppﬂz)Jr nor via &%, this cycle cannot be

Since there cannot be any chords in % via (
included in %. Hence it is = but since there is at least one occurrence of ""23\! in
2, this cycle cannot be .

Finally, there is no cycle 2 distinct of % and included in %, otherwise there

. (e . o] . Cdrf
would be chords in % via (PE5*)T or via &,

Lemma 19 (A minimal violation is critical)

VE %, mv(E, %) = critical (B, %)

Proof  Let E be an event structure and > be a minimal violation for E. We

know by hypothesis that = is a cycle in (‘S U pp02)+

. Cdrf - g
There cannot be any chord in P23* nor & in %, otherwise % would not be

minimal. For the same reason, we have acycllc(ﬂ N &,f)

There is at least one occurrence of "*3\' in %, otherwise we would contradict
the hypothesis that acyclic((Z N &) U PR,

Finally, consider an event my in >, and suppose that there is no ma competing
with my in <. In particular, this means that all the arrows having m, as either
source or target are "25° arrows, otherwise we would trivially contradict our hy-
pothesis that no event of = competes with m1. Hence there exist x = y such that

pPpo2 pPpo2 Pp 2

x =" my =" y. But then we have a chord in in %, since (z,y) € (% NP3,



11.1.4 A characterisation of the minimal cycles

The critical cycles are the minimal cycles, hence it is enough to adapt the
characterisation of [SS] to our framework to find the minimal cycles of a
given event structure. Consider a pair (z,%) in a minimal cycle . The
characterisation of [SS] adapted to our framework ensures that if proc(z) =
proc(y), then:

o o PP? y (since ENe (Cd<—>f U pEZ)‘F),
. . a o PpPO2

e and there is no other access z in — such that (z,z) € (— N "=°)

and (z,y) € (= N P2) (otherwise there would be a chord in % via

(23)*)

)

e and loc(z) # loc(y) (otherwise there would be a chord in % via (“&)™).

For a pair % y such that proc(z) # proc(y), the characterisation
ensures that z and y have the same location, and either:

e at least one of them is a write (i.e. z ¥ y), and there is no other

access z such that (z,z) € (($)+ N (& or (2,9) € ((i,)+ N (&)

(otherwise there would be a chord in % wvia (€)T);

. . . . ag
e or x and y are both reads, and there exists a unique write z in —,

such that (z,z) € ((£>)+ N (E)7T) and (z,9) € (($)+ N (&)T). The

unicity of z is ensured by the absence of chord in % wia (<¥)".

Hence a minimal cycle is a cycle in (% U "2*)" | such that:

e per processor, there is only one pair (z,y) of accesses on this processor,
such that x "2* 5 and loc(x) # loc(y), and

e per memory location, there are at most three accesses relative to this
location, and these accesses are from distinct processors. For a given
location z, the only possible configurations are (Waz, Wz), (Wz, Rz),
(Rx,Wzx) or (Rx, Wz, Rz).

Consider again the cycle exhibited by the execution of iriw in Fig. [0TTl
This cycle would be captured by our characterisation. Indeed the only ac-
cesses on the same processor are (a) 2 (b) on Py and (¢) 23 (d) on Pp: these
events are relative to distinct locations, and there is no access in between
them in 23, Moreover, for each memory location involved, there are at most
three accesses relative to this location, all of them being from distinct pro-
cessors, and one of them at least is a write; e.g. for x there are the read (a)
on Py, the read (d) on P; and the write (e) on Ps.

This gives a simple characterisation for computing minimal cycles.



11.2 Stability from any architecture to SC

We show here our final result: we give a characterisation of the execu-
tions (F,X) that are stable from any architecture A to SC (i.e. we con-
sider here that mv(E, %) £ A.mvgo(E,2%) and that mov(E, X, %) £
A. mOVSC(E7 )(7 i>))

We show indeed that an execution is stable from A to SC if and only if
there is no minimal violation of SC w.r.t. A in FE.

The intuition for the direct way is the following. Let (F,X) be an
execution valid on A. Suppose by contradiction that there is a minimal
violation of SC w.r.t. A in E, e.g. the execution of the iriw test given
in Fig. [OTIl This execution exhibits a minimal violation of SC w.r.t.
Power, i.e. (a) 25 (b) & (f) & () 2 (@) & () & (a). Again, a
minimal violation does not forbid the execution, and indeed the execution
of Fig. MM is authorised on SC (since there is no cycle in =" U 23).

Yet, even if a minimal violation of SC is not necessarily an actual vio-
lation of SC (i.e. a cycle in gﬂzg% it is possible to build an execution Y (by
transforming X') associated with the same event structure, which contains

an actual violation of SC. In Fig. [LTT], if the = relations (f) = (b) and
(e) LN (d) become I ones (i.e. (b) L8 (f) and (d) L8 (e)), then we build
the execution of iriw depicted in Fig. [[J This execution is forbidden on

. . . . S fi f
SC, because it contains a minimal oriented violation: (a) 25 (b) = (f) —

(¢) 22 (d) L8 (e) LN (a). Hence we build an execution violating SC (the one

in Fig. [[1l), from an execution which does not violate SC, but exhibits a
minimal violation of SC (the one in Fig. [ILTT).

We formalise this idea in the following lemma. It states that for any
execution (E, X) valid on A such that E contains a minimal violation cycle
Z (such as the one of Fig. M), we can build another execution Y, valid on
A and associated with E as well, in which = is a minimal oriented violation

(such as the one of Fig. [1l):

Lemma 20 (Existence of an execution with oriented violation)

VEX % A.valid(E, X) Amv(E, %) =
(3Y, A.valid(E,Y) Amov(E,Y, %))

Proof  Let (E,X) be an execution valid on A. Let % be a minimal violation of
SCw.r.t. Ain E. By definition of violation, we know that acyclic((-% N “&HUPP%).

Hence we know by Lem. 8 that we can build an execution Y associated with E and
+

valid on A from any linear extension L of the order (%N &Y U3,
Let us show that % is a minimal oriented violation of SC w.r.t. A in (E,Y).
Since = is a minimal cycle in E, we know it is a minimal cycle in (E,Y). Since the

. . ppo po o .
strong architecture is SC here, we have '~ ==. Hence, we need to show that ~ is

oc o + . g
included in (5" U3 in (E,Y). Thus, for all x and y such that x = y, we need to



show that (x,y) € (L)Jr, where my — ma = ((m1,ma) € (ws(Y) U rf(Y) U fr(Y)) A (proc(my) # proc(ms)
(m Like ma).
Consider two events x > y. Since = is a violation of SC, we have (z,y) €

+
(‘& U pj) . Let us reason by induction over this statement. In the base case, let
us do a case disjunction.

o When (z,y) € & we do case disjunction over the directions of x and y.
Since they are in &, we know that they cannot be both reads.

— If z and y are both writes, we know since they are in & that they are
to the same location and from distinct processors. Moreover, we know
that © % y. Therefore by definition of extracted write serialisation (see
Lem. ), they are in WS(E), i.e. in ws(Y).

— If x is a read and y a write, we know since (E,Y) is valid on A that
there exists a write w,, such that (w,,x) € rf(Y'). Hence, by definition of

rf(Y), we know that w, > x. Moreover, we know that (z,y) € (->N%)

by hypothesis, hence x L y. Thus by transitivity we have w, L Y.
Since w, and y are both writes, and to the same location, we know
by definition that (wg,y) € ws(Y). Hence, since (wy,z) € rf(Y) and
(wg,y) € ws(Y), we have (z,y) € fr(Y).

— If x is a write and y a read, we know since (E,Y) is valid on A that
there exists a write w, such that (wy,y) € rf(Y). Suppose x = wy; in
this case, we have (x,y) € rf(Y), hence the result. Suppose x # w,. In
this case, since x and w, are both writes to the same location, we have
(x,wy) € ws(Y) V (wy,x) € ws(Y).

« When (x,w,) € ws(Y'), suppose proc(z) = proc(w,). In this case,
we know that = 23 w, (since in > and from the same processor).
Otherwise (i.e. if proc(xz) # proc(wy)), (z,wy) is in ws(Y) and
the two events are from distinct processors. The same reasoning
applies to (wy,y): we have either w, 2 y if they are on the same
processor, or (wy,y) € rf(Y) if not.

x When (wy,z) € ws(Y'), since (wy,y) € rf(Y), we know that wy is
the maximal previous write to loc(y) before y in 1 Since (x,y) €
(% NS by hypothesis, we have x e y. Since (wy,x) € ws(Y),

le . . le
we have wy — x. Hence x occurs in between wy, and y in —, a
contradiction.

o When x 23y, we trivially have (z,y) € (% N "%

The transitive case follows by immediate induction.
Finally, we show that an execution (E, X) is stable from A to SC if and
only if there is no minimal violation of SC w.r.t. A in E:

Theorem 12 (Characterisation of stability from A to SC)

VE, (VX,stablea sc(F, X)) < -(3 %, mv(E, %))



Proof Let E be an event structure.

= Let X be an associated execution witness; (E,X) is stable by hypothesis.
Suppose by contradiction the existence of a minimal violation = of SC w.r.t.
A. In this case, by Lem. 2l we know that there exists another execution
witness Y, such that (E,Y) is valid on A, in which 2 is a minimal oriented
violation of SC w.r.t. A. Since all the executions associated with I are stable,
(E,Y) is stable. Since (E,Y) is valid on A and stable, we know by definition
of stable that (E,Y) is valid on SC. But since (E,Y) contains a minimal
oriented violation of SC w.r.t. A, (E,Y) cannot be valid on SC.

< Suppose (5, 5) = (&2 or (5, 3) = (8,2, Let (B, X) be an associ-
ated execution valid on A. We know that there is always such a X since any
execution valid on SC is valid on a weaker architecture by Thm. d: take for
instance any linear extension of 2. Suppose there is no minimal violation
of SC w.r.t. A in E. Thus, ™" is empty, hence we know that =" is triv-
ially covered by = in (E, X). Moreover, 2 is covering for = by Thm. [
Therefore, we know by definition of covering that (E, X) is valid on SC. O

This criterion means that to ensure the stability of the executions asso-
ciated with an event structure E, we only need to check that E contains no
minimal violation cycle. Since we gave a simple characterisation to compute
the minimal cycles of a given event structure, we believe this criterion to be
practicable.






Chapter 12

Related Work

DRF guarantee The DRF guarantee was initially proposed by S. Adve
and M. Hill [AH] [Adv0O3], as a simple model for programmers. It has been
extensively studied since then, in high- and low-level models [BAL [BPal, [FE'S,
BPL]. V. Saraswat et al. [SIMyP] call it the ”fundamental property” of such
models: they consider that a weak memory model should provide at least
this guarantee, otherwise it is unpracticable. This is a common requirement
amongst programmers dealing with weak memory models: correctly syn-
chronised programs should provide a strong semantics [MPA]. Providing
such a requirement without impairing the performance is a major difficulty

[AB].

Barriers placement Synchronisation using locks is costly indeed, and
often not scalable [F'H]. To spare this cost, lock-free and wait-free synchro-
nisation techniques were developed [Hed], but they do not provide guarantees
as strong as the DRF guarantee. Hence programs using lock-free techniques
are often hard to understand and to debug in the context of weak memory
models, in particular w.r.t. the placement of the barriers used in the RMW
primitives.

The work of D. Shasha and M. Snir [SS] provide an analysis to place
barriers in a program, in order to enforce a SC behaviour. We have already
discussed this approach in Sec. LT3, which we generalise to the models
embraced by our framework, and to the synchronisations we studied.

Recently, tools have been developed to check the placement of barriers in
a given piece of code. The Checkfence tool [BAM] for example exhaustively
checks the executions of a given program on a weak memory model, and
verifies that all these executions are observationally equivalent to sequential
ones. If so, there is no need for barriers. However, this tool does not apply to
models with features a la Power, such as the lack of store atomicity and the
cumulativity of barriers. Moreover, even if we give an over-approximation
of the executions, we show that there is no need to check all the executions,
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but only the strong ones. We believe that our approach could be refined to
a precise simulation of the executions, hence help improving such a tool.

Stability Several recent works have addressed the question of whether
two models can be distinguished or not. For example, S. Burckhardt and
M. Musuvathi examine in [BMa] whether a program running on a TSO
machine can be simulated by enumerating only its SC executions. They
distinguish a certain class of programs, the T'SO-safe ones, which have this
property. We believe that these programs are an instance of our stable
ones, i.e. the stable programs from TSO to SC. They develop the notion
of borderline execution and show that a program is TSO-safe if and only
if it has no borderline execution. We believe that the notion of borderline
execution is closely related to our minimal cycles. Yet, our characterisation
of the stable programs in the general case is, to the best of our knowledge,
a novel contribution.

Finally, S. Mador-Haim et al. [MHAM] have developed a tool that ex-
amines whether two memory models can be distinguished. The tool system-
atically computes tests from cycles, and run them against the models. We
believe that our work could benefit to the design of such a tool, by making
the computation of tests more efficient. Indeed we prove that an architec-
ture is exactly distinguished from SC by the minimal violations, hence to
distinguish a model from SC, we know that the tests to be run are exactly
those corresponding to the minimal violations. The same optimisation ap-
plies to our diy testing tool [AMSS], which exhibits the weakenings of SC
exhibited by a given machine by running tests which proceed from cycles.

Perspectives Writing programs that run on weak memory models is hard,
since such programs endure non-trivial relaxations, which may be inhibited
by synchronisation. We provide a formal study of stability in such models,
leading to a characterisation of the stable programs.

We believe that this work could have direct applications for program ver-
ification. Indeed, S. Burckhardt and M. Musuvathi have exposed in [BMal
the idea that a given verification problem for concurrent programs in the
context of weak memory models could be solved in two steps. First, by solv-
ing the problem for SC wia standard verification methodologies. Second, by
proving that all the traces of the program are SC. In our terms, the second
step amounts to proving the program to be stable.

Moreover, the efficient enumeration of executions is a well-known issue of
weak memory models [HVMT], [BMa]. The existing tools address models with
store buffering only (such as Sparc TSO). We believe that our work could
help extending these methodologies to models that relax store atomicity. In
addition, since a program that is not stable is arguably erroneous, we would
only have to examine the stable programs, i.e. only the strong executions.



Hence, we believe that our work could help improving the scalability of these
tools, by sparing them the cost of checking the additional non-determinism
induced by weak memory models, as exposed in [BMal.

Finally, we believe that this work could be of interest to several other
communities, in particular hardware architects, compiler writers and lan-
guage designers.

From a hardware design point of view, we have highlighted some precise
points in the semantics of Power’s synchronisation primitives that could be
relaxed. This could lead to optimisations, for example if the vendors give the
programmers access to weaker barriers than the existing ones. Moreover, we
have highlighted some lack of details in this documentation which worsen the
difficulty of writing both correct and efficient programs, and which should
be clarified to help programmers write concurrent programs.

From a compilation point of view, we believe that our work can help prov-
ing that program transformations, e.g. performed by compilers, are sound
in the context of weak memory models. If a transformation of a given pro-
gram is proved to be stable, then the transformation does not introduce
additional, potentially erroneous behaviours. The correctness of program
transformations has already been studied in the context of high-level mem-
ory models [Boeal, Sev(f], and recently for low-level ones, with a limited
store atomicity relaxation [BMS]. These previous works examine the cor-
rectness of a transformation in a given model. Our work could lead to proofs
of transformations from one model to another, via backward compatibility
proofs, such as our stability ones.

From a language design point of view, we believe that our study could be
a foundation for the design of high-level memory models. Following S. Adve
and H.-J. Boehm in [AB], we believe indeed that software and hardware
memory models should be co-designed. This means that the development of
a hardware memory model should not be oblivious to the software it might
interfere with, and conversely. Hence parallel languages should enforce a
strong programming discipline, e.g. the DRF guarantee. We believe that
our stability is a good candidate as a basis for such a discipline.






Part V

Conclusion and Perspectives
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Chapter 13

Conclusion

We’re Sgt. Pepper’s Lonely
Hearts Club Band,

We hope you have enjoyed the
show,

Sgt. Pepper’s Lonely Hearts
Club Band,

We’re sorry but it’s time to go.

The Beatles—Sgt. Pepper’s
Lonely Hearts Club Band

(Reprise) [LIGTH)

13.1 Divining Chicken Entrails

13.1.1 Reading the Documentations

As T mentioned several times, reading the documentations may be an in-
credible effort. See for example one of the reviews we had:

I remember spending quite a bit of time myself trying to formal-
ize the PPC model, and in particular pondering the meaning of
the informal prose in the PPC manuals, a process I recall being
likened to 7divining chicken entrails” by Doug Lea.

And indeed, some documentations, especially the Power one, are vague
and ambiguous. I strongly advocate the idea that the documentations should
be written in a clear language, even if it is not mathematics. For example,
the Power documentation contains confusing subjunctive and conditional

forms p. 654, last bullet]:

A load [...] by a processor or mechanism (P1) is performed with
respect to any processor or mechanism (P2) when the value to be
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returned by the load or instruction fetch can no longer be changed
by a store by P2. A store by P1 is performed with respect to P2
when a load by P2 from the location accessed by the store will
return the value store (or a value stored subsequently). [...]

In this excerpt, the existence of a "store by P2” (for the performance of a
load definition) or a ”load by P2” (for the performance of a store definition)
is hypothetical. Hence, according to this definition, the performance of an
access depends on the existence of another hypothetical access.

One can also find puzzling forms to a non-native speaker [pow09, p. 661,
1st col, 1st §):

The same [as in Sec. [0.1.4.1)] applies if whether the Store in-
struction is executed depends on a conditional Branch instruc-
tion that in turn depends on the value returned by a preceding
Load instruction.

The ”if whether” expression seems to me rather ambiguous. I believe
that a documentation should be accessible to non-native speakers, because
they could be, as myself, unable to understand correctly subtle linguistics
issues. A solution to such problems is to design formal models.

13.1.2 Abstract Models

I believe that there are two main reasons for the documentation being vague.
The first one lies in the fact that the vendors do not want to reveal too much
of the implementation’s secrets; on the one hand because these are industrial
secrets, and on the other hand because the vendors want to give themselves
some liberty in the implementation. The second one lies in the fact that
some vendors do not have enough time to design formal models.

Hence the memory model of a given architecture has to be loose. How-
ever, I disbelieve that this means it has to be vague. For example, Sun and
Alpha provide formal and precise models, and because they provide abstract
models, they precisely do not reveal much of the implementation.

13.1.3 Simple Formal Models

I believe that the specifications should be formal indeed, but intelligible to
any programmer. Hence, I believe that relaxed memory models should be
simple (if not intuitive). As pointed out by H.-J. Boehm [Boe(7]:

If we want more programmers to be able to write reasonably cor-
rect multithreaded code, we need a consistent story that’s easy
to teach. Based on what ['ve seen so far, many programmers
are hopelessly confused when it comes to threads, in large part
because they’ve been taught rules that either don’t make sense or



are too complicated. I'm mot yet convinced that’s fixable with the
non-SC approach.

I do not know whether we should restrict the memory models to SC. It
seems to me that TSO and PSO models are understandable, an observation
already made by M. Hill in [HiI98]. However, I believe that memory models
should not be much weaker than these models, mainly because the weak-
nesses exhibited by more relaxed models are highly counter intuitive, which
leads to bugs due to a misunderstanding of the model.

13.1.4 The Preserved Program Order Quest

For example the notion of dependency, as in RMO or Power, seems to me
quite subtle and debatable. Moreover, as pointed out by S. Burckhardt and
M. Musuvathi [BMDb], decidability and verification issues are increased by
a preserved program order which is too weak. For example, in the case of
RMO or Power, the fact that a load-store pair may not preserved in the
program order leads to such problems. In recent work by M. F. Atig et
al. [ABBMI, the state reachability problem is shown to be undecidable for
memory models that relax the read-read and read-write pairs.

In addition, I believe that programmers, when facing a very weak pre-
served program order, may be tempted to exploit its weakness to increase
performance. But then again, this might lead to subtle concurrency bugs
due to a misunderstanding of the specification.

13.1.5 Strong Programming Disciplines

A solution, suggested by S. Adve and H.-J. Boehm [AB], could be to impose
a very strong programming discipline, such as in the C+4 model, where
racy programs do not have any semantics. Hence the programmers are
forced to respect this discipline if they want to guarantee the behaviour of
their programs.

I like that idea, because I believe that programmers should not be
smarter than they want to be. But I believe that they should have some
liberty in the design of their code if they want to. I believe that the following
suggestion by M. Hill [Hil9§] is a promising approach:

[...] one can provide a first-class SC implementation and add
optional relaxed support.

In the C++ model for example, programmers have access to low-level
atomics that have a weaker semantics, yet provide some guarantee. Hence
the programmers can perfectly well use these constructions to increase the
performance of their code, provided that they are careful.



13.2 A Reading Frame For Weak Memory Models

13.2.1 A Common Prism

If memory models are simple, and accept more or less the same broad rules,
the design of a common reading frame should be enough to formalise them.
Thus, the programmers would only have to understand a few rules to make
sense out of a given model, and adapt their code to a few parameters’ vari-
ations, in the spirit of our generic framework.

I believe that this is a promising approach. Compiler programmers for
example often have to understand several very different memory models:
the high-level source one(s), and the several target ones. If such models can
be broadly understood in the same terms, it could ease the writing of the
non-trivial pieces of code that compilers are.

13.2.2 Tests as Specifications

Moreover, 1 believe that memory models should be definable in terms of a
few litmus tests which would highlight their specificities. This is feasible
if there is a common framework that covers many possible models, and if
the variations between these models can be separated by testing. The main
advantage that I see in that approach is that, once the main rules of the
common framework are understood, it only takes a quick glance at a small
set of tests to understand what the novelties of a new memory model are.

I do not know what exact characteristics a memory model should have in
order to be definable in terms of a few tests. However, I am certain that it
requires memory models to tend towards much more simplicity than several
existing ones.



Chapter 14

Perspectives

Sgt. Pepper’s Lonely Hearts
Club Band,

We’d like to thank you once
again,

Sgt. Pepper’s one and only
lonely hearts club band,

It’s getting very near the end...

The Beatles—Sgt. Pepper’s
Lonely Hearts Club Band

(Reprise) [LIGT]

14.1 Automatisation

I would like to see if the stability results presented in Chap. [l could lead
to the design and writing of automatic tools. These could be inspired of
S. Burckhardt’s et al. [BAM], [BMal, which are able to automatically insert
fences in a piece of code [BAM], and to enumerate efficiently the executions
of a given program on a weak memory model [BMal. I believe that the
ideas T presented in Chap. [ are closely related to the ones used by S.
Burckhardt’s et al. , and that my results could help extending these tools
to very weak models such as Power.

14.2 Formalisation of Diy

I would like to formalise the behaviour of our diy tool (see Chap. [). In
particular, I would like to see to what extent diy is complete w.r.t. our
generic framework (see Chap. Bl). I believe that our study of critical cycles
(see Sec. [Tl could be a promising lead towards this goal.
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Moreover, 1 believe that it could be interesting to formalise our diy
approach using ideas from black box checking [PNYY99] or adaptive model
checking [GPY06]. In these approaches, the structure of the system that is
checked or tested is unknown, or not up to date. Therefore, one needs to
iterate the testing or checking in order to learn more about the system, and
feed the checker or the tester back with that information. I believe that such
ideas are quite close from what we did with our Phat Experiment: we had
an incomplete and incorrect model in mind, and without knowing the exact
specificities of the Power architecture, we had to test our machines as black
boxes, and modify our preliminary model in consequence. However, both
the black box and adaptive model checking suppose deterministic systems,
which is not our case.

Finally, I would like to explore the formalisation of diy by reusing ideas
from D. Longuet et al. [LAGO9]: they are able to generate tests from ax-
iomatic specifications. Since we generate tests from violations of SC, which
can be expressed as the negation of a simple property, I believe that this
approach could be promising.

14.3 Other Models And Paradigms

I also would like to extend my framework to the study of high-level memory
models, such as C++. I believe that it is more complicated to deal with
software memory models than hardware ones. However, several ideas and
principles seem to be roughly the same: therefore I believe that we could
provide some insights on software models as well.

Moreover, this approach could provide a common reasoning framework
for high- and low-level memory models, which I believe is lacking. Indeed,
a memory model is meant to be a contract between a low-level layer and a
higher one. Hence, it should be easy to relate high- and low-level models, but
it is not, whereas the design of high-level models, e.g. C++ [BA], depends
on a good comprehension of the underlying low-level models.

Finally, I also would like to see to what extent other paradigms, such as
transactional memory or message passing, could also be described in terms
that are common to weak memory models. Hence we could examine the
relations (e.g. trade-offs or equivalences) between weak memory models as
we studied and such paradigms.

14.4 Testing Semantics For Weak Memory Models

I believe that an interesting perspective could be the study of program trans-
formations in the context of weak memory models, for example transforma-
tions induced by compilers.



The correction of program transformations has already been studied in
the context of high-level memory models [Sev(8], and recently for low-level
ones, with a limited store atomicity relaxation [BMS]. These previous works
examine the correctness of a transformation in a given model. We believe
that our work could lead to proofs of transformations from one model to
another, via backward compatibility proofs, such as our stability ones.

Testing semantics could be an appropriate formalism to study such trans-
formations. In such a context, we could define the behaviour of a program
as the set of its answers to a given observation, i.e. a set of tests.

It could lead to results on equivalence of programs, defining two programs
to be equivalent when their behaviours—w.r.t. a given observation—are the
same. We would define a transformation to be safe w.r.t. a given obser-
vation, e.g. an architecture, when it does not increase the behaviour of a
program w.r.t. that observation. We could study such equivalences in a
given model, for example trying to decide whether two PowerPC programs
are equivalent, or if one implements the other safely.

But we could also study such equivalences from one memory model to
another: does a certain PowerPC read-modify-write implements x86’s INC
instruction and conversely? Taking such a reasoning a step forward, we
could also try for example to determine when it is safe to compile a given
program towards a lock-free implementation.

14.5 Logics For Weak Memory Models

Another interesting perspective could be the design of a Hoare logic to study
weak memory models. Logics to reason about concurrent programs already
exist, e.g. Concurrent Separation Logic (CSL) [O’H]. However, they only
address a restricted class of programs, e.g. the data-race free ones for CSL.
We would like to study the design of a logic inspired of CSL but addressing
racy programs as well. The main concern that I see yet is the meaning
of the x operator in the context of racy programs. One interesting lead
could be trying to restore the separation induced by = by using enough
synchronisation.

The development of a target for certified compilers, such as X. Leroy’s
Compcert [Ler, or A. Appel and A. Hobor’s Concurrent C Minor compiler
[HAZN] could be a neat application of such a logic. Indeed these two com-
pilers assume SC as the execution model of their target languages. We know
that it is a safe assumption for data-race free programs, thanks to the DRF
guarantee [FES]. However, that does not allow us to reason about racy
programs.



14.6 Partial Orders As a Model of Concurrency

Our framework could be the target of a soundness proof for this logic, in-
spired of S. Brookes’ for CSL [Bra]. We believe our results on stability (see
Chap. [[) could help design such a proof. S. Brookes defines in his CSL
soundness proof a way to interleave the traces of two distinct parts of a
program to build its executions. I believe that it will be very interesting to
find a way to compose two of my orders to build an execution of a program
from its distinct components. Moreover, this raises the question of fairness
in weak memory models, i.e. if the way we compose those orders guarantees
some fairness, or progress, in the execution of a program.
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Appendix A

Uniprocessor Equivalences

We detail here the proofs of equivalence of the three formulations of the
uniproc check we gave in Sec. B-AT]

We show easily that the transitive closure of “>', written (an )Jr is equal
com ws rf fr rf

to (= U (=;=) U (=)
We write o 2% y for Jw,w ® e Aw S y, i.e. when x and y are both

reads, reading from the same write.
Let us consider these three formulations of uniproc:

(Unil) acyclic(=' U p(ioc)
(Uni2) Vay,a ¥y = ~(y ()" o)
(Uniz)  PEC () TU )

A.1 Some Handy Lemmas

We first show a few handy lemmas. We omit their proofs since they are
easy:

Lemma 21 ()7 is transitive
Lemma 22 (7" is irreflexive

Lemma 23 ()7 is acyclic

Lemma 24 Vzy,z ER/\yER/\x(an)”Ly:x(i;r—i)y

Lemma 25 ((an)+;}<lit) C (YT
Proof  Suppose x (cgn)+ 2 y and do a disjunction on the direction of x.
e x € R: by Lem.[Z]] we know $(£7 rHf)r Let us write w, for the rf write of r,

we have by hat: w, = y. Thus x i Wy = y, hence x (cgn)+ Y.
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o v € W: let us write w, for the rf write of y. If x = w,, then x it y by hat.
Otherwise, either x 5 w,, thus x(*5; Lf»)y, or wy 3 x, thus r LA x, which
leads to a cycle in (an)Jr, a contradiction of Lem. [23. O

Lemma 26 Ju,z (“3 U)o = 3y, ()57 Ty

om

. c com com o-loc . . .
Proof  Since ' C (BN, and (B3N and P are transitive and irreflezive,

Lem. [ applies.

A.2 (Uni2) and (Uni3) Are Equivalent

Lemma 27 (Uni3) = (Uni2)
Proof  Suppose (Uni3), that is: Vay,x pooe ) = z((ZHt U }gt)y We have

to prove: —(y ()" z). Let us suppose as a contradiction y (") z. Let us do a
.. . comy+ ,  hat
case disjunction over x((— )" U <)y:

o if z () y, we create a cycle in ()Y, thus a contradiction of Lem. 3.

o ifx haf y: there is w s.t. w 2 and w 5 y by hat. As x and y are both
reads and y (Cgm)Jr x, we know by Lem. that: y(g, Lf»):c As the rf write

of x is unique, we actually have: y w2 thus Y B ow and w = Yy, which
leads to a cycle in (57", a contradiction of Lem. [Z3. O

Lemma 28 (Uni2) = (Uni3)
Proof Supposeh(UniQ), that is: Vxy,x po-loc y = =y (=T ). We have to
prove: (ST Uy, Let us do a case disjunction over the directions of x and
Y-
o (z,y) € RxR: let us write wy and w, the vf writes for x and y. If w, = wy,
hat . WS wSs ws
we have x < y. If not, either wy, — wy, or wy — wg. If wy, — wy, then
x5 wy, thus: z(g, Lf>)y If w, ™ wy, theny fr wy,, thus y(g, Lf>):E which
contradicts (Uni2).

o (z,y) € W xR: let us write wy, the rf write for y. If v = wy, then it y. If
not, then either z -5 Wy OT Wy B Ifz2 5 wy, then (5, Lf>)y If wy, ® oz,
then y LA x, which contradicts (Uni2).

o (x,y) € R x W: symmetric of W x R case.

po-loc

o (r,y) € WxW: we knowx #y asx — y. Thus either x 8y, which leads
to the result, or y 3 & which contradicts (Uni2). O

A.3 (Unil) and (Uni2) Are Equivalent

Lemma 29 (Unil) = (Uni2)
po-loc

Proof  Suppose (Unil), ’i-e. acyclic("' U pﬂoc). We want: Vry,z — y =
(y (BT x). Suppose x Py and y ("B 2. By induction on y ()T z, we

build a cycle in =" U pcioc, contradicting (Unil). 0



Lemma 30 (Uni2)= ((=)" U pﬂoc) c(BhHT

Proof  Let us suppose z((">)"; pﬂoc)y, pe.x (BT 2 PooC ) We have (Uni2)

as an hypothesis; moreover we know that (Uni2) implies (Uni3), thus z((“=) " U

)y. Therefore: a((“F)*; ()" U ¥))y, ie. a(((X) 55 () U ()5,
By Lem. E0, we have ((“3)': (BN € (BN, By Lem. @3, we have ((“5)7; }&t)
included in (“ZNT. Thus = () y.

hat
—

Lemma 31 (Uni2) = (Unil)
po-loc com

Proof  Suppose (Uni2), i.e.: Iny,x 0y = =y (BT x). We have to prove
that there is no cycle in = U, Suppose there is one, ie Ja, a (cgn U pO;f)C)Jr
Thus by Lem. we have: ﬂe,e((an)'ir;p(iocfr e. By Lem. B, we know that

e ((cﬂn)*)Jr e, i.e e (an)Jr e, a contradiction of Lem. [Z3. O
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We give here some insights on the Coq development.

B.1 Overview of the Development

We give in Fig. [B] a graphic representation of the development, and in
Fig. the numbers of specification and proof lines per module. The
whole development counts about 24000 lines of code. It is available at
http://moscova.inria.fr/~alglave/wmn.

The module util contains the definitions relative to relations and or-
ders, and the associated lemmas, in particular the key lemma presented in
Chap. 21

The module wmm contains the definitions relative to the objects of our
model, as described in Sec. Bl It contains the definition of an architecture
as a Module Type and of a weak memory model as a Module.

The module basic contains basic lemmas over the objects of our frame-
work. The module uniproc contains the proofs of equivalence of the three
formulations of the uniproc check, as described in App. [Al

The hierarchy module contains the definitions of the weaker predicate
(see Sec. B), and the theorems relative to validity presented in Sec. [l and
Sec. @ The module valid contains the proof presented in Sec. B, that any
order compatible with %" and satisfying uniproc builds a valid execution.
The modules sc, tso, pso, rmo and alpha contain the definitions and proofs
of equivalence relative to the eponymous models.

The stable module contains the definitions of covering and well-founded
synchronisation relation, and the associated lemmas presented in Chap. [l
The modules drf and racy contain an instantiation of stable recovering
respectively the DRF guarantee of Sec. and the lock-free guarantee of
Sec. The shasha module contains our study of critical cycles, presented
in Chap.[[Il The modules locks and rmw contain the lock-based (Sec. [LZ2)
and lock-free synchronisation (see Sec. A3 studies.

B.2 Basic Objects

We describe here how we represent the basic objects presented in Sec. Bl

B.2.1 Basic Types

We use set as a shortcut for Ensemble, i.e. fun U : Type -> U -> Prop.
We define the type R1ln of our relations as:

Definition Rln (A:Type) := A -> A -> Prop.

See the module util for more details.


http://moscova.inria.fr/~alglave/wmm

util

wmm
Y
basic = uniproc
Y / SC
hierarchy - Sharc
[ alpha
Y
valid
v / drf locks
stable | racy rmw
| . shasha

Figure B.1: Overview Of The Development




Module ‘ Specification ‘ Proof ‘ Comments

util 466 1085 95
wmm 250 24 115
basic 856 2319 55

hierarchy 336 1182 22
uniproc 163 762 21
sc 330 672 34

tso 643 1892 57

pso 368 878 30

rmo 685 2022 48
alpha 573 1958 45
valid 260 599 30
stable 157 292 19

drf 166 174 3
racy 179 316 9

shasha 617 1111 14
locks 412 817 65

rmw 176 331 10

total 6637 | 16434 | 672

Figure B.2: Numbers Of Lines Per Module

B.2.2 Events and Program Order

We consider a Word to be a nat; an Address and a Value are both of type
Word. We describe a processor by a type Proc which is nat. Similarly, the
program order index (i.e. an index indicating when the event was issued in
the program order) is described by a type Poi which is nat. An instruction
identifier of type Iiid gives the processor and the program order index of
an event.

An event is described as a Record, given in Fig. B3 It is composed of
an Eiid (which is a unique identifier of type nat), an Iiid (which gives the
processor and the program order index of the event), and an Action.

The type Dirn of directions is an inductive with two cases, one for read,
the other for write. An Action is an inductive with one case, composed of
a Dirn, a Location and a Value, as depicted in Fig.

We describe the program order as a relation over a set of events, given in
Fig. B4l Two events are in program order if the processors given by their
Iiid are equal, and if the Poi of the first is less than or equal to the Poi of
the second. See the module wmm for more details.



(*Proc, Poi, Location, Value, Eiid are equal to natx)
Record Iiid : Set := mkiiid {
proc : Proc;

poi: Poil.

Inductive Dirn : Set :=
| R : Dirn
| W : Dirn.

Inductive Action : Set :=

| Access : Dirn -> Location -> Value -> Action.
Record Event : Set := mkev {

eiid : Eiid;

iiid : Iiid;

action : Action}.

Figure B.3: Code For Event Type

Definition po (es: set Event) : set (Event*Event) :=
fun ¢ => match c with (el,e2) =>
(*both events have same processor*)
(e1l.(iiid).(proc) = e2.(iiid). (proc)) /\
(*the program order index of el is less than e2’s*)
(le el.(iiid).(poi) e2.(iiid).(poi)) /\
(*both el and e2 are in the set of eventsx)
(In _ es el) /\ (In _ es e2)
end.

Figure B.4: Program Order Code



B.2.3 Execution Witnesses

We define an event structure as a Record composed of two fields, the first
one being the set of events, the second the intra-instruction causality, if any,
written iico:

Record Event_struct : Type := mkes {
events : set Event;
iico : Rln Event}.

We define the union of po and iico, written po_iico.

We define the read-from map, the write serialisation and the from-read
map as R1ln over Event. We define the associated well-formedness predicates
following the definition given in Sec. B2Z1] and B2

An execution witness is described as a Record with two fields, one for
the read-from map, one for the write serialisation:

(*Write_serialisation and Rfmap are Rln Eventx)

Record Execution_witness : Type := mkew {
ws : Write_serialisation;
rf : Rfmap}.

See the module wmm for more details.

B.3 Architectures and Weak Memory Models

An architecture is a module following the module type given in Fig.
Given an event structure and an associated execution witness, a module of
type Archi produces:

e a preserved program order ppo as described in Sec. B3.2
e the global read-from map grf as described in Sec. B3],

e the ordering induced by barriers ab as described in Sec. and
Chap. B, and

e the stars events for synchronisation, as described in Chap.

A weak memory model is a module which takes two arguments. The

first one is an architecture of type Archi. The second one is the 4 relation,
defined as a module type following Sec. this module constructs a
relation over events, included in the program order, transitive, and with a
read as its source. The code of that module is given at Fig.

A weak memory model will produce, given an architecture and a depen-
dency relation:

e a global happens-before relation, following the definition in Sec. B:34],



Module Type Archi.

Parameter ppo : Event_struct -> Rln Event.

Hypothesis ppo_valid : forall (E:Event_struct),
rel_incl (ppo E) (po_iico E).

Parameter grf : Execution_witness -> Rln Event.
Hypothesis grf_valid : forall (X:Execution_witness),
rel_incl (grf X) (rf X).

Parameter ab : Event_struct -> Execution_witness -> Rln Event.
Hypothesis ab_evts :
forall (E:Event_struct) (X:Execution_witness),
forall x y, well_formed_event_structure E ->
ab EX xy ->In _ (events E) x /\ In _ (events E) y.

Parameter stars : Event_struct -> set Event.
End Archi.

Figure B.5: Module Type For Architectures

Module Type Dp.

Parameter dp : Event_struct -> Rln Event.

Hypothesis dp_valid : forall (E:Event_struct),
rel_incl (dp E) (po_iico E) /\ trams (dp E) /\
forall x y, dp E x y -> reads E x.

End Dp.

Figure B.6: Code For The Dp Module



Module Wmm (A : Archi) (dp : Dp).
Import A.
Import dp.

Definition ghb (E:Event_struct) (X:Execution_witness)
Rln Event :=
rel_union (grf X) (rel_union (ab E X)
(rel_union (rel_union (ws X) (fr E X)) (ppo E))).

Definition valid_execution
(E:Event_struct) (X:Execution_witness) : Prop :=
write_serialisation_well_formed (events E) (ws X) /\
rfmaps_well_formed (events E) (rf X) /\
acyclic (rel_union (com E X) (po-loc-1lh E)) /\ (*uniprocx*)
acyclic (rel_union (rf X) (dp E)) /\ (*thinx*)
acyclic (ghb E X).

End Wmm.

Figure B.7: Code For Wmm Module

e a validity check for any execution, following the definition in Sec. B4l

For the uniproc check (see Sec. BAl), we define the load-load hasard
PoloC  olation as follows, where loc extracts the location of an event and

reads E is the subset of E which are reads, i.e. having R as direction:

Definition pio_1lh (E:Event_struct) : Rln Event :=
fun el => fun e2 =>
loc el = loc e2 /\ po_iico E el e2 /\
“(reads E el /\ reads E e2).

We give in Fig. B the code for the module Wmm. See the module wmm
for more details.

B.4 Proofs

There is not much to say about the proofs themselves. The code is not
very smart, and our proof techniques are standard from a paper proof point
of view. I most of the time use proofs by contradiction, as one can see
along this manuscript. One can read the proof of Lem. [ to see the kind
of reasoning that I use. I find it convenient to deal with the most common
proof pattern that I met, i.e. ”if there is a cycle in this relation, then there
is a cycle in that other one, which is known to be acyclic by definition, hence



a contradiction”. One thing that can be noted is that I make a heavy use
of excluded middle, added as an axiom to my development.

However, I believe that this is precisely because I did my proofs in Coq
that I have been able to reduce the number of axioms involved in my frame-
work (see Chap.[B). Similarly, the observations that an A-cumulative barrier
is enough to restore SC (see Sec. [IZ3J), or that we do not need all the fea-
tures of the PowerPC barriers to build correct locks (see Chap. ), come
from my formal development.
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