IMPROVE SPREAD TRANSFORM DITHER MODULATION BY USING A PERCEPTUAL
MODEL TO PROVIDE RESISTANCE TO AMPLITUDE SCALING AND JPEG
COMPRESSION

Qiao Li and Ingemar J. Cox

University College London Adastral Park Postgraduate Campus
Email: g.li@adastral.ucl.ac.uk , ingemar@ieee.org

ABSTRACT marking to achieve superior performance. In contrast, this

It is well known that Spread Transform Dither ModulationP@Pe" is focused on improving the fidelity and/or robustness
f STDM.

(STDM) is more robust to re-quantization such as JPEG cor: Perez-Gonalezet al. [10] examined the performance of

pression than regular Quantization Index (QIM) does. How-. . ; . .
ever, STDM introduces relatively higher perceptual distortiog'smrt'on Compensated Dither Modulation (DC-DM) against

and is quite sensitive to amplitude scaling, which is actuall PEG compression and proposed a new method for detec-

a quite common processing. In this paper, we propose algégn based on a welghted Euclidean distance. Experlmgntal
results demonstrated improved performance over traditional

rithms to reduce perceptual distortion and to provide robus 5C-DM. However, here is no comparison with STDM and it

ness against amplitude scaling. In doing that, perceptual fi-~ — . ; .
9 P 9 9 b b remains unclear whether this method is superior to STDM.

delity is improved by introducing Watson’s model into the : . o .
y P y 9 In this paper, we describe preliminary work to introduce

framework of STDM. Watson’s model is then modified to gain o )
resistance to amplitude scaling. a perceptual model within the STDM framework. Section 2

provides a brief introduction to quantization index modula-
Index Terms— Digital watermarking, perceptual model, tion and particularly STDM and provide experimental results
quantization index modulation demonstrating the sensitivity to re-quantization and the rela-
1. INTRODUCTION tive robustness of STDM. Section 3 then describes how the

Quantization index modulation (QIM) is a popular form ofprojection vector used in STDM can be determined so as to
d|g|ta| Watermarking based on the framework Of Communicdninimize the perceptual distortion. The experimental results
tions with side information [1] In their origina' paper, Chenof Section 5 show that for a document-to-watermark ratio (DWR)
and Wornell [2] described a number of variants of the basief 35 dB, the perceptual distortion as measured by Watson’s
QIM algorithm, namely dither modulation QIM (DM), dis- distance [11] is reduced from 23 to as little as 4, while the
tortion compensated dither modulation (DC-DM) and spreait error rate (BER) is the same or better. Moreover, if the
transform dither modulation (STDM). perceptual distance rather than DWR is held fixed, then the

The popularity of QIM is, in part, due to its ease of imple-NeW algorithm demonstrates a very significant improvementin
mentation, computational flexibility and amenability to theoBER. The proposed Spread Transform algorithm is very vul-
retical analysis. Nevertheless, there are practical limitations Berable to valumetric scaling attack. we then propose adap-
the approach due to its extreme sensitivity to valumetric scdlve STDM schemes to overcome this problem in section 4.
ing and re-quantization. Valumetric scaling is a very commofection 6 summarizes our results and describes directions for
signal processing operation and occurs whenever the volurftéure work.
of an audio signal or the brightness of an image is changed2. SPREAD TRANSFORM DITHER MODULATION
Re-quantization is also commonly occurring, for example, whenThe basic quantization index modulation (QIM) algorithm
a signal undergoes lossy compression or numerical roundinguantizes each signal sampte,using a quantizel)(.), that

The problem of valumetric scaling has received widespregdchosen from a family of quantizers based on the message
attention and a number of solutions have been proposed [3t, m, that is to be embedded. The watermarked signal sam-
4,5, 6,7, 8]. Incontrast, there has been only limited researghe, y is given by:
focused on the issue of re-quantization, among which JPEG
compression is a typical one. y=Q(z,A,m,5), me{0,1} 1)

Fei et al. [9] analyzed the performance of two popular
classes of watermark embedding techniques, spread spectiyRere A is a fixed quantization step size adda random
watermarking and quantization-based embedding, in the prédither. The quantize(.) is defined as follows:
ence of JPEG compression. They also proposed a hybrid wa- A
termarking scheme to exploit the theoretl.caII.y predicted ad-Q(x, A,m,8) = A.Round (:v §d—m35 >+6+mA @
vantages of spread spectrum and quantization-based water- A 2



At the detector, the received signal samplea corrupted

n
version ofy, is re-quantized using the family of quantizers to X - . 7 Y z
determine the embedded message bit, i.e. > XU I " oumtimation —*X—P—D—~
T 4
m=arg min |z — Q(z,A,b,d 3 ) t ot
gbe{m}l Q(z,A,0,9)] 3 u‘*% L, U
Note that the re-quantization at the detectondt a source —@
—

of noise and doerot refer to the re-quantization due to say

JPEG compression, that we will discuss shortly. Fig. 1. Block diagram of spread transform Dither Modulation
Equations (1) and (3) assumed that one message bit is em-

bedded in one sample. To improve robustness, itis commonto Original Image

embed the same message bit across several input signal sam- er

ples{zi,...,zn}. The detection equation then becomes:
N Watson's Watson's
A~ . reeptual mi Perceptual model
7 = arg min Z |zi — Q(zi, A, b, )] 4) Perceptual model P e
be{O,l} i1 l slacks lslacks
Determine X D“l"mi:‘c
where we have assumed the use of a soft decoder. Reference Vector n Reference Vector
| E— Watermarked l Received Imagg

Note that a dither signal is used because (i) it improves the u]
perceptual fidelity of the watermarked signal, (i) the quantiza- m | swm | Y,
tion noise can then be modeled as independent from the cover [Embedder
signal and (iii) the pseudo-random noise can be considered a Dt,he, Dither
key, without which, detection is not p(.).SS'ble' ... Fig. 2. Block diagram of STDM watermark embedder and

Both QIM and DM are very sensitive to re-quantization. .

. . ) detector with a perceptual model.
Our prior paper [12] shows experimental results to illustrate

this point of DM. There, robustness to JPEG Compression I% SPREAD TRANSFORM DITHER MODULATION

Image Attack or

Distortion
Channel

STDM
Dedector

examined for DM in the discrete cosine transform (DCT) do- WITH PERCEPTUAL MODELING
main, i.e. we quantize the DCT coefficients rather than the From Equation (5) we see that the change to the sigi!
pixel value!

in the direction of the random vectar, and the magnitude of
2.1. Adaptive QIM the change is controlled by the quantization error. Sinée

QIM and DM are also very sensitive to valumetric distorrandom, no consideration is given to the perceptual qualities
tion. A number of algorithms have recently been proposed if the signalx.
counter this [3, 4, 5, 7, 6, 8], specifically rational dither mod-  |n principle, a perceptual model can provide an estimate of
ulation (RDM) [4], adaptive QIM using a modified Watsonthe smallest change that each component of the sigjea-
distance (QIM-MW) [5] and adaptive RDM using a modifiedcepts before becoming just noticeable. In prior work, we have
Watson distance (RDM-MW) [7]. These latter methods argeferred to the change needed to introduce a just noticeable
based on adaptively changing the quantization step size. distortion (JND) as the “slack”.

Since the step size varies in these systems, we had hopedin practice, for image signals, Watson provides a percep-
that they would exhibit some improved robustness to requatiral model for calculating the slack associated with each dis-
tization. However, [12], which looks at the robustness ofrete cosine transform (DCT) coefficient within&r 8 block
RDM-MW to JPEG compression reveals that, perhaps syt1]. Thus, given an images, and its block-based DCT co-

prisingly, it is actually slightly less robust. efficients, X, we can apply Watson’s model to compute the

2.2. Spread transform Dither Modulation corresponding slack vector associated with each DCT coeffi-
Figure 1 illustrates the basic framework for spread tran&ient. The larger a element of this vector, the more we may

form QIM. change the corresponding DCT coefficient before the change
STDM differs from regular QIM in that the signak is becomes noticeable. o o

first projected onto a randomly generated vectgrand the For DM, we propose assigning to the projection veator,

resulting scalar value is then quantized before being addedtfi¢ slacks computed by Watson's perceptual madetther
the components of the signal that are orthogonahtoThe than pseudo-randomly generating the vector. Note that the

equation for embedding is thus: vector magnitude is normalized to unity and quantization is
. . performed in the DCT domain, as illustrated in Figure 2.
y =x+ (Q(x"u,A,m,0) —x'u)u, me{0,1} (5) In this arrangement, which we refer to as STDM-W (STDM

Watson), the change i is no longer randomly distributed,

but is arranged based on the perceptual properties of the sig-

m=arg min |z7u— Q(zTu,A,b,d)| (6) nal - more change is directed to coefficients with larger slack.
belll) As aresult, the perceptual distortion introduced by DM should

and the corresponding detection is given by:

1Similar performance was observed in the pixel domain.



be substantially reduced, as is confirmed by subsequent expe
iments.

Since the projection vector is now a function of the signal
(image), it is unique for each image. Consequently, a blind

watermark detector must be able to estimate the projectior z o

vector from the received, watermarked signal, as illustrated &

in Figure 2. However, since watermark embedding alters the §

signal, the detector’s estimate of the projection vector may not
be exact.

In order to overcome this potential weakness, we consid-
ered an alternative algorithm termed as STDM-RW in [12]
which does not require knowledge of Watson'’s perceptual slac
at the decoder.

4. STDM BASED ON MODIFIED WATSON MODEL

TO PROVIDE RESISTANCE TO VALUMETRIC
SCALING

Bit Error R
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The proposed Spread Transform algorithms, while exhibitSing an embedding rate of 1/320 and at a fixed DWR of 35 dB

ing improved performance to re-quantization, are not invari-
ant to valumetric scaling. This is because that in tradition
STDM scheme, the step size used in detector for quantizatigﬁn
is not scaled linearly withg, which is the scaling factor to
received signal. To make Spread Transform algorithm to
robust to valumetric scaling, we need to ensure two things:

Ihen we use this step size Asin Equation (5) to do STDM
bedding. On the other hand in the detector, we firstly cal-
culate modified slack according to received signal and then

tA in the same way as Equation (7). Detected bit is finally
t%(eetermined by Equation (6).

make the step sizes to scale linearly with valumetric scaling TDM-OptiMW-SS

i.e. we want the estimatefl to be multiplied by3 when the |

n order to be as robust as STDM-W against JPEG com-

amplitude of the signal is scaled Py (ii) the reference vector pression, we try to optimize modified watson slack to make
u used in embedder as Equation (5), onto which host signalits value closer to regular watson slack. The way we optimize

projected should be in the same direction witlused in de-

slacks is to divide the 43 higher frequency ones by 4, and keep

tector as Equation (6), onto which received signal is projectethe 21 lower frequency ones the same with modified watson.

please note that they don't have to be the same vector.
In our previous work [5], we proposed a modified Wat-
son’s model. Modified “slack, scales linearly with3.

5. EXPERIMENTAL RESULTS

Experiments were performed on 1000 images from the
Corel image database. Each image has dimengighs 512.

Based on that, we design two schemes as following t0 pryuantization was performed on the DCT coefficients. We
vide invariance to valumetric scaling. Motivated by all aboveonsidered two embedding rates of 1/32 and 1/320. Thus, the
in this section, we examine performances of two new methy32 rate code embeds two bits in eack 8 block. However,

ods.
STDM-MW

the number of modified coefficients is 62 rather than 64 since
we ignore both the lowest and highest frequency coefficients

This scheme is an extension with regular STDM. Instea@f €ach block. Similarly for the rate 1/320 code.

of using randomly generated vector, we use modified "slack”
itself as reference vector to do projection onto. In this case,
all elements of reference vectet in detector scale linearly [1]
when received signal is scaled by a factoBofThus the ref-
erence vector keeps same direction no matter received signa
is scaled or not. However, this scheme still use fixed step size
to do quantization.

STDM-MW-SS 3l
Also, this scheme use "slack” from Modified Watson model
to determine reference vector to do projection onto. Moreover,

step sized here also depends on that. Givemath — L vec-  [4]
tor of DCT coefficients{z;;: = 1,2,..., L} and its corre-
sponding vector of Modified “slack{SM;i = 1,2,..., L},

we calculate step size as following: 5]

L
A=Gracx Y SMi=1,2,... L.

i=1

)
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