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Abstract -
Electronic watermarking can be traced back as far as 1954. The last 10

years has seen considerable interest in digital watermarking, due in large
part to concerns about illegal piracy of copyrighted content. In this paper,
we consider the following questions: Is the interest warranted? What are
the commercial applications of the technology? What scientific progress
has been made in the last 10 years? What are the most exciting areas for
research? And where might the next 10 years take us?

In our opinion, the interest in watermarking is appropriate. However,
we expect that copyright applications will be overshadowed by applica-
tions such as broadcast monitoring, authentication, and tracking content
distributed within corporations. We further see a variety of applications
emerging that add value to media, such as annotation and linking con-
tent to the Web. These latter applications may turn out to be the most
compelling.

Considerable progress has been made toward enabling these applica-
tions – perceptual modelling, security threats and countermeasures, and
the development of a bag of tricks for efficient implementations. Further
progress is needed in methods for handling geometric and temporal dis-
tortions. We expect other exciting developments to arise from research in
informed watermarking.

INTRODUCTION

In 1954, Emil Hembrooke of the Muzac Corporation filed a patent entitled
“Identification of sound and like signals” [25] in which is described a method
for imperceptibly embedding an identification code into music for the purpose
of proving ownership. The patent states “The present invention makes possible
the positive identification of the origin of a musical presentation and thereby
constitutes an effective means of preventing such piracy, i.e. it can be likened
to a watermark in paper”. Electronic watermarking had been invented!1

Since that time, a number of watermarking technologies have been devel-
oped and deployed for a variety of applications. For example, systems were

1To the best of our knowledge, this is the earliest reference to electronic watermarking.
We do cite a patent dated 1953 [43] later as an example of device control. However, the
patent description is ambiguous as to whether this is really watermarking or not. If readers
are aware of earlier technology, please let us know.
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developed for advertisment verification and device control both of which are
discussed in the next section. However, electronic watermarking (particularly
digital watermarking) did not receive substantial interest as a research topic
until the 1990’s. In the first half of that decade, interest in the topic expanded
rapidly and today entire conference proceedings are devoted to the subject.
This leads us to the main question of the present paper: Is the current

business and academic interest in watermarking warranted?
From a business perspective, the question is whether watermarking can pro-

vide economic solutions to real problems. Current business interest is focused
on a number of applications that broadly fall into the categories of security and
device control. From a security perspective, there has been criticism that many
proposed watermark security solutions are “weak”, i.e. it is relatively straight-
forward to circumvent the security system. While this is true, there are many
business applications where “weak”security is preferable to no security. We
therefore expect that businesses will deploy a number of security applications
based on watermarking. In addition, many device control applications have no
security requirement, since there is no motivation to remove the watermark.
Device control, particularly as it pertains to the linking of traditional media to
the Web, is receiving increased attention from businesses and we expect that
this interest will increase. Business usages of watermarking are discussed in
more detail in the section entitled “Commercial Applications”.
From an academic perspective, the question is whether watermarking in-

troduces new and interesting problems for basic and applied research. Wa-
termarking is an interdisciplinary study that draws experts from communica-
tions, cryptography and audio and image processing. Interesting new problems
have been posed in each of these disciplines based on the unique requirements
of watermarking applications. Commercial implementations of watermarking
must meet difficult and often conflicting economic and engineering constraints.
These problems are addressed in more detail in the section entitled “Research
Progress”.
Our opinion is that current interest in watermarking is warranted, although

expectations in the early 1990’s were often too high. This raises the final
question of this paper: what are the most exciting areas for research and where
might the next 10 years take us? We address these questions in the section
entitled “The Future”.

COMMERCIAL APPLICATIONS

Is watermarking important commercially? To answer this question, we be-
gin by noting that a number of companies have employed watermarking for
several years – decades in some cases. We regard this as empirical evidence
that watermarking is, indeed, commercially viable. We then address the ques-
tion more analytically, examining the practicability of some proposed water-
marking applications, in light of current research in the field. We conclude



that, although businesses may need to lower their expectations of performance,
watermarks can serve most of these functions economically.

Early uses of watermarking

The applications of watermarking are well known and can be broadly classi-
fied as copyright control (owner identification, proof of ownership, transaction
tracking and copy control) broadcast monitoring and device control. What
is less well-known is that watermarks have been deployed for some of these
applications for several decades.
Owner identification appears to have been pioneered by the Muzak Cor-

poration [25]. Their system, which used a notch filter to block, with varying
duration, the audio signal at 1kHz, encoded identification information using
Morse code. The system remained in use until the early 1980’s, when a change
in Muzak’s business model ended their interest in identifying music they owned
[46].
Advertisement monitoring and audience measurement companies have also

used embedded signaling for some time. Both Nielsen Media Research and
Competitive Media Reporting (CMR) employ watermarking to provide adver-
tisement verification services and these systems have probably been in use for
about 10 years.
A number of companies have experimented with embedded signalling for de-

vice control purposes. In a 1962 patent assigned to Lynch Carrier Systems Inc.,
Noller [35] described a “inband signalling system” designed to control telephony
equipment. In an even earlier patent assigned to Musicast Inc., Tomberlin and
Bennett [43] proposed to distribute music to businesses by partnering with ex-
isting radio broadcasters. Their patent describes embedding a low frequency
30Hz control signal at the point of transmission which will allow receivers to
remove advertisments. R. H. Baer of the Sanders Associates Inc. was issued
a patent in 1976 [2] for a video watermark intended for interactive television
applications. In a 1981 patent assigned to Dolby Labs [22], Dolby describes
“A sub-audible in-band tone system ... for identifying an FM stereophonic
radio broadcast which is specially encoded, as with dynamic range improve-
ment encoding or quadraphonic encoding, ... [and] which can control a visual
display and switch in appropriate signal decoding circuitry when the tone is
detected”. A few years later, in 1989, Interactive Systems Inc. (now VEIL2 In-
teractive Technologies) was awarded a patent [5] for a “Method and apparatus
for in-band, video broadcasting of commands to interactive devices”. An early
application of this technology was in the synchronization of children’s toys with
live-broadcast or recorded video.

2VEIL stands for Video Encoded Invisible Light.



Potential applications

Several new applications have sprung up in the 1990’s. Whether these ap-
plications prove economically viable remains to be seen, but we can offer some
educated guesses based on how well the current state of the art satisfies the
applications’ requirements. We discuss, in turn, the applications of transac-
tion tracking (also known as fingerprinting), proof of ownership, copy control,
legacy system enhancement, and a range of applications we refer to broadly as
database linking.

Transaction tracking: In transaction tracking, or fingerprinting, a unique
watermark is embedded into each copy of a Work. Typically, the watermark
identifies the legal recipient of the copy, and can be used to trace the source of
illegally redistributed content. Large-scale use of watermarks for transaction
tracking, such as that implemented by DiVX3, is known to be vulnerable to
collusion attacks, which usually require fewer than 20 copies to be effective.
Thus, an adversary with 20 DiVX DVD players could produce watermark-free
copies. Nevertheless, the system might still be worthwhile, since it would catch
adversaries who lacked the dilligence or knowledge to perform these attacks,
and this might prevent enough piracy to justify the system’s cost.
On the other hand, smaller-scale transaction tracking applications, in which

collusion attacks are unlikely, can probably be implemented with a very high
degree of security. For example, if a Hollywood studio wishes to distribute
movie dailies to a few key personnel, it is extremely unlikely that even two
executives would collude in leaking these movie clips to the press. By using the
original clip during the detection process (informed detection), a studio could
design a watermark that is very difficult to remove.

Copy control: If every recording device contained a watermark detector,
watermarks could be used to prevent copying of copyrighted material. Water-
marking for copy-control has been the subject of much R&D effort through the
latter half of the 90’s4.
There are two main areas of difficulty in implementing a watermarking copy-

control system – one technical, the other political. The technical problem is
that everyone must be able to detect the watermarks and within this context,
current technology can only provide weak security [32, 19]. Nevertheless weak
protection against copying can still be economic. For example, it is very easy
to circumvent the Macrovision system for preventing copying on VHS tapes
(which is not based on watermarking). In fact, several legitimate pieces of video

3Perhaps the most ambitious implementation of transaction tracking was deployed by
the DiVX Corporation in the late 1990’s. Each DiVX-enabled DVD player embedded a
unique watermark into video that it played. If the video was subsequently pirated and
redistributed, the DiVX Corporation could use the watermark to identify the exact player
used, and, thereby, track down the culprit.

4In particular, two on-going, high-profile projects to deploy such copy-control systems have
been undertaken. The Copy Protection Technical Working Group (CPTWG) has worked on
a system for protecting video on DVD since 1995, and the Secure Digital Music Initiative
(SDMI) has worked on an audio system since 1999.



equipment remove Macrovision protection as a side effect. But Macrovision still
prevents a great deal of casual copying, and studios have continued using it for
several years. Thus, even if the copy protection provided by watermarking is
weak, it may still be worthwhile.
The more serious problem in implementing a watermarking copy-control

system is the political problem of persuading manufacturers to include water-
mark detectors in their recording devices. These detectors add cost yet do not
necessarily add any value to the equipment. In fact, they reduce the value,
since many consumers would like to be able to make illegal recordings. Thus,
equipment manufacturers must be forced to include detectors, by a combina-
tion of laws and contractual obligations. The political wrangling that results,
together with conflicts over patent rights, are probably greater impediments to
the deployment of these systems than any technical problems.

Authentication: Authentication is well understood. A digital signature
can be embeded as a watermark in a Work. And in fact, Epson offers a camera
systems that does just this. An advantage of this arrangement is for legacy
systems. There has been concern because embedding a signature alters the
Work. However, the recent introduction of erasible watermarks [24] should
dispell this concern.

Legacy system enhancement and database linking: Watermarking
may also play a valuable role in enhancing the functionality of legacy sys-
tems while maintaining compatibility with deployed devices. For example,
Schreiber et al [39] proposed “a compatible high-definition television system
using the noise-margin method of hiding enhancement information”. Although
this high-definition television system was not adopted, similar proposals have
more recently been made for digital radio [37, 7].
Recently, Digimarc has pioneered a class of device control applications that

link traditional print media to associated websites in a product called Media-
Bridge. Philips has also demonstrated an audio watermarking technology for
music [44]. When the music is played, the audible signal can be digitized using
the microphone present in many PDA’s and the PDA can decode the watermark
and thereby identifying the song. If the PDA has a wireless Web connection,
it can then link the song to an associated site that, for example, may provide
additional information or offer the song for purchase. Similar technology has
also been demonstrated by Microsoft [29].
Work in these areas is still in its infancy. However, it is expected that

security will not become an issue. Rather, robustness, fidelity and payload
requirements are the key issues and we believe that these requirements can or
will be met.

RESEARCH PROGRESS

Is watermarking a worthwhile topic of research? To answer this, we need to
ask whether watermarking is leading to interesting problems in basic research
and whether engineering progress is leading to practical solutions.



Basic research

Very early work on watermarking was essentially heuristic, in part, be-
cause watermarking was not recognized as a distinct technology. This began
to change in the late 1980’s and early 1990’s when a number of published pa-
pers described a variety of different watermarking algorithms. A more rigorous
understanding of watermarking then began to be developed, beginning in the
mid-1990’s.
Perhaps the most significant progress has been in the development of in-

creasingly sophisticated models of watermarking. In the early 1990’s it became
common to model watermarking as a communications channel in which the
cover Work and any subsequent distortions between the time of embedding
and detection were treated as noise. The constraint of imperceptibility was
met by imposing a global power constraint at the embedder.
In these early systems the added watermark signal is independent of the

cover Work and we refer to this as blind embedding. Similarly, blind detection
refers to the detection of a watermark signal in a cover Work, the detection
being independent of the unwatermarked Work.
In 1999, contemporaneous results from [16, 11, 8] recognized that water-

marking is more accurately modelled as communications with side information
[40]. The resulting watermark algorithms are referred to as informed embed-
ding and/or informed encoding [33]. This is because the added watermark
pattern is a function of the cover Work.
This model was further refined with the introduction in [10, 9, 34] of Costa’s

paper, “Writing on Dirty Paper” [12] to the watermarking community. Costa
examined the capacity of a channel with two additive white Gaussian noise
sources, the first of which is known. In Costa’s analogy, the first noise source
represent dirty paper. The watermark embedder writes a message on the dirty
paper using only a limited quantity of ink. Then, during transmission, more
unknown noise is added to the paper before its receipt at the detector, which
has no knowledge of either the first or second noise source. Costa’s surpring
result is that the channel capacity is independent of the first noise source.
This result has profound implications for watermarking where the cover Work
can be thought of as the first, known noise source. It implies that, with the
right coding, the capacity of a watermarking system may be independent of
the cover Work even when blind detection is utilized. Moulin and Sullivan
[34] have recently extended this work to more closely approximate the case for
watermarking.
Watermarking must not only transmit a message, but it must also maintain

the fidelity of the underlying cover Work while surviving common distortions
that the cover Work may undergo. These fidelity and robustness constraints
often conflict. In particular, in [17] it was noted that a watermark signal must
be embedded in the perceptually significant regions of cover Work in order for
it to be robust to lossy compression, yet changes in these same regions are most
prone to affect fidelity.



As noted previously, early watermarking systems applied a global power
constraint to satisfy fidelity constraints. In 1995, it was recognized that the
fidelity constraint required a perceptual model that allowed the embedded wa-
termark signal to be locally varied in response to the local properties of the
corresponding cover Work [13]. Many watermarking systems have been devel-
oped that employ a variety of perceptual models and they are generally superior
to algorithms with no such models [38, 42, 45]. These perceptually-based wa-
termark embedders were early forms of informed embedding, since the added
watermark signal is dependent on the cover Work.
The watermark communications channel can often be considered to exist

in a hostile environment. For example, when watermarking is employed for
copyright purposes, there is often a strong incentive to remove the watermark.
The last 10 years has seen significant progress in the development of attacks
and counter attacks. Researchers have documented many different attacks that
an adversary might apply, e.g. collusion attacks [4, 18], ambiguity attacks [20],
copy attacks [30], sensitivity and gradient descent attacks [32, 19]. In addition,
solutions to some of these threats, such as for ambiguity and copy attacks, have
also been proposed [20, 27]. This effort has provided valuable insights into what
the threats are, under what conditions these threats can be neutralized and the
limitations of current systems.
Spread spectrum communications was introduced at the same time as per-

ceptual modelling in order to deal with the conflicting fidelity and robustness
requirements [14, 41]. Spread spectrum communications spreads a narrow band
signal over a much wider frequency band such that the signal-to-noise ratio in
any single frequency is very low. However, with precise knowledge of the spread-
ing function, the receiver is able to extract the transmitted signal, summing up
the signals in each of the frequencies such that the detector signal-to-noise ratio
is strong. These characteristics allow weak watermark signals to be embedded
that, in many cases, can be reliably detected. Spread spectrum communica-
tions is also difficult for an adversary to detect or jam and this is a further
advantage of the technology.
Around 1998, more rigorous quantitative measures of performance were in-

troduced based on traditional false alarm and bit error rate techniques [26]. In
addition, more accurate noise models were developed, particularly for quanti-
zation noise [23].

Applied research

This conceptual and theoretical progress paralleled significant engineering
progress by small and large companies as well as universities. Much of this
effort has focused on meeting fidelity, robustness and economic constraints.
Steady progress has been made, particularly with respect to the problem

of geometric and temporal distortions. Several different strategies have been
pursued that can be categorized as exhaustive search, explicit synchroniza-
tion/registration, autocorrelation [28], invariants [36, 31] and implicit synchro-



nization [47, 21, 3, 1]. While no breakthroughs are expected, a number of
design choices are now available.
There has also been significant experimentation with a variety of different

marking spaces. For example, frequency decompositions such as DCT, FFT,
wavelet and Fourier-Mellin transforms. While there is no clear superiority of
one space over another, considerable expertise has been developed for embed-
ding watermarks in MPEG and JPEG encoded content. This work facilitates
the design of very inexpensive watermark detectors that are suitable for mass
deployment, e.g. for DVD copy control applications.

THE FUTURE

Some of the advances discussed above are in their infancy, and much in-
teresting work remains to be done. In some cases, we believe that significant
results may be imminent, which makes an area exciting. In other cases, we
do not see any breakthroughs on the horizon, but significant results would in-
crease the suitability of watermarks for a wider variety of applications, and are
therefore worth further study.
We believe that informed watermarking offers significant near-term improve-

ments. While proposed codes for informed embedding are computational ef-
ficient they are not robust to valumetric scaling. Chen [6] briefly proposed a
solution, but further investigation is needed to realize computationally efficient
and robust codes.
Handling geometric/temporal distortions in a blind detector remains a dif-

ficult problem. However, a number of different approaches have been inves-
tigated and incremental progress is being made. A breakthrough is probably
not imminent, but progress in this area would lead to significantly more robust
systems.
While many papers have illustrated the use of a variety of fidelity models,

there has been very little work [15] on how to optimally embed a watermark
with fidelity and robustness constraints. We expect this to become a fruitful
new area of research.
Not all watermarks need to be secure. This is especially true of applications

for which there is no adversary, e.g. linking media to the Web. And even weak
security has value in many business environements. Nevertheless, it remains an
open question whether a watermark system can be designed that permits public
detection of the watermark while preventing an adversary from removing the
watermark. The authors of the present paper are divided about whether it is
even theoretically possible to do this. Sensitivity analysis and gradient descent
attacks appear to threaten any watermarking system in which the detector is
publicly available. A number of researchers have attempted to design secure,
public watermarking systems, but all appear susceptible to attack. It would be
interesting to know whether such a system is even possible.
If the past is any prediction of the future, then it is clear that watermarking

technology will continue to be used by businesses. It is also reasonable to expect



that legacy systems will be enhanced through the use of embedded signalling
in order to maintain backward compatibility. The linking of traditional media
to the Web is still in its infancy and it remains uncertain whether consumers
will value services that facilitate commerce and discovery. So we conclude this
paper with an exercise for the reader. Imagine that all content is watermarked
with a technology that is open, free and can be read by anyone. As such, any
and all content is be identifiable by consumer devices. What services might
these devices provide?

References

[1] Masoud Alghoniemy and Ahmed H. Tewfik. Geometric distortion correction through
image normalization. Proc. International Conference on Multimedia and Expo, 2000.

[2] R. H. Baer. Digital video modulation and demodulation system. U. S. Patent, 3,993,861,
1976.

[3] P. Bas, J-M. Chassery, and B. Macq. Robust watermarking based on the warping of
pre-defined triangular patterns. Security and Watermarking of Multimedia Contents II,
SPIE-3971:99–109, 2000.

[4] D. Boneh and J. Shaw. Collusion-secure fingerprinting for digital data. In Proceedings
of Advances in Cryptology – CRYPTO’95, volume Lecture Notes in Computer Science
963, pages 452–465, 1995.

[5] R. S. Broughton and W. C. Laumeister. Interactive video method and apparatus. United
States Patent, 4,807,031, 1989.

[6] B. Chen. Design and Analysis of Digital Watermarking, Information Embedding, and
Data Hiding Systems. PhD thesis, MIT, 2000.

[7] B. Chen and C.-E. Sundberg. Digital audio broadcasting in the FM band by means of
contiguous band insertion and precanceling techniques. IEEE Trans. on Communica-
tions, 48(10):1634–1637, 2000.

[8] B. Chen and G. W. Wornell. An information-theoretic approach to the design of robust
digital watermarking systems. In IEEE Int. Conf. on Acoustics, Speech, and Signal
Processing, volume 4, pages 2061–2064, 1999.

[9] B. Chen and G. W. Wornell. Quantization index modulation: A class of provably good
methods for digital watermarking and information embedding. In ISIT 2000, page 46,
2000.

[10] J. Chou, S. S. Pradhan, L. El Ghaoui, and K. Ramchandran. Watermarking based on
duality with distributed source coding and robust optimization principles. In Proc. Int.
Conf. on Image Processing, volume 1, pages 585–588, 2000.

[11] Jim Chou, S. Sandeep Pradhan, and Kannan Ramchandran. On the duality between
distributed source coding and data hiding. Thirty-third Asilomar conference on signals,
systems, and computers, 2:1503–1507, 1999.

[12] M. Costa. Writing on dirty paper. IEEE Trans. Inform. Theory, 29:439–441, 1983.

[13] I. J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon. Secure spread spectrum water-
marking for multimedia. Technical Report 95-128, NEC Research Institute, 1995.



[14] I. J. Cox, J. Kilian, T. Leighton, and T. Shamoon. A secure, robust watermark for
multimedia. In R. Anderson, editor, First Int. Workshop on Information Hiding, volume
Lecture notes in Computer Science 1174, pages 185–206. Springer, 1996.

[15] I. J. Cox, M. L. Miller, and J. A. Bloom. Digital Watermarking. Morgan Kaufmann,
2001.

[16] I. J. Cox, M. L. Miller, and A. McKellips. Watermarking as communications with side
information. Proc. IEEE, 87(7):1127–1141, 1999.

[17] I.J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon. Secure spread spectrum water-
marking for images, audio and video. In IEEE Int. Conference on Image Processing,
volume 3, pages 243–246, 1996.

[18] I.J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon. Secure spread spectrum water-
marking for multimedia. IEEE Trans. on Image Processing, 6(12):1673–1687, 1997.

[19] I.J. Cox and J.-P. M. G. Linnartz. Some general methods for tampering with water-
marks. IEEE Journal of Selected Areas in Communication, 16(4):587–593, 1998.

[20] S. Craver, N. Memon, B.-L. Yeo, and M.M. Yeung. Resolving rightful ownerships with
invisible watermarking techniques: Limitations, attacks and implications. IEEE Journal
of Selected Areas in Communication, 16(4):573–586, 1998.

[21] Jana Dittmann, Thomas Fiebig, and Ralf Steinmetz. A new approach for transformation
invariant image and video watermarking in the spatial domain: SSP - self spanning
patterns. Security and Watermarking of Multimedia Contents II, SPIE-3971:176–185,
2000.

[22] Ray Dolby. Apparatus and method for the identification of specially encoded FM stereo-
phonic broadcasts. United States Patent, 4,281,217, 1981.

[23] Joachim J. Eggers and Bernd Girod. Quantization effects on digital watermarks. Signal
Processing, 81(3), 2001.

[24] M. Goljan, J. Fridrich, and R. Du. Distortion-free data embedding for images. In 4th
Int. Information Hiding Workshop, 2001.

[25] Emil Frank Hembrooke. Identification of sound and like signals. United States Patent,
3,004,104, 1961.

[26] J. J. Hernandez, F. Perez-Gonzalez, J. M. Rodriguez, and G. Nieto. Performance analy-
sis of a 2-D multipulse amplitude modulation scheme for data hiding and watermarking
still images. IEEE Journal of Selected Areas in Communication, 16(4):510–524, 1998.

[27] Matthew Holliman and Nasir Memon. Counterfeiting attacks on oblivious block-wise in-
dependent invisible watermarking schemes. IEEE Trans. on Image Processing, 9(3):432–
441, 2000.

[28] C. Honsinger and M. Rabanni. Data embedding using phase dispersion. In Proc. Int.
Conf. on Information Technology, 2000.

[29] D. Kirovski and H. Malvar. Robust covert communications over a public audio channel
using spread spectrum. In I. S. Moskowitz and J. McHugh, editors, Proc. of the 4th
Information Hiding Workshop, pages 363–377, 2001.

[30] M. Kutter, S. Voloshynovskiy, and A. Herrigel. The watermark copy attack. Security
and Watermarking of Multimedia Contents II, Proc. SPIE - 3971:371–380, 2000.



[31] C-Y Lin, M. Wu, J. A. Bloom, I. J. Cox, M. L. Miller, and Y. M. Lui. Rotation, scale
and translation resilient public watermarking for images. Security and Watermarking
of Multimedia Contents, Proc. SPIE - 3971:90–98, 2000.

[32] J.P.M.G. Linnartz and Marten van Dijk. Analysis of the sensitivity attack against
electronic watermarks in images. In Workshop on Information Hiding, Portland, OR,
15-17 April, 1998.

[33] M. L. Miller, I. J. Cox, and J. A. Bloom. Informed embedding: Exploiting image and
detector information during watermark insertion. In IEEE International Conference on
Image Processing, September 2000.

[34] P. Moulin and J. A. O’Sullivan. Information-theoretic analysis of information hiding.
In Proc. ICASSP’00, 2000.

[35] W. E. Noller. Inband signalling system. U. S. Patent, 3,061,783, 1962.
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