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Name:
Present appointment:

Curriculum Vitae

Yvo Desmedt

Yvo Desmedt
Jonsson Distinguished Professor

Department of Computer Science
The University of Texas at Dallas, USA

Date of appointment:

2 Education

August 2012

Dates Detail of degree; diploma; other qualification Institution
1979  Masters in Electrical Engineering (cum Laude) Katholieke Universiteit Leuven (Belgium)
1984  PhD in Applied Science (Summa cum Laude) Katholieke Universiteit Leuven (Belgium)

3 Professional History (in chronological order)

Dates Detail of position held Institution

August 1979-November 1980 Research Assistant, FElectrical Engi- Katholieke Universiteit Leuven,
neering Dept. Belgium

December 1983-December 1984 Research Assistant, Electrical Engi- Katholieke Universiteit Leuven,
neering Dept. Belgium

January 1985-May 1985 Visiting Assistant Professor, Computer University of New Mexico,
Science U.S.A.

June 1985—September 1985 Research Assistant, Electrical Engi- Katholieke Universiteit Leuven,
neering Dept. Belgium

October 1985-August 1986 Post-doctoral NFWO (National Sci- Katholieke Universiteit Leuven,
ence Foundation Belgium) researcher ~ Belgium

September 1986-May 1987
June 1987-August 1987
September 1987-August 1991
September 1991-August 1995
September 1995-August 1999
August 1999-August 2004

August 2004-July 2009

Visiting Professor, Dépt. I.R.O.
Assistant Professor, Dépt. I.R.O.
Assistant Professor, FElectrical Engi-
neering and Computer Science
Associate Professor, Electrical Engi-
neering and Computer Science
Professor, Department of Electrical
Engineering and Computer Science
Professor, Department of Computer
Science

BT-Chair of Information Security

1

Université de Montréal, Canada
Université de Montréal, Canada
University of Wisconsin —
Milwaukee, U.S.A.

University of Wisconsin —
Milwaukee, U.S.A.
University of Wisconsin
Milwaukee, U.S.A.
Florida State University, U.S.A.

University College London, U.K.
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August 2009-March 2017

Chair of Information Communication University College London, U.K.

Technology

4 Other Appointments and Affiliations

Dates

Detail of position held

Institution

June 1989-July 1989

July 1991-September 1991
October 1993-January 1994
February 1994—April 1994
May 1994—-July 1994

August 1996—July 1997

June 1997-July 1997
December 1999

August 1999-August 2000
June—July 2002

November 2003—January 2004
August 1997-July 2004

January 2000-June 2004

March—April 2005
June—August 2005

November 2008—January 2009
since August 2004

November 2009-October 2010

Visiting Professor, Fakultdt fiir Infor-
matik

Visiting Fellow, Department of Computer
Science

Visiting Associate Professor, Computer
Science Department

Sabbatical at the Dept. of Combinatorics
and Optimization

Sabbatical at the Dipartimento di Infor-
matica ed Applicazioni

Founding Director of the Center for Cryp-
tography, Computer and Network Secu-
rity, College of Engineering and Applied
Science

Professorial Fellow, Department of Com-
puter Science

Visiting Professor

Adjunct Professor, Department of Electri-
cal Engineering and Computer Science
Visiting Professor, Department of Electri-
cal Engineering

JSPS Fellow

Visiting Professor of Information Security,
Department of Mathematics

Director of the Laboratory of Security
and Assurance in Information Technology,
NSA Center of Excellence

Visiting Professor in Computing
QUT Visiting Fellow

JSPS Fellow

Courtesy Professor, Department of Com-
puter Science

Invited Senior Research Scientist

University of Karlsruhe, West-
Germany

University of New South Wales,
ADFA, Canberra, Australia
Technion, Israel
University of Waterloo,
Canada

Universita di Salerno, Italy

University of Wisconsin —
Milwaukee, U.S.A.

University of Wollongong, New
South Wales, Australia

Tokyo Institute of Technology,
Japan

University of Wisconsin —
Milwaukee, U.S.A.

Université Catholique de Lou-
vain, Belgium

Ibaraki University, Japan
Royal Holloway, U.K.

Florida  State  University,
U.S.A.
Macquarie University, Aus-
tralia

Queensland University of Tech-
nology, Australia

Ibaraki University, Japan
Florida  State  University,
U.S.A.

Research Center for Informa-
tion Security, AIST, Japan



OTHER APPOINTMENTS AND AFFILIATIONS

5 Prizes, Awards and other Honours:

Dates Detail of prize, award or honour Electing body
1983 100 Year Bell Telephone Belgium Prize
1985  IBM Belgium Prize for best PhD in Computer Science NFWO, Belgium

1985  S.W.LF.T. (Society for Worldwide Interbank Financial Telecommunication) Prize
1992 Graduate School/University of Wisconsin — Milwaukee Foundation Research Award Graduate School
2000  Center of Excellence in Information Security Education at Florida State University NSA

2010  International Association of Cryptologic Research Fellow TACR Fellows
Committee
2016  Member of Royal Flemish Academy of Belgium for Science and the Arts Current members
6 Grants

[1] Grant for research in cryptography December 1980-November 1983, received from IWONL, Belgium
(Institute for Scientific Research for the Industry and Agriculture), $60,000 (net).

[2] Post-doctoral grant for research in cryptography October 1985-August 1986, received from NFWO (Na-
tional Foundation for Scientific Research), Belgium, $40,000.

[3] National Science Foundation: Networking and Communications Research: NCR-9004879: “Covert-Free
and Subliminal-Free Channels” $140,391, August 1, 1990 — January 31, 1994. No co-investigators.

[4] National Science Foundation: Networking and Communications Research: NCR-9106327: “Multi-Sender
and Multi-Receiver Network Security” $118,140, September 1, 1991 — August 31, 1994 No co-investigators.

[5] National Science Foundation: INT-9123464: “U.S.-U.K. Cooperative Research: Multi-User Network
Security and Subliminal-Free Channels” July 1, 1992— December 31, 1994: $10,000. European co-
investigators: Mike Burmester and Fred Piper, Department of Mathematics, Royal Holloway, University
of London.

[6] Visiting Fellowship Research grant to visit Prof. Piper (Royal Holloway, University of London, Great
Britain) May 1995—-July 1995, received from Science and Engineering Research Council, $5,440.

[7] National Science Foundation: Networking and Communications Research: NCR-9508528: “Multi-
Sender and Multi-Receiver Network Security” $275,240, September 1, 1995 — August 31, 1999. No co-
investigators.

[8] Defense Advanced Research Program Agency: F30602-97-1-0205: “Critical Analysis of the Use of Re-
dundancy to Achieve Survivability in the Presence of Malicious Attacks” $217,122, April 14, 1997 — May
23, 1999. No co-investigators.

[9] National Science Foundation: Networking and Communications Research: NCR-9729238: “Connection
to the vBNS for the University of Wisconsin-Milwaukee” $407,600, March 1, 1998 — February 29, 2000
Co-investigator: Jim Lowe.

[10] National Science Foundation: Computer-Communications Research: CCR-9903216: “Information Hid-
ing, Tracing and Watermarking” $164,997, September 1, 1999 — August 31, 2003. No co-investigators.

[11] National Science Foundation: Communications Research: CCR-0109425: “Cryptanalytic study of the
AES finalist and its variants” $49,974, April 1, 2001 — March 31, 2003. No co-investigators.

[12] National Science Foundation: Networking Research: ANI-0087641: “Anonymity” $299,930, September
1, 2001 — August 31, 2006. No co-investigators.

[13] National Science Foundation: Trusted Computing: CCR-0209092: “Models for Trusted Systems”
$149,899, August 1, 2002 — July 31, 2005. Co-investigator: Mike Burmester.
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[14]

[15]

[16]

[17]
[18]
[19]

[20]

National Security Agency: MDA 904-02-1-0217: “Scholarships for Security and Assurance in Information
Technology at FSU” $379,414, August 16, 2002 — August 15, 2003. Principal Investigator: Mike Burmester
and Co-investigator: Alec Yasinsac.

National Science Foundation: Networking Research: DUE-0243117: “Cyber Training and Education at
Florida State University” $1,150,787 and a supplement of $85,828, January 1, 2003 — December 31, 2006.
Co-investigators: Alec Yasinsac and Mike Burmester.

National Security Agency: MDA 904-03-1-0205: “Scholarships for Security and Assurance in Information
Technology at FSU” $264,814 August 23, 2003 — August 24, 2004. Principal Investigator: Mike Burmester
and Co-investigator: Alec Yasinsac.

Japan Society for the Promotion of Science (JSPS) fellow, nominated by the National Science Foundation,
Japan Program, $16,883, November 22, 2003 — January 6, 2004, Host: Kaoru Kurosawa.

EPSRC: EP/C538285/1, BT Professor in Information Security, £500,000, matched by British Telecom-
munications (£500,000) August 9, 2004 — August 8, 2009.

ARC DP0665035: AUS$ 390,000, “Secure Multi-Party Computation”, jointly with Dr. H. Wang,
Prof. J. R. Seberry, Asoc. Prof. C. Xing, 2006—2008.

EJAM: Industrial Case, co-funded by BT-1080050886, “Modelling & Simulation of Security Properties of
Large Scale Networks”, 2007-2010, £60,864, Funded as part of EPSRC GR/T11364/01, “Collaborative
Training Account: University College London,” PI S. Caddick, Co-PIs B. F. Buxton and J. A. Parkinson.
2007CB807902:  “Cryptography”, Ministry of Science and Technology of China, jointly with
Prof. X. Wang and Prof. A. Yao, 2007-20009.

Japan Society for the Promotion of Science (JSPS) fellow, November 13, 2008 — January 10, 2009, Host:
Kaoru Kurosawa.

2007CB807901: “Cryptography”, Ministry of Science and Technology of China, jointly with Prof. A. Yao
and Prof. X. Wang, 2009-2011.

Security Science Doctoral Training Centre, £ 7,446,274, 01 October 2009 — 31 March 2018, contributed
to UCL’s proposal, principal investigator Prof. Tilley.

Faculty Science and Technology Acquisition and Retention (STARs) Grant, The University of Texas
System, $500,000, September 1, 2012 — August 31, 2015.

NPRP No.: NPRP8-2158-1-423: “Efficiently Reliable and Privacy Preserving Cloud Data Storage,”
Funded by Qatar Foundation, principal investigator Prof. Malluhi, Qatar University, subcontract
$121,803, December 1, 2015 — November 30, 2017.

National Science Foundation: Networking Research: (Submitted) “Cryptanalysis,” $ 356,427, May 1,
2018 — April 30, 2020, No co-investigators.

Academic supervision

Date Details

1988-1989 MSec. advisor of Y. Frankel

Spring 1989 Independent study advisor of: Y. Frankel, B. Quandt
Fall 1989 Independent study advisor of: K. Sechtig

Fall 1989-Fall 1992 PhD advisor of Y. Frankel

1993-1994 MSc. advisor of K. McMillan

Spring 1995-Spring 1997 MSc. advisor of V. Vaidhyanathan
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Fall 1997-Spring 1998
Fall 1997-Fall 1998

Fall 1997-Spring 2000
Spring 1998—Summer 1999
Fall 1998-Spring 2000
Fall 1999-Spring 2004
Fall 2000-Fall 2002

Fall 2000-Spring 2003
Spring 2001

Spring 2001-Spring 2003
Fall 2001-Spring 2006
Fall 2002-Spring 2004
2005-2006

2006-2007

2007-2008
2008-2009

2009-2010

2010-2011

2011-Summer 2012:

Fall 2012-2013:
2014-Spring 2016:

Fall 2015:
Fall 2016-current:

MSc. advisor of S. Hou

Postdoctoral advisor of Dr. Y. Wang

PhD advisor of B. King

MSc. advisor of T. V. Le

MSec. advisor of R. B. Harrison

PhD advisor of T. V. Le

MSc. advisor of T. Hlavka

MSc. advisor of M. Patel

Master project advisor of M. Khatib

MSec. advisor of R. Punyayutthakarn

PhD advisor of G. Jakimoski

Master project advisor of V. Adityan

MSc. advisor of A. Alfaraj, M. Issa; Post-doctoral advisor of
H. Phan

MSec. advisor of A. Bitsios, M. A. Khan, C. Scordellis, A. Tillirides,
Q. Yang

Phd Advisor of S. Erotokritou, J. McLaughlin, Q. Yang,

PhD Advisor of S. Erotokritou, S. Mahmood, Q. Yang; MSc ad-
visor of S. Estehghari; Post-doctoral advisor of Y. Lu

PhD Advisor of S. Erotokritou, S. Mahmood and Q. Yang; MSc
advisor of J. Cheney; Post-doctoral advisor of Y. Lu

PhD Advisor of S. Erotokritou, S. Mahmood and Q. Yang (grad-
uated November, 2011); MSc advisor of M. Adham, A. Azodi,
I. Karaolis, C. Pavlos, S. Van Roosmalen; Post-doctoral advisor
of Y. Lu

PhD Advisor of Pavlos Chaidos, S. Erotokritou, and S. Mahmood,;
MSc advisor of A. Shaghaghi.

PhD Advisor of S. Erotokritou (University College London)

PhD Advisor of Vipin Singh Sehrawat (University of Texas at
Dallas) and S. Erotokritou (University College London)
Independent study advisor of N. Charlton and D. Partha

PhD Advisor of Vipin Singh Sehrawat (University of Texas at
Dallas)

8 Research

Citations: 8331 (Google Scholar), h index 41 (Google Scholar)

8.1 Selected Publications

[1] M. Davio, Y. Desmedt, M. Fosseprez, R. Govaerts, J. Hulsbosch, P. Neutjens, P. Piret, J.-J. Quisquater,
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Google Scholar: 30)
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in Computer Science 218), pp. 516-522. Springer-Verlag, 1986. (Cited: ISI: 4, Google Scholar: 64)

Y. Desmedt. What happened with knapsack cryptographic schemes. In J. K. Skwirzynski, editor,
Performance Limits in Communication, Theory and Practice, NATO ASI Series E: Applied Sciences
— Vol. 142, pp. 113-134. Kluwer Academic Publishers, 1988. Proceedings of the NATO Advanced Study
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Y. Desmedt and J.-J. Quisquater. Public key systems based on the difficulty of tampering (Is there a
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Verlag, May 1988. Davos, Switzerland. (Cited: ISI: 2, Google Scholar: 6)
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Y. Desmedt and M. Yung. Arbitrated unconditionally secure authentication can be unconditionally
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Designs, Codes and Cryptography, 12(1), pp. 13-37, September 1997. (Cited: Google Scholar: 18)
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tor, Advances in Cryptology — Eurocrypt 98, Proceedings (Lecture Notes in Computer Science 1403),
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Y. Desmedt and K. Morozov. Parity check based redistribution of secret shares. In Proceedings IEEE
International Symposium on Information Theory, pp. 959-963, Hong-Kong, June 14-19, 2015.

Y. Desmedt and S. Erotokritou. Making code voting secure against insider threats using unconditionally
secure mix schemes and human PSMT protocols. In Vote ID, volume 9269 of Lecture Notes in Computer
Science. Springer, 2015.

Y. Desmedt. What is the future of cryptography? In P. Y. A. Ryan, D. Naccache, and J.-J. Quisquater,
editors, The New Codebreakers - Essays Dedicated to David Kahn on the Occasion of His 85th Birthday,
volume 9100 of Lecture Notes in Computer Science, pp. 109-122. Springer, 2016.

V. S. Sehrawat and Y. Desmedt. Strengthening software diversity through targeted diversification. In
SECURWARE 2016, 2016.

P. D’Arco, R. De Prisco, and Y. Desmedt. Private visual share-homomorphic computation and ran-
domness reduction in visual cryptography. In A. C. A. Nascimento and P. S. L. M. Barreto, editors,
Information Theoretic Security - 9th International Conference, ICITS 2016, Revised Selected Papers,
volume 10015 of Lecture Notes in Computer Science, pp. 95-113, 2016.

Y. Desmedt and A. Shaghaghi. Function-based access control (FBAC): From access control matrix to
access control tensor. In Proceedings of the 8th ACM CCS International Workshop on Managing Insider
Security Threats, pp. 89-92. ACM, 2016.

Y. Desmedt, V. lovino, G. Persiano, and I. Visconti. Controlled homomorphic encryption: Definition and
construction. In M. Brenner, K. Rohloff, J. Bonneau, A. Miller, P. Y. A. Ryan, V. Teague, A. Bracciali,
M. Sala, F. Pintore, and M. Jakobsson, editors, Financial Cryptography and Data Security - FC 2017,
Workshops, WAHC, BITCOIN, VOTING, WTSC, and TA, Revised Selected Papers, Lecture Notes in
Computer Science, pp. 107-129. Springer, 2017.

M. Punekar, Q. M. Malluhi, Y. Wang, and Y. Desmedt. Candidate MDS array codes for tolerating three
disk failures in RAID-7 architectures. In A. Anjum, A. Sill, X. Zhao, M. M. Farid, S. Pallickara, and
J. Cao, editors, Proceedings of the Fourth IEEE/ACM International Conference on Big Data Computing,
Applications and Technologies, BDCAT 2017, Austin, TX, USA, December 05 - 08, 2017, pp. 33-42.
ACM, 2017.

Poster

[1] S. Mahmood and Y. Desmedt. Poster: Preliminary analysis of Google+’s privacy. In 18th ACM Conference
on Computer and Communications Security, October 17-21, 2011.

8.7
[1]

2]

3]

Techreport

Y. Desmedt, J. Vandewalle, and R. Govaerts. Critical analysis of the security of knapsack public key
algorithms. Internal report, ESAT K. U. Leuven Belgium, Leuven Belgium, October 1981. Presented at
IEEE ISIT 1982 and also in IEEE Transaction on Information Theory 1984.

S. Bengio, G. Brassard, Y. Desmedt, C. Goutier, and J.-J. Quisquater. Aspects and importance of
secure implementations of identification systems. Manuscript M209, Philips Research Laboratory, 1987.
Appeared partially in Journal of Cryptology.

G. Davida and Y. Desmedt. “Complete” identification systems. Tech. Report TR-CS-88-15, Dept. of EE
& CS, Univ. of Wisconsin—Milwaukee, May 1988.
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[4]

[5]

8]

[9]

[12]

[13]

[14]

[15]

[16]

M. V. D. Burmester, Y. G. Desmedt, F. Piper, and M. Walker. A general zero-knowledge scheme.
Tech. Report TR-CS-89-1, Dept. of EE & CS, Univ. of Wisconsin—-Milwaukee, March 1989. Published in
Proc. of Eurocrypt ’89.

M. V. D. Burmester, Y. G. Desmedt, F. Piper, and M. Walker. A meta zero-knowledge scheme. Report
89/13, European Institute for System Security, Universitit of Karlsruhe, Germany, 1989. Presented at
CO89 Combinatorial Optimization Conference.

T. Beth and Y. Desmedt. Identification tokens — or: Solving the chess grandmaster problem. Report
90/1, European Institute for System Security, Universitit of Karlsruhe, Germany, 1990. Published in the
Proc. of Crypto "90.

M. V. D. Burmester and Y. Desmedt. All languages in NP have divertable zero-knowledge proofs and
arguments under cryptographic assumptions. Report 90/2, European Institute for System Security,
Universitat of Karlsruhe, Germany, 1990. Published in Proc. Eurocrypt '90.

Y. Desmedt and M. Burmester. An efficient zero-knowledge scheme for the discrete logarithm based on
smooth numbers. Tech. Report TR-91-5-01, Dept. of EE & CS, Univ. of Wisconsin—Milwaukee, May
1991. Presented at Asiacrypt’91.

Y. Desmedt. Computer-life: the next generation of computer viruses. Report 91 /8, European Institute for
System Security, Universitit of Karlsruhe, Germany, 1991. Published in Proc. Symposium on Computer
Security, Threats and Countermeasures, Roma, Italy, 1990.

J.-J. Quisquater and Y. Desmedt. A lotto as an exhaustive code-breaking machine. Report 91/9, Eu-
ropean Institute for System Security, Universitat of Karlsruhe, Germany, 1991. Published in Computer
(IEEE), November 1991.

M. Burmester, Y. Desmedt, and T. Beth. Efficient zero-knowledge identification schemes for smart cards
based on Abelian groups. Report 91/10, European Institute for System Security, Universitét of Karlsruhe,
Germany, 1991. Published in the special issue on Safety and Security, The Computer Journal, February
1992.

Y. Desmedt. A cryptanalytic study of cascade ciphers. Tech. Report TR-91-6-01, Dept. of EE & CS,
Univ. of Wisconsin—-Milwaukee, June 1991.

Y. Desmedt and Y. Frankel. Perfect zero-knowledge sharing schemes over any finite Abelian group.
Tech. Report TR-91-6-02, Dept. of EE & CS, Univ. of Wisconsin—Milwaukee, June 1991. Presented at
Sequences '91, Revised version, “Homomorphic zero-knowledge threshold schemes over any finite Abelian
group”, February 1992.

Y. Frankel and Y. Desmedt. Classification of ideal homomorphic threshold schemes over finite Abelian
groups. Tech. Report TR-92-2-01, Dept. of EE & CS, Univ. of Wisconsin—-Milwaukee, February 1992.
Presented at Eurocrypt ’92.

Y. Frankel, Y. Desmedt, and M. Burmester. Non-existence of homomorphic general sharing schemes for
some key spaces. Tech. Report TR-92-05-03, Dept. of EE & CS, Univ. of Wisconsin—-Milwaukee, May
1992. Presented at Crypto ’92.

Y. Desmedt. Practical interactive proven secure authentication scheme. Tech. Report TR-94-02-02,
Dept. of EE & CS, Univ. of Wisconsin—Milwaukee, February 1994.
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9 Knowledge transfer

Research successfully and sustainable commercialised

e Threshold Cryptography, commercialised by, e.g., IBM. Moreover, the technology is under consideration
to be adapted by the DNSSEC-Deployment Group and used in the financial sector.

e Co-inventor of electronic passports and electronic visas (1988).

e Recruited in 1995 for the post of Vice-President of Citibank (New York) to implement cryptographically
secure e-commerce (declined)

e Cited in several IET RFC, such as RFC 2313, RFC 3447, RFC 3607

e Cited 10 times by different authors in “Contemporary Cryptology,” Editor: G. J. Simmons (Fellow of
Cambridge), IEEE Press, 1992.

e Cited 21 times in the textbook “Applied Cryptography” by Bruce Schneier, 1996

e Cited 12 times in the “Handbook of Applied Cryptography,” by A. J. Menezes, P. C. van Oorschot and
S. A. Vanstone, CRC, 1996

Contributions to scientific and technical encyclopedia:

[1] Y. G. Desmedt. Cryptography. In J. G. Webster, editor, Wiley Encyclopedia of Electrical and Electronics
Engineering, volume 4, pp. 425-432. John Wiley & Sons, New York, 1999.
[2] Y. Desmedt. Cryptographic foundations. In M. Atallah, editor, Handbook of Algorithms and Theory of
Computation, chapter 38. CRC, Boca Raton, 1998.
[3] Y. Desmedt. Encryption schemes. In M. Atallah, editor, Handbook of Algorithms and Theory of Com-
putation, chapter 39. CRC, Boca Raton, 1998.
[4] Y. Desmedt. Breaking One Million DES keys, chapter 9. O’Reilly, Sebastol, California, 1998.
[5] Y. Desmedt. Elgamal public key encryption. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptog-
raphy and Security, p. 183. Springer, 2005.
[6] Y. Desmedt. Fiat-Shamir identification protocol and the Fiat-Shamir signature scheme. In H. C. A. van
Tilborg, editor, Encyclopedia of Cryptography and Security, p. 222. Springer, 2005.
[7] Y. Desmedt. Trojan horses, computer viruses and worms. In H. C. A. van Tilborg, editor, Encyclopedia
of Cryptography and Security, pp. 627-628. Springer, 2005.
[8] Y. Desmedt. Access structure. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography and
Security, p. 7. Springer, 2005.
[9] Y. Desmedt. Covert channels. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography and Security,
pp- 106-107. Springer, 2005.
[10] Y. Desmedt. Deniable encryption. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography and
Security, pp. 142-143. Springer, 2005.
[11] Y. Desmedt. Knapsack cryptographic schemes. In H. C. A. van Tilborg, editor, Encyclopedia of Cryp-
tography and Security, pp. 333-342. Springer, 2005.
[12] Y. Desmedt. Man-in-the-middle attack. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography
and Security, p. 368. Springer, 2005.
[13] Y. Desmedt. Relay attack. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography and Security,
p- 519. Springer, 2005.
[14] Y. Desmedt. Station-to-station protocol. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography
and Security, p. 596. Springer, 2005.
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[15] Y. Desmedt. Threshold cryptography. In H. C. A. van Tilborg, editor, Encyclopedia of Cryptography
and Security, pp. 606-611. Springer, 2005.

[16] Y. Desmedt. Cryptographic foundations. In M. Atallah and M. Blanton, editors, Handbook of Algorithms
and Theory of Computation: special topics and techniques, chapter 9. CRC, Boca Raton, 2nd edition,
2010.

[17] Y. Desmedt. Encryption schemes. In M. Atallah and M. Blanton, editors, Handbook of Algorithms and
Theory of Computation: special topics and techniques, chapter 10. CRC, Boca Raton, 2nd edition, 2010.

[18] Y. Desmedt. Elgamal public key encryption. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia
of Cryptography and Security, p. 396. Springer, 2nd edition, 2011.

[19] Y. Desmedt. Fiat-Shamir identification protocol and the Fiat-Shamir signature scheme. In H. C. A. van
Tilborg and S. Jajodia, editors, Encyclopedia of Cryptography and Security, pp. 457-458. Springer, 2nd
edition, 2011.

[20] Y. Desmedt. Trojan horses, computer viruses and worms. In H. C. A. van Tilborg and S. Jajodia, editors,
Encyclopedia of Cryptography and Security, pp. 1319-1320. Springer, 2nd edition, 2011.

[21] Y. Desmedt. Access structure. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of Cryp-
tography and Security, p. 20. Springer, 2nd edition, 2011.

[22] Y. Desmedt. Covert channels. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of Cryptog-
raphy and Security, pp. 265—266. Springer, 2nd edition, 2011.

[23] Y. Desmedt. Deniable encryption. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of
Cryptography and Security, pp. 322-323. Springer, 2nd edition, 2011.

[24] Y. Desmedt. Knapsack cryptographic schemes. In H. C. A. van Tilborg and S. Jajodia, editors, Ency-
clopedia of Cryptography and Security, pp. 695-704. Springer, 2nd edition, 2011.

[25] Y. Desmedt. Man-in-the-middle attack. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of
Cryptography and Security, p. 759. Springer, 2nd edition, 2011.

[26] Y. Desmedt. Relay attack. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of Cryptography
and Security, p. 1042. Springer, 2nd edition, 2011.

[27] Y. Desmedt. Station-to-station protocol. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia
of Cryptography and Security, p. 1256. Springer, 2nd edition, 2011.

[28] Y. Desmedt. Threshold cryptography. In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of
Cryptography and Security, pp. 1288-1293. Springer, 2nd edition, 2011.

[29] Y. Desmedt and Goce Jakimoski. Broadcast authentication from an information theoretic perspective.
In H. C. A. van Tilborg and S. Jajodia, editors, Encyclopedia of Cryptography and Security, pp. 170-171.
Springer, 2nd edition, 2011.

[30] Y. Desmedt and Goce Jakimoski. Stream and multicast authentication. In H. C. A. van Tilborg and
S. Jajodia, editors, Encyclopedia of Cryptography and Security, pp. 1260-1263. Springer, 2nd edition,
2011.

[31] Q. Yang and Y. Desmedt. Perfectly secure message transmission. In H. C. A. van Tilborg and S. Jajodia,
editors, Encyclopedia of Cryptography and Security, pp. 922-924. Springer, 2nd edition, 2011.

Other applicable contributions:

e consultant for TIS, Network Associates, George Mason University, EpicOne, and Noumena Research
Ventures Ltd.
e member of the advisory board of the Kluwer Encyclopedia on Cryptography (2002-2004, 2009-2011).
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10

Teaching

Teaching to international audiences

Invited speaker at the post-graduate course on cryptology, CWI, Amsterdam, The Netherlands, October
14-25, 1985: “DES”.

e Invited (sole) lecturer at ETH, Ziirich, Switzerland, April 23-24, 1990: Tutorial on Zero-knowledge.
e Invited lecturer at the ICU (Information and Communications University), Taejon, South Korea, Febru-

ary 16-17, 2001: Tutorial on Zero-Knowledge and its Applications.
Invited lecturer at the “Mathematics of Cryptology” (Mathematical Society of the Flemish community),
Brussels, Belgium, May 9, 2003: Different Aspects of Secret Sharing.
Invited at the “Digital Rights Management” (DRM) postgraduate course, Université Catholique de
Louvain, Louvain-la-Neuve, Belgium, May 17-19, 2005:

— Panel on research for the future DRM systems (May 19),

— Traitor Tracing (May 19),

— Digital Steganography: an Introduction (May 19).
Sole lecturer on “Threshold Cryptography,” Universidad Carlos III de Madrid, Spain, June 7-10, 2005.
Invited at the “11th Estonian Winter School in Computer Science” (EWSCS), Palmse, Estonia, March
4-12, 2006:

— Robust Operations Research I: Introduction & Communication Networks

— Robust Operations Research II: Production Networks

— Robust Operations Research III: Operations
Invited at the “Ecole de printemps ”cryptographie et securite informatique,” Soreéze, France, April 28,
2006: “Deni de Service et Securite des Reseaux de Telecommunication.”
Invited at CALIT: Center of Advanced Learning in Information Technologies “Symposium on Systems
Security and Privacy,” Diegem, Belgium, October 19-20, 2006: “From Relative Security to Perceived
Security.”
Sole lecturer on “Threshold Cryptography,” Dalian University of Technology, China, September 10-14,
2007.
Sole lecturer on “The Challenges of Access Control and Cryptography for Communications,” SDR
Europe, Amsterdam Airport, the Netherlands, October 26, 2011.
Invited at Defence IT on “Private and Secure Communication with an Adversarial Insider,” Brussels,
Belgium, June 18-19, 2013.
Invited Summer School lecturer on “Secret Sharing, Anonymization, and Practical Homomorphic En-
cryption,” at Security and Privacy in Digital Life, EIT ICT Labs, University of Trento, Trento, July
28th till August 8th, 2014.
Invited Winter School lecturer on “Secret Sharing and its Applications,” CyberSecurity and Privacy
(CySeP) Winter School, KTH Royal Institute of Technology, Stockholm, Sweden, October 27, 2014.
Invited Summer School lecturer on “Secret Sharing, Homomorphic Encryption, and Threshold Cryptog-
raphy,” at Security and Privacy in Digital Life, EIT ICT Labs, University of Trento, Trento, July 2nd
till 10th, 2015.
Invited Summer School lecturer on “Secret Sharing, Homomorphic Encryption, and Threshold Cryp-
tography,” at Security and Privacy in Digital Life, EIT ICT Labs, University of Trento, Trento, June
26nd till July 8th, 2016.

Invited Summer School lecturer on:
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— Secure Multiparty Computation

— Secret Sharing
at Security and Privacy in Digital Life, EIT ICT Labs, University of Trento, Trento, July 2nd till July
14th, 2017.

Development of curriculum, etc.

At the University of Wisconsin — Milwaukee: Developed the syllabus of the course:

e 469 Introduction to Computer Security: Undergraduate/Graduate

At Florida State University:

e technical leader of its NSA (National Security Agency) Center of Excellence in Information Secu-
rity Education, from May 2000 on (only 14 universities and military academies had received this
recognition in May 2000).

e Developed the syllabi of the courses on:

— CIS 5371 Cryptography
— EN4540 Computer Security
— GS5891: Introduction to Computer Security
At University College London:
the MSc on Information Security:
e MSc on Information Security co-director from 2005-2007,
e Developed the course layout, i.e., requirements, electives and the tracks in: Computer Security,
Cryptography, and Digital Rights Management,
e In 2004, developed the syllabi of the courses:
— COMPGAO01 Computer Security I,
— COMPGAO02 Computer Security II,
— COMPGAO03 Cryptography I (now called: Introduction to Cryptography),
— COMPGAO04 Cryptography II (now called: Advanced Cryptography),
— COMPGAO06 Network Security
the MSc on Information Security Management:
e In 2008, developed the course layout (i.e., requirements and electives),
e Developed the course: Information Security Management

Courses taught

Spring semester 1985 CS 154 Foundations of Computing Science and CS 431 Cryptology in Computing
(University of New Mexico)

Fall semester 1986 IFT 6180 Cryptologie: Theorie et Applications (Cryptology: Theory and Applications)
(Université de Montréal)

Spring semester 1987 IFT 1020 Programmation 2 (Programming) (Université de Montréal)

Fall semester 1987 262-535 Data Structures

Spring semester 1988 262-535 Data Structures and 262-657 — 004 Topics in Cryptology

Fall semester 1988 262-317 Discrete Information Structures and 262-351 Intermediate Programming

Spring semester 1989 262-351 Intermediate Programming and 262-759 Data Security

Fall semester 1989 262-704 Analysis of Algorithms

Spring semester 1990 262-315 Introduction to Computer Organization and Assembly Language Program-
ming and 262-351 Intermediate Programming

28



TEACHING

Fall semester 1990 262-252 Computer Programming II and 262-790 — 001 Advanced Topics in Cryptogra-
phy

Spring semester 1991 262-217 Discrete Information Structures and 262-252 Computer Programming I1

Fall semester 1991 262-755 Information and Coding Theory

Spring semester 1992 262-252 Computer Programming 11

Fall semester 1992 262-252 Computer Programming 11

Spring semester 1993 262-790 Advanced Cryptography

Fall semester 1993 236350 Computer Security (Technion, Israel)

Fall semester 1994 262-217 Discrete Information Structures and 262-759 Data Security

Spring semester 1995 262-217 Discrete Information Structures and 262-790 — 004 Advanced Cryptography

Fall semester 1995 262-755 Information and Coding Theory

Spring semester 1996 262-620 Computer Networks

Fall semester 1996 262-217 Discrete Information Structures and 262-759 Data Security.

Spring semester 1997 262-790 — 002 Advanced Cryptography

Fall semester 1997 262-790 — 001 Internet and Network Security /Insecurity

Spring semester 1998 262-759 Data Security

Fall semester 1998 262-217 Discrete Information Structures and 262-790 — 001 Advanced Cryptography

Spring semester 1999 262-469 Introduction to Computer Security and 262-620 Computer Networks

Fall semester 1999 CIS 4930 and CIS 5930 Special Topics in Computer Science (Cryptography)

Spring semester 2000 CIS 4930 and CIS 5930 Special Topics in Computer Science (Computer Security)

Fall semester 2000 CIS 4930 and CIS 5930 Special Topics in Computer Science (Cryptography)

Fall semester 2001 CIS 4930 and CIS 5930 Special Topics in Computer Science (Cryptography)

Spring semester 2001 CEN4540 Computer Security and CGS5891 Introduction to Computer Security and
CIS 4930 Special Topics in Computer Science (Ada)

Spring semester 2002 CEN4540 Computer Security and CGS5891 Introduction to Computer Security and
CIS5920 Colloquium

Spring semester 2003 COP3502, Sections 05 - 08, Introduction to Computer Science

Spring semester 2004 CIS5930 Section 1 Applied Security

Term 2, 2005—2006: COMPGAO02, Computer Security 11

Term 2, 2006—2007: COMPGAO02, Computer Security 11

Term 2, 2007-2008: COMPGAO02, Computer Security II

Term 2, 2008—2009: COMPGAO02, Computer Security IT and COMPGA04 Advanced Cryptography

Term 2, 2009—2010: COMPGA02, Computer Security II and COMPGA04 Advanced Cryptography

Term 2, 2010-2011: COMPGAO02, Computer Security II and COMPGA04 Advanced Cryptography

Term 2, 2011-2012: COMPGA02, Computer Security II and COMPGA04 Advanced Cryptography

Fall semester 2012 7301.001, Information Theoretical Cryptography

Spring semester 2013 6377.001.13S, Introduction to Cryptography

Fall semester 2013 5333.002.13F, Discrete Structures

Spring semester 2014 (CS5333.001.14S, Discrete Structures and CS6377.001.14S Introduction to Cryptog-
raphy

Fall semester 2014 (CS5333.002.14F, Discrete Structures and CS6377.001.14S Introduction to Cryptogra-
phy

Spring semester 2015 CS7301.005.15S, Advanced Cryptography

Fall semester 2015 (CS5333.002.15F Discrete Structures and CS6377.001.15F Introduction to Cryptography
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Spring semester 2016 CS4V95.001, Undergraduate Course on Introduction to Cryptography

Fall semester 2016 CS5333.002.16F Discrete Structures and CS6377.001.16F Introduction to Cryptography
Spring semester 2017 CS 7301.009/SE 7301.009 Advanced Cryptography

Fall semester 2017 CS5333.002.17F Discrete Structures and CS6377.001.17F Introduction to Cryptography

Other teaching

11

Replacement class:
— for Prof. Colin Boyd (QUT, Australia) on “Security Goals in Cryptography,” July 25, 2005.
— for Prof. Andy Yao (Tsinghua University, China) on “The use of polynomials in cryptography,”
April 10, 2007, April 23, 2010 and April 8, 2011.
— for Dr. Kirill Morozov (Kyushu University, Japan) on “Verifiable Secret Sharing and Secure Mul-
tiparty Computation,” June 8, 2011.
“Computer Security” classes as part of the University College London’s (Department of Electronic &
Electrical Engineering) BT MSc Module 21 “Security in a Networked World,” April 2 and 15, 2008 and
April 22, 2009.
“Computer Security” classes as part of University College London’s (Jill Dando Institute of Crime
Science) course PUBLGC50 “Principles of Information Security,” October 30 and November 2, 2009;
January 24 and 31, 2011; January 23 and 30, 2012.

Enabling

11.1 Offices held in professional organizations

Committee Chair: Antivirus Methods Congress: University members: 1991-1992,
President of the IJACR 2002 Election Committee,
Member of the IACR 1992 and 2001 Nomination Committee,
returning officer of the TACR, 2001 elections,
Director (elected) of the International Association of Cryptologic Research (IACR, which organizes
Crypto, Eurocrypt, and Asiacrypt) terms 1992-1993, 2001-2003, and 2006—2008,
Chair of the 2008 TACR BOD Subcommittee to recommend a list of candidates for the new Editor in
Chief of the Journal of Cryptology,
Chair of the Steering Committee of the:

— International Conference on Cryptology and Network Security (2005- ),

— International Conference on Information Theoretic Security (2006 ),
Member of the Steering Committee of the International Workshop on Practice and Theory in Public
Key Cryptography, PKC, (2000 ).
Member of the Board of Directors of International Financial Cryptography Association, Elected, 2013-
2016,

e Member of the Steering Committee of cataCRYPT (2014- ),
e Member of the Steering Committee of IEEE Science and Information Conference (2015- ).
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11.2 Editing and reviewing

Date Details

1988-1991 and 1996-1998 Reviewer for Mathematical Reviews (American Mathematical So-
ciety)

1993-1995 Contributing editor for Computer & Communications Security Re-
views

2001-2013 editor of The Journal of Computer Security

July 2001-July 2011 editor of Information Processing Letters

since May 2005 Editor-in-chief of the IEE Proceedings, Information Security (now
called: IET Information Security)

2006-2012 editor of Advanced Mathematics of Communications

20102011 editor of Computers & Security

11.3 Conferences

e Program Chair of:
— Crypto 94,
the ACM workshop on Scientific Aspects of Cyber Terrorism (SACT) 2002
the TACR International Workshop on Practice and Theory in Public Key Cryptography (PKC)
2003,
Co-Program Chair of the 4th International Conference on Cryptology and Network Security (CANS)
2005, and
— the International Conference on Information Theoretic Security (ICITS) 2007.
— Program Chair of the Information Security Conference (ISC) 2013
e Member of the Program Committee of:

Eurocrypt ’89. Crypto 90, Asiacrypt’91, Eurocrypt '92, ESORICS 92, Auscrypt’92, Eurocrypt 93,
Eurocrypt 94, Asiacrypt ‘94, 1996 International Conference on Cryptology & Information Security, Eu-
rocrypt 98, Public Key Cryptography 99, 1999 International Conference on Information and Commu-
nications Security (ICICS’99), Public Key Cryptography 2000, Asiacrypt 2000, Public Key Cryptogra-
phy 2001, 6th Australasian Conference on Information Security and Privacy (ACISP) 2001, the 8th ACM
Communications and Computer Security (CCS) Conference in 2001, RSA conference 2002 (Cryptogra-
phers Track), International Workshop on Practice and Theory in Public Key Cryptography (PKC) 2002,
the 3rd International Workshop for Asian Public Key Infrastructure IWAP 2003, IEEE Globecom 2003
Communications Security Symposium, Indocrypt 2003, the IACR International Workshop on Practice
and Theory in Public Key Cryptography (PKC) 2004, 9th Australasian Conference on Information Secu-
rity and Privacy (ACISP) 2004, 4th Conference on Security in Communication Networks, SCN 2004, 7th
International Information Security Conference, ISC 2004, 2004 International Conference on Information
and Communications Security (ICICS’04), the IACR International Workshop on Practice and Theory
in Public Key Cryptography (PKC) 2005, Financial Cryptography 2005, 10th Australasian Conference
on Information Security and Privacy (ACISP) 2005, Malaysia Cryptography (MyCrypt) 2005, 2005 In-
ternational Conference on Information and Communications Security (ICICS’05), RSA conference 2006
(Cryptographers Track), ACM Symposium on Information, Computer and Communications Security,
2006 (ASIACCS 2006), Critical Information Infrastructures Security, 2006, International Conference on
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Information and Communications Security (ICICS’06), Fifth International Workshop on Applied PKC
(IWAP’06), Asiacrypt 2006, Indocrypt 2006, Australasian Information Security Workshop 2007, Finan-
cial Cryptography 2007, Public Key Cryptology 2007, 12th Australasian Conference on Information
Security and Privacy (ACISP) 2007, Africacrypt 2010, 15th Australasian Conference on Information
Security and Privacy (ACISP 2010), Track on “Cryptography, Security and Trust” at 37th Interna-
tional Conference on Current Trends in Theory and Practice of Computer Science (SOFSEM 2011),
16th Australasian Conference on Information Security and Privacy (ACISP 2011), VOTEID2011, 12th
Joint IFIP TC6 and TC11 Conference on Communications and Multimedia Security (CMS 2011), In-
docrypt 2011, 17th Australasian Conference on Information Security and Privacy (ACISP 2012), RSA
conference 2013 (Cryptographers Track), Conference on Communications and Multimedia Security 2013,
Emerging Ubiquitous Systems and Pervasive Networks 2014, ProvSec 2015, International Information
Security Conference (ISC 2015), the TACR International Workshop on Practice and Theory in Public
Key Cryptography (PKC) 2016, Systems Security and Privacy Track of ANT 2016, International Confer-
ence on Information and Communications Security 2016, International Information Security Conference
(ISC 2016), International Conference on Cryptology and Network Security 2016.
Tutorial Chair of the 9th ACM Conference on Computer and Communications Security, 2002.
Publicity Chair of:

— New Security Paradigms Workshop 96.

— New Security Paradigms Workshop ’97,
NSF Research Panels (several times).
Panel member of the:

— Eurocrypt '92 panel: Trapdoor Primes and Moduli.

— ESORICS 92 panel: Availability and Integrity (replacing T. Beth),

— SPRC 93 panel: Block Ciphers vs. Stream Ciphers,

— NCSC 93 panel: Summary of New Security Paradigms Workshop,

— Crypto '94 panel (moderator): Securing an Electronic World: Are We Ready?

— 9th IEEE Computer Security Foundations Workshop, 1996: Panel 3: What is an attack on a
cryptographic protocol?

— DIMACS Workshop on Design and Formal Verification of Security Protocols panel, 1997 (mod-
erator): Design Versus Verification: is verification the wrong approach? (Submitted panel.)
http://dimacs.rutgers.edu/Workshops/Security /program2 /yvo-panel.htm

— 23rd National Information Systems Security Conference, 2000: Issues in High Performance Com-
puting Security — A Panel Discussion,

— the 7th ACM Conference on Computer and Communications Security, 2000 (moderator): Which
PKI (Public Key Infrastructure) is the right one? (Submitted panel.)

— RFID panel at Financial Crypto 2007.

— the Financial Crypto 2008 Panel (Moderator) on Real Electronic Cash versus Academic Electronic
Cash versus Paper Cash (submitted panel)

— the Financial Crypto 2013 Panel (Member) on Security of Online Banking

— the Annual Conference (Human After All: Innovation, Disruption, Society) organized by “The Insti-
tute for New Economic Thinking,” Toronto, Canada on Cyber War, Cyber Space: National Security
and Privacy in the Global Economy, (also interviewed, see https://www.youtube.com/watch?v=dnk1SOpgVJO)

— Free and Safe in Cyberspace, September 24-25, 2015, Brussels, Belgium

— CataCRYPT 2017, Paris, France (Moderator) on How to Promote Funding for Cryptanalysis?
(submitted panel)
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e Session Chair at:

Crypto ’87 (the informal session). Eurocrypt ‘88, Crypto '90, Asiacrypt’91, Eurocrypt '92, Auscrypt '92,
SPRC '93, Eurocrypt '93, Eurocrypt '94, Workshop on Key Escrow (Karlsruhe, Germany, 1994), ISIT’94,
New Security Paradigms Workshop 95, New Security Paradigms Workshop ’96, Public Key Cryptog-
raphy ’99, Communications and Multimedia Security 99 (IFIP), Cryptography and Computational
Number Theory Workshop (1999), 5th Australasian Conference on Information Security and Privacy
2000, Public Key Cryptography 2001, Workshop on Cryptographic Protocols, Monte Verita, Ascona
(2001), 8th ACM Conference on Computer and Communications Security 2001, PKC 2002, RSA 2002
(Crypto Track), Crypto 2002, PKC 2003, ICEIS 2004, ACISP 2004, Cryptography Workshop (Luminy,
2004), PKC 2005, Financial Cryptography 2005, ACISP 2005, ISC 2005, CANS 2005, CRITIS 2006, Asi-
acrypt 2006, CANS 2006, Financial Cryptography 2007, Public Key Cryptography 2007, International
Workshop on Coding and Cryptology 2007, ICITS 2007, Asiacrypt 2007, CANS 2007, Financial Cryp-
tography 2008, ICITS 2008, CANS 2008, ICITS 2009, CANS 2009, Africacrypt 2010, Inscrypt 2010, ISC
2010, ICISC 2010, CANS 2010, ICITS 2011, CANS 2011, SCN 2012, Financial Cryptography 2013, ISC
2013, CANS 2013, ICITS 2013, CANS 2014, CANS 2015, Financial Cryptography 2016, SECURCOMM
2016, ICITS 2016, CANS 2017, 16th IMA International Conference on Cryptography and Coding.

11.4 Refereeing journal papers, conferences (external), grant proposals:

Crypto 83, The Twentieth Annual International Symposium on Fault-Tolerant Computing 1990, IEEE Trans-
actions on Software Engineering (1991), IEEE Journal on Selected Areas in Communication (1988 and 1992),
Australian Research Counsil (1992), 1st ACM Conference on Computer and Communications Security (1993),
Journal of Computer Security (1992 — 1993), IEEE Transactions on Networking (1994), Electronics Letters
(1990-1994), Computers & Mathematics with applications (1993 — 1994), Designs, Codes and Cryptography
(1995), Information Processing Letters (1993 — 1995), Journal of Cryptology (1987-1996), 1997 International
Symposium on Information Theory, Journal of the ACM (1997), Theoretical Computer Science (1997), John
Wiley (preliminary book proposal review, 1998), 2000 International Symposium on Information Theory, IEEE
Transactions on Computers (1995 and 2001), The International Conference on Dependable Systems and Net-
works (DSN) 2002, IEEE Tr. Information Theory, (1983 — 1987, 2005), NSF (1991-2005), EPSRC (since
2007), Royal Society (2011), FWF Austrian Science Fund (2011), Asiacrypt 2011, ERC (2014), SODA 2016.

11.5 External academic service

External member of the PhD jury of:

e Thomas Johansson, Dept. of Info. Theory, Lund University, Sweden, 1994 (present at the defense).

e David Naccache, Ecole Nationale Supérieure des Télécommunications, Paris, France, 1995 (present at
the defense),

e Raphael Phan, Multimedia University, Malaysia, 2005,

e Michelangelo Giansiracusa, Queensland University of Technology, Brisbane, Australia, 2005
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11.6 Internal academic service: university level

e Member of the Faculty and Staff Rewards and Incentives Committee September 1998-May 1999 (Uni-
versity of Wisconsin-Milwaukee).

Member of the Executive Committee of the Division of Natural Sciences, September 1995-July 1999
(University of Wisconsin-Milwaukee).

Member of the CIRC Security Committee (January 2000-April 2004) (Florida State University).
Member of the Committee on Academic Integrity 2016-2017 and 2017-2018 (University of Texas at
Dallas).

11.7 Internal academic service: college level

e Member of the Computer Science Curriculum Committee between 1988 and 1990 (University of Wisconsin—
Milwaukee).

e Member of the Total Quality Management (TQM) Research and Scholarship committee (College), 1992—
1993 and 1996-1997 (University of Wisconsin—-Milwaukee).

e Member of the Task Force For Promoting Research in the College of Engineering and Applied Science,
September 1997-July 1999 (University of Wisconsin—Milwaukee).

e Member of the Graduate Program Subcommittee (College) between 1991 and 1993 (University of
Wisconsin-Milwaukee).

11.8 Internal academic service: department level

Syllabus and course development: see
e Member of:

— the master thesis exam committee of: Valois Denis (Université de Montréal), Dancs Frank (Univer-
sity of Wisconsin—Milwaukee), Sam Thao (University of Wisconsin—-Milwaukee), Larry Rodrigues
(University of Wisconsin—Milwaukee), Lisa Eng (University of Wisconsin—-Milwaukee) and Doan
An Hai (University of Wisconsin-Milwaukee).

— undergraduate honors thesis exam committee of Yanet Manzano (Florida State University, Spring
2000).

e Chair of the Computer Science curriculum subcommittee on Mathematics Requirements and Theory
Courses, 1995-1996 (University of Wisconsin-Milwaukee).

e Representative for the library 1987-1996 (University of Wisconsin—Milwaukee).

e Member of the Computer Science Graduate Curriculum Committee December 1998—July 1999 (Univer-
sity of Wisconsin-Milwaukee).

e Coordinator for the letters of evaluation for possible promotion of Dr. McRoy in 1998-1999 (University
of Wisconsin-Milwaukee).

e Member of the Infrastructure Proposal Committee of the Department of Computer Science, Fall 2000
(Florida State University).

e Member of the Faculty Evaluation Committee of the Department of Computer Science academic year
2000-2001 (Florida State University).

e Chair of the Computer Security Curriculum Subcommittee of the Department of Computer Science

since Fall 1999-Spring 2002 (Florida State University).
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Chair of the Equipment Committee of the Department of Computer Science during the academic year
2000-2001 (Florida State University) and member Fall 2000-Spring 2002 and from Fall 2003 on.

Chair of the InfoSec Subcommittee of the Department of Computer Science Fall 2000-Spring 2002
(Florida State University).

Member of the Faculty Recruitment Committee of the Department of Computer Science from 1999-2001
(Florida State University) and 2002-2003.

Member of the PhD Portfolio Evaluation Committee, from Spring 2003- Spring 2004 (Florida State
University)

Organizer of the 2004-2005 Adastral Seminar Series, invited speakers included: Gilles Brassard, Jean
Camp, Craig Gentry, Sushil Jajodia, Xiaoyun Wang and Brent Waters.

Member of the Adastral Academic Staff Recruitment Committee (University College London, 2004-2009)

11.9 Community and Outreach

Examples:

Public Lecture for TV: “Authentication in local and international environments”, Center for Continuing
Education, November 1988.

e Member of the FBI Milwaukee Infragard Chapter in 1998-1999.
o Lectured for the State of Florida Chief Information Officers’ Council on “FSU’s Efforts to Address

Information Security and Assurance in Florida” (jointly with Ted Baker) on January 19, 2000.
Attended the White House Reception for the NSA Center on May 25 2000 and May 24, 2001, Washington,
D.C.

Organized two lectures on “Electronic Voting Using Cryptography”, presented by Dr. Kazue Sako
(NEC Corporation, Japan) on February 22 and 23, 2001 at Florida State University. The event was
attended by people from State as well as Florida State University faculty and students. An interview
was broadcasted on TV.

Interviewed by the newspaper Tallahassee Democrat for their September 19, 2001 front page article the
“Common flaw in security exploited.”

Interviewed about the Nimda worm on ABC, Channel 27, Tallahassee, on September 18 and September
19, 2001.

Interviewed by Florida State University “Research — In Review”, Winter 2002, “Digital Deception,”
pp. 39-41.

Attended the NSA (National Security Agency) Center of Excellence in Information Security Education
Meeting at NSA, Maryland, USA, November 19, 2002 and also on September 11, 2001 and October 19
and 20, 2000.

Seminar lecture, Florida A&M University, Computer and Information Sciences, “Information Security
Research and Education,” February 11, 2003, Tallahassee, FL.

Lectured for the Faculty and Friends Club of Florida State University “Protecting against Computer
Threats,” February 23, 2003, Tallahassee, FL.

Main organizer of and speaker at the “Summer School on Information Security”, May 15-23, 2003,
Florida State University, Tallahassee, Florida, USA,

Meeting with the Review Panel of the Australian High Tech Crime Centre, May 23, 2006, Gold Coast,
Australia.
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e Interviewed about LulzSec’s hacking by Sky News, London, UK, June 25, 2011.

e News articles mentioning Mahmood-Desmedt’s work on Google+’s privacy weaknesses in ZDNet Aus-
tralia, Zeit Online (German), Handelsblatt (German), Let’s Talk (BT Blog), Security Lab for Positive
Securities (Russian), Americas Review, etc. November 28-29, 2011.

11.10 Other

e Application Leader of 12 (Internet 2) January-August 1997.
e Member of the Internet2 Security Working Group (2000-2004).
e Member of the Ecrypt Strategic Committee 2006-2007 and 2009-2012.

12 Invited talks

At conferences and workshops:

Date Details
May 16-18, 1984 ICC 84, IEEE, Amsterdam, The Netherlands: Cryptography : How to attack,
what to protect?
October 1521, 1989 the “Monte Verita Seminar: Future Directions in Cryptography”, Ascona,
Switzerland:
o “Subliminal-free authentication in an international environment”
e “Practical applications of zero-knowledge”

November 23-24, 1989 Secondo Simposio su Stato e Prospettive della Ricerca crittografica in Italia:
Cryptanalysis of conventional and public key cryptosystems
April 15-21, 1990 Mathematical Concepts of Dependable Systems, Oberwolfach, Germany:
e An introduction to zero-knowledge proofs
e Defining primitives for dependable communication
o System security of identification

July 3-6, 1991 E.I.S.S.-Workshop, Public-Key Cryptography: State of the Art and Future Di-
rection, Oberwolfach, Germany: Alternative approach to cryptanalysis
November 23-25, 1992 ESORICS 92, Toulouse, France: Breaking the traditional computer security re-
search barriers
December 13-16, 1992 Auscrypt '92, Gold Coast, Australia: Threshold cryptosystems
February 15-16, 1993 3rd Symposium on State and Progress of Research in Cryptography, Rome, Italy:
Threshold cryptography
June 22-24, 1994 the “Workshop on Key Escrow”, Karlruhe, Germany:
e “Threshold Decryption”
o “Securing Traceability of Ciphertexts”
o “What we Really Need”
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September 24-29, 1995

August 11 - 13, 1997

the “Cryptography Workshop 95”, Luminy, France:
o “Zero-Knowledge Secret Sharing, Reed-Solomon Codes and its Applications”
o “Reliable Private Digital Libraries”
o “Unconditionally Secure Identifications”

the DARPA PI meeting on Wrappers & Composition, Lake Tahoe, California:
Critical Analysis of the Use of Redundancy to Achieve Survivability in the Pres-
ence of Malicious Attacks

September 17-19, 1997 Information Security, Tatsunokuchi, Japan: Some recent research aspects of

threshold cryptography

September 21-26, 1997 “Cryptography” workshop, Dagstuhl, Germany: Generalizing proactive secret

March 8-13, 1998

July 6-18, 1998

March 1-3 , 1999

June 20-25, 1999
September 26 — Oc-

tober 1, 1999
November 22—-26, 1999

May 5-6, 2000
March 18 - 23, 2001

October 24-25, 2001

November 2—4, 2001

September 22-27, 2002
October 30 - Novem-
ber 1, 2002

9-11 July, 2003

sharing
the “International Workshop on Cryptographic Protocols,” Monte Verita, As-
cona, Switzerland: New approaches to asymmetric traitor tracing
the “Coding and Cryptography” workshop, IMA (Institute for Mathematics and
its Applicants), University of Minnesota: : Computational complexity and covert
aspects of secret sharing and their applications
the second International Workshop on Practice and Theory in Public Key Cryp-
tography, Kamakura, Japan: A Research Agenda for Public Key Cryptography
for the Next Century
the 1999 IEEE Information Theory Workshop”, Kruger National Park, South
Africa: The Use of Coding and Information Theory in Threshold Cryptography
the “Cryptography” workshop, Luminy, France: Using Artificial Intelligence and
Computational Complezity to study Secure Distributed Systems
the “Cryptography and Computational Number Theory” workshop, Singapore:
e Democratic Threshold Cryptography,
o Asymmetric Multi-Party Cryptography.

Tenth National Conference on Information Security, Hualien, Taiwan: A defini-
tion of cryptography
the “Workshop on Cryptographic Protocols”, Monte Verita, Ascona, Switzerland:
Back to the Future in Information Security (Part II)
the “ARO Invitational Workshop on Information Assurance” George Mason Uni-
versity, Fairfax, Virginia: Where are the weakest links and what is the best strategy
to protect?
(feature speaker) at the 3rd Midwest Arithmetical Geometry in Cryptography
Workshop, University of Illinois, Urbana-Champaign, Illinois,
o Vector Spaces and Secure Authentication
e From Vector Spaces and Modules to E-Commerce with Untrusted Insiders
e Applications of Combinatorial Geometry to Practical Cryptography

“Cryptography”, Dagstuhl, Germany: FEfficient Proven Secure Steganography
The Second International Workshop for Asian Public Key Infrastructure, Taipei,
Taiwan: Security problems with on-line revocation

8th Australasian Conference on Information Security and Privacy (ACISP), Wol-
longong, Australia: On-Line Revocation and PKI.
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April 13, 2004

May 10-12, 2004
September 22-24, 2004
November 8-12,
2004

July 4-6, 2005

July 7, 2005

October 2-5, 2005
October 1 - October
12, 2005

October 16-19, 2005
November 29, 2005

December 1, 2005

January 17, 2006

May 21-26, 2006

July 10, 2006

September 10-15, 2006
October 9 - 13, 2006
March 4-9, 2007

June 8-13, 2007

September 16-21, 2007

(keynote speaker) the 2nd Workshop On Security In Information Systems
(WOSIS), Porto, Portugal: Towards a formal definition of cryptography

Fourth Conference on the Advanced Encryption Standard (AES), Bonn, Ger-
many: Complementation-like and cyclic properties of AES round functions
(keynote speaker) the Spanish bi-annual meeting in Computer Security & Cryp-
tology (RECSI), Madrid: Scientific Analysis of Cyber Terrorism
“Cryptography”, Luminy, France: Towards a formal definition of cryptography.

ACISP 2005, Brisbane, Australia: Potential impacts of a growing gap between
theory and practice in information security

invited address at “RNSA Networks Workshop on Research Challenges in Infor-
mation Security”, Brisbane, Australia: Research challenges in network security
beyond cryptography

“Symposium in honor of Jack van Lint”, Eindhoven, the Netherlands: Beyond
Error-Correcting Codes.

NATO ASI, Yerevan, Armenia: Security when routers are taken over by the ad-
versary

IEEE Information Theory Workshop on Theory and Practice in Information-
Theoretic Security, Awaji Island, Japan: Unconditionally private and reliable
communication in an untrusted network

“Quantum Optics,” Tokyo, Japan: Perfect Privacy with Perfect Decryptability
over a Wiretap Channel

“IPA Day on Cryptography” Tokyo, Japan: Perfect Privacy with Perfect De-
cryptability over a Wiretap Channel

(keynote speaker) at the Australasian Information Security Workshop - Network
Security, 2006, Hobart, Australia: A Secure Internet with Hacked Routers in an
Untrusted Network

AusCERT’s annual Asia-Pacific IT Security Conference, Gold Coast, Australia:
Academia vs. Business vs. Hackers in Information Security: the Case of Identity
Theft

Combinatorics for Cryptography special session at the 31st Australasian Confer-
ence on Combinatorial Mathematics & Combinatorial Computing, Alice Springs,
Australia: Using combinatorics to achieve anonymity, reliability and privacy in
networks

“From Security to Dependability” Dagstuhl, Germany: Combining reliability and
privacy in networks in general: a survey

“Number Theory and Cryptography - Open Problems” IPAM, UCLA, Los An-
geles: Trapdoor-Free RSA Like Assumption

“Cryptographic Protocols” Bertinoro, Italy: The Need for Automated Design of
Cryptographic Protocols

“International Workshop on Coding and Cryptology” Wuyishan, China: Perfect
Privacy with Perfect Decryptability over a Wiretap Channel

“Cryptography” Dagstuhl, Germany: Applying Recreational Mathematics to Se-
cure Multiparty Computation
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November 13, 2008
December 12-14, 2008
May 24-29, 2009

July 26-31, 2009

November 26, 2010

June 7, 2011

June 28-30, 2011

July 11-15, 2011

September 7-9, 2011

“IPA Day on Cryptography” Tokyo, Japan: Applying Recreational Mathematics
to Secure Multiparty Computation

“NTU-Tsinghua Workshop on Discrete Mathematics & Theoretical Computer
Science 2008” Singapore: Modern Cryptography: The State of the Art

“2009 Workshop on Cryptographic Protocols and Public-Key Cryptography”
Bertinoro, Italy: 60 years of scientific research in cryptography: a reflection
“Classical and Quantum Information Assurance Foundations and Practice”
Dagstuhl, Germany: Towards Post-Quantum Key Ezchange and Public Key En-
cryption Schemes using Non-Abelian Groups

“Jean-Jacques Quisquater Emeritus day” Université Catholique de Louvain, Bel-
gium: A survey of almost 30 years of joint research with Prof. Quisquater
“Workshop ”Secret Sharing and Cloud Computing,” Institute of Mathematics for
Industry, Kyushu University, Japan: Secure Multiparty Computation to Protect
Cloud Computing

“The 8th IEEE/FTRA International Conference on Secure and Trust Computing,
Data Management, and Applications,” Loutraki, Greece: 30 Years Computer
Hacking: Can we achieve Secure and Trusted Computing?

“International Workshop on Network Topologies,” Brussels, Belgium: A Survey
of Generalized Connectivity and its Applications in Security

“Seventh International ICST Conference on Security and Privacy in Communi-
cation Networks (SecureComm 2011),” London, UK: Why Security Engineering
Fails

September 25-30, 2011 Public-Key Cryptography, Dagstuhl, Germany: Active Security in General Secure

December 15, 2011

October 5, 2012

October 26-27, 2012

December 6-7, 2012

May 21-25, 2013

May 31, 2013

September 3-4, 2013

Multi-Party Computation via Black-Box Groups

“Symposium on Mathematical Theory in Cryptologic Research,” Chinese Asso-
ciation for Cryptologic Research, Beijing, China: A Survey of Generalized Con-
nectivity and its Applications in Security

workshop on “Cryptographic Technologies suitable for Cloud Computing,”
Kyushu University, Fukuoka, Japan: Secure Multiparty Computation almost with-
out Verifiable Secret Sharing

Workshop - Online Security and Civil Rights: A Fine Ethical Balance, Hert-
fordshire, UK: On the Key Role Intelligence Agencies can play to Restore our
Democratic Institutions

Keynote lecture at the workshop on the International View of Cryptography and
Security and Their Use in Practice: Focus on Mobile and Embedded Computing,
Beijing, China: Deployment issues related to cryptography in cloud computing
and social networks

the Mathematics of Information-Theoretic Cryptography Workshop, Leiden, the
Netherlands: Functional Secret Sharing

the International State of the Art Cryptography Workshop, Athens, Greece: The
bumpy road to deployment: mislabeling practical and theoretical research
Variety of Algebraic, Nonlinear and Dynamical Equations With Applications in
Learning, Life Sciences and Esecurity, Katholieke Universiteit Leuven, Leuven,
Belgium: From Public Key Infrastructures to Secure Multiparty Computation.
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September 5-6, 2013
April 3-4, 2014

May 16, 2014
October 29, 2014

December 11, 2014,

May 1, 2015

September 25, 2015,

September 30, 2015
May 13, 2016

May 31, 2016

September 5, 2016

May 5, 2017

June 12, 2017

December 8, 2017

At seminar series:

Date

keynote speaker at Secure Digital Ecosystems conference, September 5-6, 2013,
Leuven, Belgium: An academic vision on cyber security in the future.

the Cloud Computing Security and Identity Workshop, The National Museum of
Computing, Bletchley Park Milton Keynes: Clouds: A point of no return?

the International State of the Art Cryptography Workshop, Copenhagen, Den-
mark, with lecture: A proposal for personal clouds

cataCRYPT, San Fransisco, California: From Cryptology to Cryptonomy, or Are
we putting all our Crypto Eggs in a Single Basket?

Keynote speaker at Conference on Cyber Security & Privacy, Rome, Italy:
Can we maintain Human Rights in Our Cyber Empire? (also interviewed, see:
https://www.youtube.com/watch?v=33_pN4UI1Fg )

the International State of the Art Cryptography Workshop, Sofia, Bulgaria: From
Cryptology to Cryptonomy, or Are we putting all our Crypto Eggs in a Single
Basket?

Keynote speaker at Free and Safe in Cyberspace, Brussels, Belgium Threshold
Cryptography and Redistribution of Secret Shares as Tools to increase Privacy
and Functionality of Escrow Systems.

cataCRYPT, Florence, Italy: Are we Learning from Information Security Catas-
trophes?

the International State of the Art Cryptography Workshop, Vienna, Austria:
Should we ban encryption? The world is not black and white.

invited speaker at the workshop on Theory and Practice of Secure Multiparty
Computation 2016, Aarhus, Denmark: Optimal round VSS with a non-interactive
Dealer: VSS as a special case of VSR,

keynote speaker at the workshop on Secret Sharing for Dependability, Usabil-
ity and Security of Network Storage and Its Mathematical Modeling, Kyushu
University, Fukuoka, Japan: Applications of Secret Sharing: Beyond Storage
the International State of the Art Cryptography Workshop, Paris, France: A
Summary of CATAcrypt

keynote speaker at the workshop on “Cryptographic Technologies for Secur-
ing Network Storage and Their Mathematical Modeling,” Kyushu University,
Fukuoka, Japan: Human Recomputable Secret Shares and their Applications in
E-Voting

the International State of the Art Cryptography Workshop, Hong Kong: Internet
Voting on Insecure Platforms

Details

September 13—-15, 1983 IBM Yorktown Heights, New York, U.S.A.: “Analytic characteristics of DES”.

September 16, 1983

Bell Labs, Murray Hill, New Jersey, U.S.A.: “Analytic characteristics of DES”.

September 17-25, 1983 the Univerité de Montréal, Québec, Canada: “Analytic characteristics of DES”.

August 27-29, 1984

the NBS (National Bureau of Standards), Department of Commerce, Gaithers-
burg, Maryland, U.S.A.: “Cryptography in Belgium”.
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June 13-14, 1985
July 9, 1985

June 13, 1986
October 30, 1986
February 4-6, 1987
April 1, 1987

June 3, 1987

June 13-14, 1988
June 21, 1988

June
1988

26-July 25,

June 28, 1988

July 1, 1988

July 4-8, 1988

July 20, 1988
July 21, 1988
June 23, 1989
July 3, 1989

July 7, 1989

the “CWI”, Amsterdam, The Netherlands: “DES”.
“Philips Usfa”, Eindhoven, The Netherlands: “Over de weiligheid van de data
encryption standard” (“About the security of the data encryption standard”).
the “CWI”, Amsterdam, The Netherlands: “Additional properties on the S-bozes
of the DES”.
the University of Waterloo, Dept. of Electrical Engineering, Waterloo, Ontario,
Canada: “The data encryption standard”.
the University of Western Ontario, Dept. of Computer Science, London, Ontario,
Canada: “DES”.
Queen’s University, Dept. of Electrical Engineering, Kingston, Ontario, Canada:
“Special uses and abuses of the Fiat-Shamir Identification Protocol”.
the NBS (National Bureau of Standards), Department of Commerce, Gaithers-
burg, Maryland, U.S.A.: “Special uses and abuses of the Fiat—Shamir Passport
Protocol”.
the University of Karlsruhe, Fakultat fiir Informatik, Karlsruhe, Germany: “Pro-
tecting against Abuses of Cryptosystems”.
Philips Research Laboratory, Brussels, Belgium:
Cryptosystems”.
University of London, Department of Mathematics, Royal Holloway and Bedford
New College, Great Britain:

e “An introduction to zero-knowledge”

o “Zero-knowledge and identification”

o “Zero-knowledge and subliminal-freeness”.

“Protecting against Abuses of

Oxford University, Merton College and Mathematical Institute, Oxford, Great
Britain: “Protecting against Abuses of Crypto-systems”.
University College Cardiff, Dept. of Computing Mathematics, Great Britain:
e “Security Problems with the Unforgeable (Feige—)Fiat-Shamir Proofs of
Identity and How to Overcome Them”
o “Subliminal-free Authentication and Signature”.

CWTI (Centre for Mathematics and Computer Science), Amsterdam, The Nether-
lands:
e “Security Problems with the Unforgeable (Feige—)Fiat-Shamir Proofs of
Identity and How to Overcome Them”
e “Protecting against Abuses of Crypto-systems”.

Hewlett Packard, Bristol, Great Britain: “DES and block ciphers”.

GE (General Electric) Information Services, GEISCO limited, London, Great
Britain: “Security Problems with the Unforgeable (Feige—)Fiat-Shamir Proofs of
Identity and How to Overcome Them”.

University of Karlsruhe, Fakultdt fir Informatik, Karlsruhe, West-Germany:
“Viruses in the Computer World,”

the Institut fur Signal-und Informationsverarbeitung, ETH-Zentrum, Ziirich,
Switzerland: “Subliminal-free Authentication”.

University of Karlsruhe, Fakultdt fir Informatik, Karlsruhe, West-Germany:
“Key Management in a Group Oriented Society,” .
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June 10, 1991

June 14, 1991
July 2, 1991

July 18, 22, & 29,
1991

August 14-16, 1991

August 29, 1991

October 4, 1991

November 15, 1991

November 15, 1991
January 7, 1992

April 27, 1992

May 4, 1992

May 20, 1992

June 25, 1992

July 10, 1992

Philips Research Laboratory, Louvain-la-Neuve, Belgium, at the Université
Catholique de Louvain: “The Deep Aspect of Deep Coin Tosses in Zero-
Knowledge”.
the Fondazione Ugo Bordoni, Rome, Italy: “The Deep Aspect of Deep Coin Tosses
i Zero-Knowledge”.
the Fakultét fiir Informatik, University of Karlsruhe, Germany: “Unconditional
Subliminal-Freeness in Unconditional Authentication Systems,” .
University of New South Wales, ADFA, Department of Computer Science, Can-
berra, Australia:
e “Unconditional Subliminal-Freeness in Unconditional Authentication Sys-
tems,”
e “Perfect Zero-Knowledge Sharing Schemes over any Finite Abelian Group,”
o “FElectronic Public Notary: An Overview,”

the University of New England, Armidale, Australia:
o “Unconditional Subliminal-Freeness in Unconditional Authentication Sys-
tems,”
e “Perfect Zero-Knowledge Sharing Schemes over any Finite Abelian Group,”
o “An Efficient Zero-Knowledge Scheme for the Discrete Logarithm based on
Smooth Numbers,”

University of New South Wales, ADFA, Department of Computer Science, Can-
berra, Australia: “An Efficient Zero-Knowledge Scheme for the Discrete Loga-
rithm based on Smooth Numbers,”

University of Wisconsin—Milwaukee, Fall Computer Science Seminars: “Uncon-
ditional Subliminal-Freeness in Unconditional Authentication Systems,” .

NTT Communications and Information Processing Lab., Nippon Telegraph and
Telephone Corp., Yokosuka—Shi, Kanagawa, Japan: “Perfect Zero-Knowledge
Sharing Schemes”.

Mitsubishi Electric Corporation, Computer & Information Systems Lab., Ka-
makura, Kanagawa, Japan: “Reliable Parallel Multisignatures”.

the Univerité de Montréal, Québec, Canada: “Unconditional Subliminal-Freeness
in Unconditional Authentication Systems,” .

Department of Computer Science and Engineering, University of Nebraska — Lin-
coln: “Unconditional Subliminal-Freeness in Unconditional Authentication Sys-
tems,” .

the Fondazione Ugo Bordoni, Rome, Italy: “Threshold Signatures as Secure as
RSA”.

the Fakultét fiir Informatik, University of Karlsruhe, Germany: “Threshold Sig-
natures as Secure as RSA, or the Difficulty in Combining Two Security Primi-
tives,” .

University of London, Department of Mathematics, Royal Holloway and Bedford
New College, Great Britain: “Threshold Signatures as Secure as RSA, or the
Difficulty in Combining Two Security Primitives,” .

University of Cambridge, Computer Laboratory, Great Britain: “Unconditional
Subliminal-Freeness in Unconditional Authentication Systems”.
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November 27, 1992
December 18, 1992

January 14, 1993
April 12, 1993
June 7, 1993
June 24, 1993
July 8, 1993
August 18, 1993

September 24, 1993

November 16, 1993
April 29, 1994
June 2, 1994

December 6, 1994

December 8, 1994
January 5, 1995
January 13, 1995

June 6, 15 & 20, 1995

June 23, 1995

LAAS, Toulouse, France: “Distributed Reliable Threshold Multisignatures”.
University of Wollongong, Wollongong, New South Wales: “Towards computer
security by redefining what a computer is,” .
University of Cambridge, Computer Laboratory, Great Britain: “Threshold Cryp-
tosystems”.
University of Wisconsin — Madison, U.S.A., , at the Graduate/Faculty Collo-
quium of the Department of Electrical Engineering and Computer Engineering;:
“Computer Viruses and Computer Security”.
Delab, University of Trondheim, Norway: “Threshold Cryptosystems”.
University of London, Department of Mathematics, Royal Holloway, Great
Britain: “Unconditionally secure threshold authentication,” .
University of Cambridge, Computer Laboratory, Great Britain: “Towards Prac-
tical Proven Secure Authenticated Key Distribution”.
Stanford University, Information Systems Laboratory, California: “Threshold De-
cryption: an Alternative to the Clipper Chip”.
NIST (National Institute of Standards and Technology), Department of Com-
merce, Gaithersburg, Maryland, U.S.A.: “Threshold Decryption: an Alternative
to the Clipper Chip”.
Technion, Computer Science Department, Israel: “Zero-knowledge sharing and
its applications,” .
Dept. of Combinatorics and Optimization, University of Waterloo, Canada:
“Zero-knowledge sharing and its applications,” .
Dipartimento di Informatica ed Applicazioni, Universita di Salerno, Italy:
“Threshold decryption: an alternative to the Clipper Chip,” .
the Department of Informatics, University of Bergen, Bergen, Norway:
o “Zero-knowledge secret sharing, Reed-Solomon codes and its applications,”
o “Securing Traceability of Ciphertexts — Towards a Secure Software Key
Escrow System,”

the Department of Information Theory, Lund University, Lund, Sweden: “Zero-
knowledge secret sharing, Reed-Solomon codes and its applications,”
the Laboratoire d’informatique, Ecole Normale Supérieure, Paris, France: “Zero-
knowledge secret sharing, Reed-Solomon codes and its applications”.
Université Catholique de Louvain, Louvain-la-Neuve, Belgium: “Authentication
with arbitration and its generalizations,” .
University of London, Department of Mathematics, Royal Holloway, Great
Britain,
o “Zero-knowledge secret sharing, Reed-Solomon codes and applications,”
o “Securing Traceability of Ciphertexts — Towards a Secure Software Key
Escrow System,”
o “Multiplicative non-abelian sharing schemes and their applications to thresh-
old cryptography,”

University of Cambridge, Computer Laboratory, Great Britain: “Securing Trace-
ability of Ciphertexts — Towards a Secure Software Key Escrow System”.
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ENABLING

June 4, 1996
June 20, 1996

July 23 & 30 1996

May 22, 1997
June 3, 1997
June 12, 1997

June 26, July 1, 21 &
23, 1997

June 24, 1997

July 24, 1997

August 8, 1997

October 24, 1997
December 15, 1997
April 24, 1998
May 12, 1998

May 23-26, 1998
June 18, 1998

October 23 & 24,
1998

University of Cambridge, Isaac Newton Institute on Computer Security, Cryp-
tology and Coding Theory: “Reliable Private Digital Libraries,” .
Université Catholique de Louvain, Louvain-la-Neuve, Belgium:
Enforcement and Civil Trust”.
Royal Holloway, Department of Mathematics, Great Britain, ,

o “Securing Law Enforcement and Civil Trust,”

e “Reliable Private Digital Libraries,”

“Securing Law

University of Piraeus, Greece: “Democracy and Cryptography,”
Japan Advanced Institute of Science and Technology, Nomi-gun, Ishikawa, Japan:
“Using Algebra and Combinatorics to Achieve Co-Signing and Co-Decryption,
Called Threshold Cryptography.,”
Telecommunications Advancement Organization of Japan,
“Threshold Cryptography: a survey”.
University of Wollongong, CRYPT research group, ,

o “Technical Aspects of Threshold Cryptography,”

o “Conference Key Distribution,”

e “Unconditionally Secure Identification,”

Tokyo, Japan:

University of Wollongong, Computer Science, Australia: “Threshold Cryptogra-
phy; 7
University of Western Sydney at Penrith, Australia: “Using Algebra and Combi-
natorics to Achieve Co-Signing and Co-Decryption, Called Threshold Cryptogra-
phy”.
Queensland University of Technology, Information Security Research Centre,
Australia:

o “Some Aspects of Threshold Cryptography,”

e “Philosophical, Political, and Technical Aspects of Key Escrow and its Al-

ternatives,”

Purdue University, Department of Computer Sciences, West Lafayette, Indiana:
“The Need to License and Restrict the Users of General Purpose Computers”.
Hewlett Packard, Bristol, Great Britain, , at the HP Security and Crypto Work-
shop: “A Research Agenda on Cryptography for the Next Century”.
University of Illinois at Chicago, Department of Electrical Engineering and Com-
puter Science: “Society oriented cryptography”.
UCLA (University of California Los Angeles), Computer Science Department:
“Society oriented cryptography”.
the Fakultit fiir Informatik, University of Karlsruhe: “Society oriented cryptog-
raphy”.
the University of London, Department of Mathematics, Royal Holloway, Great
Britain: “Audio, cerebral and optical cryptography,”
the State Key Laboratory of Information Security, Graduate School of the Uni-
versity of Science and Technology of China, Beijing:

o “Society oriented cryptography,”

e “Gleneralizing proactive secret sharing,”
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ENABLING

December 22, 1998
January 7, 1999
January 8, 1999
January 14, 1999

March 12, 1999

July 5, 1999

September 22, 1999

October 22, 1999
October 27, 1999

November 5, 1999

November 19, 1999

December 20, 1999

May 4, 2000

June 1, 2000

Japan Advanced Institute of Science and Technology, Nomi-gun, Ishikawa, Japan:
“An alternative model to secure distributed computation and its implications,”
Telecommunications Advancement Organization of Japan, Tokyo, Japan: “A new
model for secure reliable multiparty computation and its implications”.
Tokyo Institute of Technology, Tokyo: “Equitable key escrow with limited time
span,”
Japan Advanced Institute of Science and Technology, Nomi-gun, Ishikawa, Japan:
“Information-theoretic secure identification,”
NTT Communications and Information Processing Lab., Nippon Telegraph and
Telephone Corp., Yokosuka—Shi, Kanagawa, Japan:

o “Society oriented cryptography,”

o “Audio and optical cryptography,”

o “Unconditionally secure identification”.

the University of London, Department of Mathematics, Royal Holloway, Great
Britain:
o “On Cyber Terrorism and Information Warfare against Civilian Targets,”
e “Unconditional Security Without Secret Keys,”

Université Catholique de Louvain, Microelectronics Laboratory, Louvain-la-
Neuve, Belgium:

o “Audio and Optical Cryptography,”

o “Unconditionally Secure Identification”.

AT&T Shannon Research Lab, Florham Park, New Jersey: “Using Artificial
Intelligence and Computational Complexity to study Secure Distributed Systems,”
George Mason University, Information and Software Engineering Department,
Fairfax, Virginia: “Society Oriented Cryptography and Electronic Commerce”.
University of Wisconsin — Milwaukee, Department of Electrical Engineering and
Computer Science, ,: “Using Artificial Intelligence and Computational Complex-
ity to study Secure Distributed Computation”
National University of Singapore, School of Computing, Singapore:

o “Using Artificial Intelligence and Computational Complezity to study Secure

Distributed Systems,”
o “Unconditionally Secure Identification”.

Tokyo Institute of Technology, Department of Electrical and Electronic Engineer-
ing, Tokyo, Japan: “Democratic Threshold Cryptography,”
National Dong Hwa University, Department of Electricsal Engineering, Hualien,
Taiwan, ,:

o “Society Oriented Cryptography and FElectronic Commerce,”

e “Democratic Threshold Cryptography,”

o Using Artificial Intelligence and Computational Complexity to study Secure

Distributed Systems.

the University of London, Department of Mathematics, Royal Holloway, Great
Britain: “How to break Jakobsson’s practical Eurocrypt '98 MIX and design a
new one,”
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ENABLING

June 9, 16 & 23, 2000

June 19, 2000

July 18 & 21, 2000

September 15, 2000
January 5, 2001
March 7, 2001
March 13, 2001
May 2, 2001
December 7, 2001
February 1, 2002
February 8, 2002
May 6, 2002

May 8, 2002

May 14, 2002

June 27, 2002

August 16, 2002

September 10, 2002

the University of Wollongong, Computer Science, Australia:
o “How to break Jakobsson’s practical Eurocrypt '98 MIX and design a new
one,”
“Democratic threshold cryptography,”
“Using artificial intelligence and computational complezity to study secure

distributed systems,”

the Laboratory for Information and Network Security, School of Network Com-
puting, Monash University, Melbourne, Australia: Society oriented cryptography
and electronic commerce”.
Queensland University of Technology, Information Security Research Centre,
Brisbane, Australia:

e “On a definition of cryptography,”

o “Binary and Non-Binary Audio Cryptography,”

Mathematics Colloquium lecture at the Department of Mathematics, Florida
State University: “Using mathematics to achieve a reliable internet secure against
conspiring insiders”.

Certicom, Mississauga, Ontario, Canada: “Defending PKI against hackers,”
Purdue University, Department of Computer Sciences, West Lafayette, Indiana:
“Back to the Future in Information Security”.

John Hopkins University, Department of Computer Science, Baltimore, Mary-
land: “The Importance of Appropriate Models to Information Security”.
Université Catholique de Louvain, Microelectronics Laboratory, Louvain-la-
Neuve, Belgium: “Anonymity in a non-broadcast environment”.

Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Ibaraki, Japan: “Anonymity in a non-broadcast environment,”

Katholieke Universiteit Leuven, Department of Electrical Engineering, Belgium:
“The next 25 years in cryptography”.

ETH, Computer Science, Ziirich, Switzerland:
rorism”.

“Scientific Issues of Cyber Ter-

Université Catholique de Louvain, Microelectronics Laboratory, Louvain-la-
Neuve, Belgium: “Perfectly Secure Message Transmission Revisited”.
Universitdt Essen, Institut fiir Experimentelle Mathematik, Essen, Germany:
“Perfectly Secure Message Transmission Revisited”.

Stanford University, Security Laboratory (Department of Computer Science),
Stanford, California: “Using economics and artificial intelligence to model threats
and security in distributed computing” at the Stanford Security Seminar.
Université Catholique de Louvain, Microelectronics Laboratory, Louvain-la-
Neuve, Belgium: “Using economics and artificial intelligence to model threats
and security in distributed environments,”

the Laboratories for Information Technology, Singapore: “Perfectly Secure Mes-
sage Transmission Revisited”.

Gemplus, Rome, Italy: “Verifiable Democracy—a protocol to secure an electronic
legislature”.
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ENABLING

October 1, 2002

September 30, 2002

October 4, 2002

October 11, 2002

November 8 & 1
2002

June 27, 2003
July 18, 2003

August 5, 2003

October 10, 2003

November 6, 2003

October 20
November 10, 2003

December 5, 2003

December 19, 2003

December 26, 2003

December 11, 2003

5,

&

University of Cambridge, Computer Laboratory, Great Britain: “Verifiable
Democracy”.
Microsoft Research, Cambridge, Great Britain “Efficient Proven Secure Steganog-
raphy,”
the University of London, Department of Mathematics, Royal Holloway, Great
Britain: “Efficient Proven Secure Steganography,”
Université Catholique de Louvain, Microelectronics Laboratory, Louvain-la-
Neuve, Belgium: “Cryptanalysis of the CMU “Proven Secure Steganography”
and Efficient Proven Secure Schemes”.
University of North Carolina at Charlotte, Department of Software and Informa-
tion Systems, U.S.A., :

o “Redistribution of mechanical secret shares,”

o “Using economics and artificial intelligence to identify critical infrastruc-

tures,”

the University of Wollongong, Computer Science, Australia: “Using economics
and artificial intelligence to identify critical infrastructures,”
Macquarie University, Department of Computing, Australia: “Using economics
and artificial intelligence to identify critical infrastructures,”
Queensland University of Technology, Information Security Research Centre,
Brisbane, Australia: “Using economics and artificial intelligence to identify crit-
ical infrastructures,”
Université Catholique de Louvain, Microelectronics Laboratory, Louvain-la-
Neuve, Belgium: “Verifiable Democracy — a protocol to secure a wvirtual leg-
islature”.
Universitdt Essen, Institut fiir Experimentelle Mathematik, Essen, Germany:
“Robust and Secure Communications and its Impact on PKI”.
Ruhr-Universitdt Bochum, Institute for Information Security and Cryptography,
Bochum, Germany:
o “Using economics and artificial intelligence to identify critical infrastruc-
tures,”
o “Cryptanalysis of Several of the UCLA Watermarking Schemes for Intellec-
tual Property Protection of Digital Circuits/Designs,”

Tokyo Institute of Technology, Department of Communications and Integrated
Systems, Tokyo, Japan: “Efficient Perfect Digital Steganography”.

NTT Communications and Information Processing Lab., Nippon Telegraph and
Telephone Corp., Yokosuka—Shi, Kanagawa, Japan: “Efficient Perfect Digital
Steganography”.

University of Tokyo, Institute of Industrial Science, Tokyo, Japan: “Efficient
Perfect Digital Steganography”.

Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Ibaraki, Japan: “Using economics and artificial intelligence to identify critical
infrastructures,”
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ENABLING

June 21 & June 30,
2004

August 8, 2004
August 12, 2004
November 23, 2004
November 25, 2004
December 1, 2004

March 16, 2005
April 15, 2005

May 26, 2005
June 8, 2005

June 17, 2005

June 29 & August 2,
2005

November 28, 2005

November 30, 2005

December 7, 2005

December 31, 2005

January 3, 2006

February 7, 2006

the University of Wollongong, Computer Science, Australia:
o “Towards a Formal Definition of Cryptography,”
o “Escrowed Anonymity,”

Macquarie University, Department of Computing, Australia: “Towards a Formal
Definition of Cryptography” .
UCLA (University of California Los Angeles), Electrical Engineering Department:
“Identifying Critical Infrastructures”
University of Cambridge, Computer Laboratory, Great Britain: “Questioning the
Usefulness of Identity-based Key Cryptography”.
the Département d’informatique, Ecole Normale Supérieure, Paris, France: “Es-
crowable Anonymity”.
the Department of Mathematics, University College London, UK: “An Introduc-
tion to Threshold Cryptography”.
British Telecom, Ipswich, UK: “Modeling Critical Infrastructures”.
Macquarie University, Department of Computing, Australia: “Efficient Perfect
Digital Steganography”
BT, Martlesham, UK: “The Future of Cryptography for the Next 25 Years,”
Universidad Rey Juan Carlos, Applied Computational Mathematics and Engi-
neering, Madrid, Spain: “Models for Critical Infrastructures and Methods to
Measure their Robustness”.
the University of Wollongong, Telecommunication and Information Technology
Research Institute, Wollongong, Australia: “The Future of Cryptography for the
Next 25 Years,”
Queensland University of Technology, Information Security Institute, Brisbane,
Australia:

e “Robustness in Security: the case of networks and operations,”

o “The future of cryptography for the next 25 years,”

University of Tokyo, Institute of Industrial Science, Tokyo, Japan: “FEscrowed
Anonymity,” .

Tokyo Institute of Technology, Department of Communications and Integrated
Systems, Tokyo, Japan: “Denial of Service and Security in Computer Networks:
the partial broadcast case.”

Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Japan: “Denial of Service and Security in Computer Networks: the point-to-point
case”,

Tsinghua University, Department of Computer Science, Beijing China: with lec-
ture “Denial of Service and Security in Computer Networks: the point-to-point
case,”

Shandong University, Department of Mathematics, Jinan, China: “E-voting with-
out revealing the number of votes,”

BT, Martlesham, UK: “Protecting against Denial of Service in Computer Net-
works,”
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ENABLING

June 22, 2006

July 26, 2006

July 14 & 21, 2006

November 27, 2006

November 24, 2006

November 28, 2006

January 2, 2007

January 5, 2007

January 23, 2007

February 20, 2007

March 19, 2007

March 22, 2007

April 13, 2007

March 28, 2007

May 3, 2007

July 13, 2007

the Département d’informatique, Ecole Normale Supérieure, Paris, France:
“Pairing Based Threshold Cryptography Improving on Libert-Quisquater and
Baek-Zheng,”
University of Wollongong, Telecommunication and Information Technology Re-
search Institute, Wollongong, Australia: “How to censor Big Brother?,”
Macquarie University, Department of Computing, Australia,

e “Electronic voting: starting over?”

e “How to censor Big Brother?”

Tokyo Institute of Technology, Department of Communications and Integrated
Systems, Tokyo, Japan: “Pairing Based Threshold Cryptography Improving on
Libert-Quisquater and Baek-Zheng.”

National Institute of Advanced Industrial Science and Technology, Research Cen-
ter for Information Security, Tokyo, Japan: “Pairing Based Threshold Cryptog-
raphy Improving on Libert-Quisquater and Baek-Zheng.”

Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Japan: “Privacy Preserving Censorship,”

University of Wollongong, Telecommunication and Information Technology Re-
search Institute, Wollongong, Australia: ”Non-Degrading Erasure-Tolerant In-
formation Authentication with an Application to Multicast Stream Authentication
over Lossy Channels.”

Macquarie University, Department of Computing, Australia: ”Non-Degrading
Erasure-Tolerant Information Authentication with an Application to Multicast
Stream Authentication over Lossy Channels,”

University of Cambridge, Computer Laboratory, Great Britain: “Privacy Pre-
serving Censorship,”

BT, Martlesham, UK: “Non-Degrading Erasure-Tolerant Information Authenti-
cation with an Application to Multicast Stream Authentication over Lossy Chan-
nels,”

University of La Laguna, Department of Statistics, Operations Research and
Computing, Tenerife, Spain: “Cryptography, Graph Theory and Reliable Com-
munications,”

Université de Caen, Département d’informatique, Caen, France: “Privacy Pre-
serving Censorship.”

Shandong University, Department of Mathematics, Jinan, China, lecture: “Non-
Degrading Erasure-Tolerant Information Authentication with an Application to
Multicast Stream Authentication over Lossy Channels,”

Tsinghua University, Department of Computer Science, Beijing, China: “Two
zero-knowledge interactive proofs for problems in graph theory with applications
i cryptography,”

Nanyang Technological University, School of Physical & Mathematical Sciences,
Singapore: “10 Years of the Efficient BD-II Group Key Exchange Protocol,”
Macquarie University, Department of Computing, Australia: 710 Years of the
Efficient BD-1I Group Key Ezxchange Protocol,”
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ENABLING

August 29, 2007
September 5, 2007
October 1, 2007
October 5, 2007

November 9, 2007

November 16, 2007

November 19, 2007

November 21 & 28,
2007

March 14, 2008

March 20, 2008
March 20, 2008

April 9, 2008

May 16, 2008
June 5, 2008
July 11, 2008
September 5, 2008

September 19, 2008

University of Illinois at Chicago, Department of Computer Science and RITES,
Chicago, lllinois: “From Relative Security to Perceived Security,”
Purdue University, Department of Computer Sciences, West Lafayette, Indiana:
“Applying Recreational Mathematics to Cryptography.”
BT, Martlesham, UK: Applying Recreational Mathematics to Secure Multiparty
Computation.”
Center For Mathematical Modeling, Universidad de Chile, Santiago: “Applying
Recreational Mathematics to Secure Multiparty Computation”
Nanyang Technological University, School of Physical & Mathematical Sciences,
Singapore, Singapore: “Pairing Based Threshold Cryptography Improving on
Libert-Quisquater and Baek-Zheng,”
Japan Advanced Institute of Science and Technology, Nomi-gun, Ishikawa, Japan:
“Applying Recreational Mathematics to Secure Multiparty Computation.”
National Institute of Advanced Industrial Science and Technology, Research Cen-
ter for Information Security, Tokyo, Japan: “Applying Recreational Mathematics
to Secure Multiparty Computation.”
Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Japan:

o “10 Years of the Efficient BD-II Group Key FExchange Protocol,”

o “Applying Recreational Mathematics to Secure Multiparty Computation,”

Tokyo Institute of Technology, Department of Communications and Integrated
Systems, Tokyo, Japan: “Non-Degrading Erasure-Tolerant Information Authen-
tication with an Application to Multicast Stream Authentication over Lossy Chan-
nels,”

Japan Advanced Institute of Science and Technology, Nomi-gun, Ishikawa, Japan:
“Revisiting pairing based group key exchange,”

National Institute of Informatics, Tokyo, Japan: “Research on combining privacy
and survivability in abstract data networks,”

Technical University Eindhoven, Eindhoven, the Netherlands, Department of
Mathematics and Computing Science: “Applying Recreational Mathematics to
Secure Multiparty Computation,”

University of Calgary, Department of Computer Science: “Applying Recreational
Mathematics to Secure Multiparty Computation.”

University of Paris 8, Department of Mathematics, France:
ational Mathematics to Secure Multiparty Computation.”
ETH, Department of Computer Science: “Applying Recreational Mathematics to
Secure Multiparty Computation.”

Nanyang Technological University, School of Physical & Mathematical Sciences,
Singapore, Singapore: Revisiting the Karnin, Greene and Hellman Bounds.”
Nanyang Technological University, School of Physical & Mathematical Sciences,
Singapore, Singapore: “Non-Degrading Erasure-Tolerant Information Authenti-
cation with an Application to Multicast Stream Authentication over Lossy Chan-
nels,”

“Applying Recre-
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ENABLING

October 3, 2008
November 4, 2008
November 10, 2008

November 14, 2008

December 17, 2008

December 22, 2008

March 10, 2009

October 22, 2009
April 7, 2010

April 7, 2010
April 22, 2010

June 17, 2010

August 12, 2010
September 17, 2010
January 5, 2011
February 14, 2011
February 15, 2011
April 26, 2011
April 27, 2011

May 9, 2011

August 25, 2011

Macquarie University, Department of Computing, Australia: “Applying Recre-
ational Mathematics to Secure Multiparty Computation.”
University of Bristol, Department of Computer Science, UK: “Applying Recre-
ational Mathematics to Secure Multiparty Computation.”
University College London, Adastral Park Seminar Series, UK: “Applying Recre-
ational Mathematics to Secure Multiparty Computation.”
National Institute of Advanced Industrial Science and Technology, Research Cen-
ter for Information Security, Tokyo, Japan: “Revisiting pairing based group key
exchange.”
Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Japan: “The Future of Cryptography is Bright, isn’t It?.”
NTT Musashino Research and Development Center, Japan:

e A CCA Secure Hybrid Damgard’s ElGamal Encryption

e Revisiting pairing based group key exchange

the University of London, Department of Mathematics, Royal Holloway, Great
Britain: “Applying Recreational Mathematics to Secure Multiparty Computation”
NetentSec, Beijing, China: “Is Qur IT Society Getting Less Secure?”
University-Purdue University Indianapolis, Department of Electrical & Computer
Engineering: “60 years of scientific research in cryptography: a reflection”
Purdue University, Department of Computer Sciences, West Lafayette, Indiana:
“60 years of scientific research in cryptography: a reflection”

Tsinghua University, Beijing, China, Institute for Theoretical Computer Science:
“60 years of scientific research in cryptography: a reflection”

Ibaraki University, Department of Computer and Information Sciences, Hitachi,
Japan: “Simple and Communication Complexity Efficient Almost Secure and
Perfectly Secure Message Transmission Schemes”

George Mason University, Center for Secure Information Systems, Fairfax, Vir-
ginia: “Challenging Issues for Privacy and Cryptography”

BT, Adastral Park, UK: “Challenging Issues for Privacy and Cryptography in
FEurope”

Macquarie University, Department of Computing, Australia:
cryptographers overlooked for 20 years”

Virginia Tech, Department of Computer Science, U.S.A.:
ternet Voting”

Virginia Tech, National Capital Region, U.S.A.: “Towards Secure Internet Vot-
mng”

Nanjing University, Department of Computer Science & Technology, China: “Af-
ter 30 years computer hacking how can we secure the internet?”
Yangzhou University, Computer Science and Engineering, China:
pairing based group key exchange”

Maryland Cybersecurity Center, University of Maryland, U.S.A.: “Cyber Secu-
rity: a Contradiction or a Paradox”

AT&T Labs, San Ramon, California, U.S.A.: “30 Years Computer Hacking: is
Cloud Computing a Solution?”

“E-voting: what

“Towards Secure In-

“Rewvisiting
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ENABLING

November 9, 2011
December 8, 2011

April 27, 2012
May 10, 2012

September 21, 2012
October 12, 2012

October 15, 2012

December 18, 2012
April 8, 2013

June 10, 2013
June 21, 2013

August 7, 2013
August 9, 2013
August 13, 2013
September 13, 2013
November 27, 2013
January 10, 2014
February 19, 2014
March 17, 2014

June 30, 2014

NIST (National Institute of Standards and Technology), Gaithersburg, Maryland,
U.S.A.: “Towards Secure Internet Voting: Taking Hacking into Account”
Tsinghua University, Beijing: “Secure Computing using a Hacked Terminal: e-
voting as an example”
CISE, University of Florida, Gainesville: “Protecting against Insider Threats”
Department of Computer Science, University of Calgary:

o Active Security in General Secure Multi-Party Computation via Black-Boz

Groups
o Why Security Engineering Fails

University of North-Carolina Charlotte:
Cloud Security
Nippon Telegraph and Telephone Corp., Musashino Research and Development
Center, Japan: Secure Multiparty Computation: an alternative approach
National Institute of Information and Communications Technology, Koganei
(Tokyo):

o Secure Multiparty Computation for Cloud Security

e New Models for Privacy and Privacy in Social Networks

o Two Problems with the Internet Helios System

Secure Multiparty Computation for

Department of Electrical Engineering, Université Catholique de Louvain, Bel-
gium: New Models for Privacy and Privacy in Social Networks

Nippon Telegraph and Telephone Corp., Musashino Research and Development
Center, Japan: Divertible Proofs and Weaknesses of Internet Voting

Kyushu University, Fukuoka, Japan: Functional Secret Sharing.

Department of Electrical Engineering, Université Catholique de Louvain, Bel-
gium: Functional Secret Sharing.

Department of Computer Science, University of Calgary, Canada: Functional
Secret Sharing

Department of Computer Science, University of Calgary, Canada: Human Per-
fectly Secure Message Transmission Protocols and their Applications
Department of Computer Science, Stanford University: Functional Secret Sharing
Microsoft Research, Cambridge, UK: Is The Rise of Cloud Storage, Cloud Com-
puting and Social Networks a Consequence of a Failed OS (Operating System)
Design?

Nanyang Technological University, School of Physical & Mathematical Sciences,
Singapore: Perfectly Secure Message Transmission using Covering Designs
School of Computer Science and Software Engineering, The University of Wol-
longong, Australia: Functional Secret Sharing

CSE Colloquium, South Methodist University, Dallas, Texas: Macro-Economic
Study of Critical Infrastructures,

Dipartimento di Informatica, Universit degli Studi di Salerno, Italy: From Public
Key Infrastructures to Secure Multiparty Computation

Horst Gortz Institut fiir IT-Sicherheit, Ruhr University, Germany From Public
Key Infrastructures to Secure Multiparty Computation
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ENABLING

August 14, 2014
October 17, 2014
November 24, 2014
December 22, 2014

April 9, 2015
June 5, 2015

June 12, 2015
June 25, 2015

August 13, 2015

September 9, 2015

January 21, 2016

January 22, 2016
May 5, 2016
May 25, 2016

June 9, 2016

June 16, 2016
July 14, 2016
November 17, 2016
November 24, 2016
May 26, 2017

June 1, 2017

Department of Computer Science, University of Calgary, Canada: On the Key
Role Intelligence Agencies can play to Restore our Democratic Institutions
Seminars of the Cyber Security Centre, Oxford University, UK: On the Key Role
Intelligence Agencies can play to Restore our Democratic Institutions
Department of Mathematics, University of North Texas, Denton. A survey of the
tools used in modern cryptology
Kyushu University, Fukuoka, Japan: Using Secure Multiparty Computation to
Secure Outsourcing of Computation: What Theoreticians Missed,
Eastfield-College, Mesquite, Texas: Cryptography
Chinese University of Hong Kong: Distributed Cryptographic Security using Ad-
vanced Algebra
Kyushu University, Fukuoka, Japan: VSS with a Non-Interactive Dealer using
Optimal Randomness and Optimal Number of Rounds.
University of New South-Wales, Sydney, Australia: What if NSA could break all
“conditional” cryptosystems?
Department of Computer Science, University of Calgary, Canada: Using Secure
Multiparty Computation to Secure Outsourcing of Computation: What Theoreti-
ctans Missed,
Ecole polytechnique fédérale de Lausanne, Switzerland: Using Secure Multiparty
Computation to Secure Outsourcing of Computation: What Theoreticians Missed,
Royal Flemish Academy of Belgium for Science and the Arts, Brussels, Belgium,
Installation lecture De fundamentele oorzaken van onveilige informatie systemen.
(The fundamental reasons information technological systems are insecure),
Department of Electrical Engineering, Katholieke Universiteit Leuven (Belgium):
Towards Cloud-Friendly Secure Multiparty Computation,
Dépt. L.R.O., Université de Montréal, Canada: On the Key Role Intelligence
Agencies can play to Restore our Democratic Institutions,
Department of Mathematical and Computing Sciences, Tokyo Institute of Tech-
nology, Tokyo, Japan: Internet Voting on Insecure Platforms,
Department of Computer Science, Birmingham University, UK:

e Should we ban encryption? The world is not black and white.

o [Internet Voting on Insecure Platforms,

Department of Electrical Engineering, Université Catholique de Louvain, Bel-
gium: Internet Voting on Insecure Platforms,

Department of Computer Science, University College London: Internet Voting
on Insecure Platforms,

Faculty of Informatics, Universita della Svizzera italiana, Lugano, Switzerland:
On the Key Role Intelligence Agencies can play to Restore our Democratic Insti-
tutions,

University of Qatar, Doha, Qatar: Cryptography: an Introduction,

Nippon Telegraph and Telephone Corp., Musashino Research and Development
Center, Japan: Internet Voting on Insecure Platforms,

Department of Information and Communications Technology, Osaka University,
Osaka, Japan: Parity Check based Redistribution of Secret Shares,
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ENABLING

June 19, 2017
June 22, 2017
July 24, 2017

July 25, 2017

Department of Informatics and Telecommunications, University of Athens,
Greece: Internet Voting on Insecure Platforms,

Faculté des Sciences, de la Technologie et de la Communication, University of
Luxembourg, Luxembourg: Internet Voting on Insecure Platforms,

School of Informatics, The University of Edinburgh, Edinburgh, UK: Internet
Voting on Insecure Platforms,

School of Computing Science, Newcastle University, UK: Internet Voting on In-
secure Platforms.
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