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Roadmap

» Fundamental limitations of protecting communication in
the private key setting?

= Best schemes within those limits?
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A General Problem in the Real World
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A General Problem in the Real World
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Observation: For any correct protocol that maps /-bit messages
to /+1-bit ciphertexts (and vice-versa):
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Random Injection Channel
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Random Injection Channel

e
2
I

» Signhal a Repetition

&

The channel is not fully confidential.

Receiver List:

-

Christian Badertscher | 15.12.2015 | 26



Random Injection Channel
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RIC formalizes:

» Best-possible security guarantees
» Fundamental imperfections
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The channel is not fully confidential.
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Roadmap

» Best schemes within those limits?
— Robust Authenticated-Encryption Schemes [HKR15].
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Robust Authenticated Encryption
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Robust Authenticated Encryption
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Security of RAE — The idea
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Security of RAE — The idea

Stretch A

Injective Map
N
Uniformly random
Injective map!

PRIPERIH
I [y (1)

ERREERE
R

Christian Badertscher | 15.12.2015 | 33



Security of RAE
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Security of RAE
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Security of RAE
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RIC from Uniformly Random Injective Maps

» The construction notion of constructive cryptography [MR11, Maull]:

The real world: The idealized world:
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RIC from Uniformly Random Injective Maps

» The construction notion of constructive cryptography [MR11, Maull]:
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RIC from Uniformly Random Injective Maps

» The construction notion of constructive cryptography [MR11, Maull]:

The real world: The idealized world:
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Adversarial influence is the same
in both worlds
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RIC: Corollaries

1.) For large ciphertext expansion, all bad events ,vanish®:
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RIC: Corollaries

1.) For large ciphertext expansion, all bad events ,vanish®:
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2.) Checking redundancy in messages increases authenticity.

Our proof directly implies the
VS. PDF validity of the corresponding
claim in [HKR15].
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Also in the paper...

» Analysis of Nonce-Reuse Misuse-Case of RAE:
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Summary

* Random injection channels provably capture the best-
possible security guarantees achievable by symmetric
schemes.

* Robust authenticated encryption schemes can be used to
construct such channels.

= OQur approach further allows to formally prove claims about
RAE and its misuse-cases.
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