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A General Problem in the Real World 

Observation: For any correct protocol that maps    bit messages 

to         bit ciphertexts (and vice-versa): 

 

 

 

 

is a valid message = Pr 2
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2.) Checking redundancy in messages increases authenticity. 
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vs. 
Our proof directly implies the 

validity of the corresponding 

claim in [HKR15]. 
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Summary 

 Random injection channels provably capture the best-

possible security guarantees achievable by symmetric 

schemes. 
 

 Robust authenticated encryption schemes can be used to 

construct such channels.  
 

 Our approach further allows to formally prove claims about 

RAE and its misuse-cases. 
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