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Research Interests
Computer security, privacy technologies, traffic analysis, peer-to-peer and distributed systems, inference and
probabilistic modelling, applied cryptography, smart grids and transportation security.

Employment
MystenLabs, London, UK

Nov. 2021 – present Co-founder & Chief Scientist
Co-designer and engineer for the Sui smart contract platform, and the Narwhal / Tusk consensus core
products by Mysten Labs; co-founder and member of the business leadership team.

Dept. of Computer Science, University College London, London, UK

Oct. 2016 – present Professor of Security and Privacy Engineering
Oct. 2016 – Nov. 2020 Turing Institute Faculty Fellow
Oct. 2013 – Oct. 2016 Reader in Security and Privacy Engineering

Full-time research in security and privacy, teaching duties and holding grants funding 8 doctoral and 2
post-doctoral researchers.

Facebook & Novi Financial, London, UK

Feb. 2019 – Jul. 2021 Research Scientist, Director Level (IC8)
Co-designed the Diem payment system and its regulatory compliance mechanism (DIP-1). Led advanced
R&D on distributed systems performance and security.

Chainspace.io, London, UK

Sept. 2018 – Feb. 2019 Co-founder & Head of Research
Co-founded the blockchain start-up and acted as Head of Research. Successful exit, with the team moving
to Facebook.

Microsoft Research, Cambridge, UK

Sept. 2009 – Sept. 2013 Researcher
Sept. 2007 – Aug. 2009 Post-doctoral researcher

Researcher in security and privacy, under Andy Gordon, Byron Cook, Luca Cardelli and Tuomas Aura:
full time research; managing post-doctoral researchers and interns; and privacy lead for the lab.

ESAT, Katholieke Universiteit Leuven, Belgium

Oct. 2005 – Sept. 2007 Post-doctoral visiting fellow
Post-doctoral fellowship funded by the Flemish research council (FWO) and the Katholieke Universiteit
Leuven, at the COSIC group headed by Prof. Bart Preneel.

Computer Laboratory, University of Cambridge, UK

June 2004 – Oct. 2005 Research associate
Sept. 2003 – June 2004 Research assistant

Post-doctoral work funded by the Cambridge-MIT Institute project, ‘Next generation peer-to-peer net-
works’ on peer-to-peer privacy and censorship resistant technologies.

Education
Oct. 2000 – June 2004, Ph.D., Computer Laboratory, University of Cambridge, UK

PhD thesis on “Better Anonymous Communications”, supervised by Prof. Ross J. Anderson.

Oct. 1997 – June 2000, B.A. (Hons), Queens’ College, University of Cambridge, UK.
B.A. (Hons) in Computer Science (first class grade), with the 50% Part I Physics.
Foundation Scholar of Queens’ College (2000). M.A. (Cantab) (2004).

June 1997 European Baccalaureate, European School of Brussels I, Belgium.

Positions of responsibility
- Program chair of ACM Computers and Communications Security (CCS 2011 & 2012).



- Member of the steering committee of ACM Computers and Communications Security (2012–2019).
- Program chair of Financial Cryptography & Data Security (FC 2011).
- Program chair of the Privacy Enhancing Technologies Workshop (PET 2006) and (PET 2005).
- Member of Board of the Privacy Enhancing Technologies Symposium (2004–).
- General chair of IEEE European Symposium on Security and Privacy (IEEE EuroS&P 2018).
- Management Board of the UK Cybersecurity Body of Knowledge Project (CyBOK) (2017–2019).
- Selected program committee membership

IEEE Symposium on Security & Privacy (2006, 2009, 2013–2014, 2017),
ACM Computers and Communications Security (CCS 2007–2010, 2014–2016, 2020–2021),
USENIX Security Symposium (2008–2010, 2014–2016, 2019–2021),
ISoc Network and Distributed Systems Security (NDSS 2010–2011),
Privacy Enhancing Technologies Symposium (PET 2004, 2007–2009, 2011–2013, 2015–2017)
Other conferences: ACM Symposium on Information, Computer & Communication Security (ASI-
ACCS 2007, 2009), Financial Cryptography (FC 2008–2010, 2013–2014, 2016, 2019–2021), Information
Hiding (2011–2015), IEEE Computer Security Foundations Symposium (CSF 2007, 2010), European
Symposium on Research in Computer Security (ESORICS 2005–2006, 2010–2011, 2021), Euro S&P
(2015-2016),

- Member of the steering committee of ACM Information Hiding and Multimedia Security (2012–2019).
- Member of the editorial board of Transactions on Data Privacy (2008–2011).
- Expert for the European Union Agency for Network and Information Security (ENISA) (2014–). Pro-

vided expertise for the EU and UK Parliament, UK law commission, UK Government Office for Science.
- Member of the advisory board of Privacy International (2011–2014), Simply Secure project (2014–),

GOV.UK Verify Consumer & Privacy (2015–2019), The Open Rights Group (2017–).
- Advisor to Privitar (2016–), DeepMind Transparency, Security and Privacy (2018–2019), Spherical De-

fence (2018–), Vega Protocol (2018–2019), NYM Technologies (2018–2019, 2021–), Celestia (2021–).
- Doctoral thesis examiner of Carmela Troncoso (KU Leuven), Markulf Kohlweiss (KU Leuven), Prateek

Mittal (UIUC), Reza Shokri (EPFL), Nicolás Bordenabe (École Polytechnique), Linna Kamm (Tartu),
Enrique Larraia (Bristol), Brandon Wiley (Texas, Austin), Antony Morton (UCL), Sune Jakobsen (QMUL),
Sebastian Meiser (Saarland), Anna Krasnova & Wouter Lueks (Radboud University), Chen Chen (CMU),
Jeremiah Onaolapo (UCL), Apostolos Pyrgelis (UCL), Jonathan Bootle (UCL), Arnis Parsovs (Tartu),
Bristena Oprisanu (UCL).

Honours and Awards
- Prize for best paper in the Privacy Enhancing Technologies field for the year 2002 & 2018.
- Fellow of the British Computing Society (FBCS) (2014–).
- Data Protection by Design Award, Catalan Data Protection Authority (2017).
- Most notable publication award by the (Cambridge) Computer Laboratory Lab Ring (2006).

Funding
- EPSRC Smart Meter Research Portal (co-I, EPSRC £67,240) (2017–)
- EU Horizon 2020 Project DECODE (PI, EU £419,062) (2016–)
- EPSRC Glass Houses Project (co-I, EPSRC £969,096) (2016–)
- EU Horizon 2020 Project PANORAMIX (PI, EU £368,766) (2015–)
- EU Horizon 2020 Project NEXTLEAP (PI, EU £229,000) (2015–)
- Joint UK-Israel Cyber-security Project (PI, EPSRC £177,435) (2015–)

Selected Teaching & Student Supervision
- University College London Lecture Series and labs on Computer Security I (40 hours, UCL COMPGA01

2013–2016) and Privacy Technologies (40 hours with Labs, UCL COMPGA17 2014–2018), Design and
Professional Practice (40 hours, UCL ENGS102P, 2017–2018).

- Queens’ College Cambridge teaching affiliate (2008) and supervisor (2000–2008) in computer security,
introduction to security, concurrent systems, further java, software engineering and ethics.

- Supervised seven undergraduate projects (Cambridge) and countless MSc/MEng theses (UCL).

Patents
Named inventor on four U.S. patents (US20120297198A1, US20110307551A1, US20120089494A1, US20140101053A1,
US20200327252A1) filed on the topics of social networking and privacy technologies.
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Mambo, and René Peralta, editors, ISC, volume 4779 of Lecture Notes in Computer Science, pages 423–436.
Springer, 2007

84. [DDT07] George Danezis, Claudia Dı́az, and Carmela Troncoso. Two-sided statistical disclosure attack. In
Nikita Borisov and Philippe Golle, editors, Privacy Enhancing Technologies, 7th International Symposium, PET
2007 Ottawa, Canada, June 20-22, 2007, Revised Selected Papers, volume 4776 of Lecture Notes in Computer
Science, pages 30–44. Springer, 2007

85. [DD07] George Danezis and Claudia Diaz. Space-efficient private search. In Financial Cryptography (FC 2007),
Lowlands, Scarborough, Trinidad/Tobago, February 12–15 2007. Springer

86. [BD06] Mike Bond and George Danezis. A pact with the devil. In ACM New Security Paradigms Workshop
(NSPW 2006), Schloss Dagstuhl, Germany, September 19–22 2006. ACM

87. [DC06] George Danezis and Richard Clayton. Route fingerprinting in anonymous communications. In P2P ’06:
Proceedings of the Sixth IEEE International Conference on Peer-to-Peer Computing, pages 69–72, Washington,
DC, USA, 2006. IEEE Computer Society

88. [DW06] George Danezis and Bettina Wittenben. The economics of mass surveillance and the questionable
value of anonymous communications. In Workshop on Economics and Information Security (WEIS 2006),
Cambridge, UK, June 2006

89. [Dan06] George Danezis. Breaking four mix-related schemes based on universal re-encryption. In Sokratis K.
Katsikas, Javier Lopez, Michael Backes, Stefanos Gritzalis, and Bart Preneel, editors, ISC, volume 4176 of
Lecture Notes in Computer Science, pages 46–59. Springer, 2006

90. [CKMD06a] Dan Cvrcek, Marek Kumpost, Vashek Matyas, and George Danezis. The value of location in-
formation: A european-wide study. In Bruce Christianson, Bruno Crispo, and Michael Roe, editors, Security
Protocols Workshop, Lecture Notes in Computer Science. Springer, 2006

91. [BD05] Mike Bond and George Danezis. The dining freemasons (security protocols for secret societies). In
Bruce Christianson, Bruno Crispo, and Michael Roe, editors, Security Protocols Workshop, Lecture Notes in
Computer Science. Springer, 2005

92. [DC05] George Danezis and Jolyon Clulow. Compulsion resistant anonymous communications. In Mauro Barni,
Jordi Herrera-Joancomart́ı, Stefan Katzenbeisser, and Fernando Pérez-González, editors, Information Hiding,
volume 3727 of Lecture Notes in Computer Science, pages 11–25. Springer, 2005

93. [DA04] George Danezis and Ross J. Anderson. The economics of censorship resistance. In Workshop on
Economics and Information Security (WEIS 2004), Minneapolis, MI, May 2004

94. [DL04] George Danezis and Ben Laurie. Minx: a simple and efficient anonymous packet format. In Vijay Atluri,
Paul F. Syverson, and Sabrina De Capitani di Vimercati, editors, WPES, pages 59–65. ACM, 2004

95. [DS03] George Danezis and Len Sassaman. Heartbeat traffic to counter (n-1) attacks: red-green-black mixes.
In Sushil Jajodia, Pierangela Samarati, and Paul F. Syverson, editors, WPES, pages 89–93. ACM, 2003

96. [Dan02] George Danezis. Forward secure mixes. In Jonsson Fisher-Hubner, editor, Nordic workshop on Secure
IT Systems (Norsec 2002), pages 195–207, Karlstad, Sweden, November 2002

97. [CD02] Richard Clayton and George Danezis. Chaffinch: Confidentiality in the face of legal threats. In Fabien
A. P. Petitcolas, editor, Information Hiding, volume 2578 of Lecture Notes in Computer Science, pages 70–86.
Springer, 2002

98. [CDK01] Richard Clayton, George Danezis, and Markus G. Kuhn. Real world patterns of failure in anonymity
systems. In Ira S. Moskowitz, editor, Information Hiding, volume 2137 of Lecture Notes in Computer Science,
pages 230–244. Springer, 2001

99. [Dan00] George Danezis. An anonymous auction protocol using ”money escrow” (transcript of discussion).
In Bruce Christianson, Bruno Crispo, and Michael Roe, editors, Security Protocols Workshop, volume 2133 of
Lecture Notes in Computer Science, pages 223–233. Springer, 2000

Book Chapters

• George Danezis. Trust, Computing, and Society, chapter Trust as a methodological tool in security engineering.
Cambridge University Press, May 2014

• George Danezis, Claudia Diaz, and Paul Syverson. Systems for anonymous communication. Handbook of
Financial Cryptography and Security, Cryptography and Network Security Series, pages 341–389, 2009

• George Danezis and Richard Clayton. Digital Privacy: Theory, Technologies and Practices, chapter Introducing
Traffic Analysis, pages 95–116. Auerbach Publications, 2007

• George Danezis and Richard Clayton. Digital Privacy: Theory, Technologies and Practices, chapter Byzantine
Attacks on Anonymity Systems, pages 73–94. Auerbach Publications, 2007



Editor

• Ting Yu, George Danezis, and Virgil D. Gligor, editors. the ACM Conference on Computer and Communications
Security, CCS’12, Raleigh, NC, USA, October 16-18, 2012. ACM, 2012

• George Danezis, Sven Dietrich, and Kazue Sako, editors. Financial Cryptography and Data Security - FC 2011
Workshops, RLCPS and WECSR 2011, Rodney Bay, St. Lucia, February 28 - March 4, 2011, Revised Selected
Papers, volume 7126 of Lecture Notes in Computer Science. Springer, 2012

• Yan Chen, Vitaly Shmatikov, and George Danezis, editors. Proceedings of the 18th ACM Conference on
Computer and Communications Security, CCS 2011, Chicago, Illinois, USA, October 17-21, 2011. ACM, 2011

• George Danezis, editor. Financial Cryptography and Data Security, 15th International Conference, FC 2011,
St. Lucia, February 28 - March 4, 2011, Revised Selected Papers, volume 7035 of Lecture Notes in Computer
Science. Springer, 2011

• George Danezis and David Martin, editors. Privacy Enhancing Technologies, 5th International Workshop,
PET 2005, Cavtat, Croatia, May 30-June 1, 2005, Revised Selected Papers, volume 3856 of Lecture Notes in
Computer Science. Springer, 2006

• George Danezis and Philippe Golle, editors. Privacy Enhancing Technologies, 6th International Workshop, PET
2006, Cambridge, UK, June 28-30, 2006, Revised Selected Papers, volume 4258 of Lecture Notes in Computer
Science. Springer, 2006

Commissioned Reports

• M. Angela Sasse, George Danezis, Sarah Meiklejohn, Daniel Shiu, and Phil Godsiff. Distributed Ledger Tech-
nology: beyond block chain, chapter Security and Privacy. Government Office for Science, Dec 2015

• George Danezis, Josep Domingo-Ferrer, Marit Hansen, Jaap-Henk Hoepman, Daniel Le Métayer, Rodica Tirtea,
and Stefan Schiffner. Privacy and data protection by design - from policy to engineering. ENISA Technical
Report, January 2015


