
!""#"$%&"'%()"$*+%&,-%.,-'/',-',*%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% >%

The client associates with the active radio at each AP, which
serves the regular function of transmitting management and
control frames to the WLAN client, while the passive radios
are configured to listen on the neighbors’ radio frequencies.
Because the passive radios never transmit a frame, they do
not create any interference in the network. If installing mul-
tiple radios on a single AP is not possible, an operator can
install additional passive access points in the network. As
the costs of APs continue to decline, this approach is a vi-
able way to add path diversity (for uplink communication)
in WLANs.

MRD assumes that there is sufficient bandwidth in the
wired backbone to handle the additional traffic generated
by the passive APs. This assumption is reasonable because
the number of APs within reception range of a transmitter is
usually low and the speed of the wired backbone is usually
at least one or two orders of magnitude higher than the
wireless link.

MRD does not affect the functions of handoff and secu-
rity in a WLAN. The WLAN client would associate with and
handoffs between different APs using their active radios. Ex-
isting WLAN security standards such as WEP [6], 802.1x [7],
and WPA/802.11i [4] handle encryption/decryption and
other security functions in software and are easily imple-
mented in the MRDS and the MRDC, assuming that the
MRDC can establish a secure trust relationship with each
MRD radio in the network.

3. FRAME COMBINING
We describe how MRD recovers error-free versions of cor-

rupted data frames and analyze its performance. One ap-
proach is to run a simple linear time algorithm that attempts
to correct bit errors by selecting the majority bit value be-
tween three or more frames [14]. But this approach requires
at least three copies of the same transmitted frame, which
may not be available (without a retransmission) in the case
when only two MRD radios are within receiving range of the
sender. Therefore, we develop and analyze a block-based
frame combining scheme that can work even when only two
copies are available.

Suppose two copies of the same transmitted frame of size
S bits are received at two different receivers. Before frame
combining, if any of the data frames passes the link-layer
cyclic redundancy checksum (CRC) check, it is decoded as
the transmitted frame and forwarded (soft selection). Oth-
erwise, we run the block-based combining algorithm to re-
cover the packet. Block-based frame combining works by
first subdividing both frames into blocks, and then recon-
structing the frame by assembling the blocks selected from
each received frame of the transmitted packet. The process
succeeds if a block combination passes the CRC embedded
in the data frame, and fails once the search exhausts all
possible block combinations. We provide a summary of the
block combining algorithm below:

1. The input of the algorithm is two frames f =
{A,B} of size S, divided into fixed-sized blocks X =
{Xf

1 , Xf
2 , ..., Xf

NB
}. Let ∆ = |{i|XA

i ⊕ XB
i "= 0}| (i.e.,

the number of blocks that do not have matching bit
values).

can process and decode transmissions from multiple chan-
nels simultaneously (see, e.g., [3]).
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Figure 2: Bit-error analysis. Figure 2(a) shows
that the bit-errors are clustered in a regular pattern
within a frame. The number in the legend indicates
the number of corrupt frames received at each node.
The conditional probabilities in Figure 2(b) suggest
that bit-errors occur in bursts within a frame but
bit-errors between frames received at different loca-
tions have low correlation.

2. Assemble a combined frame that contains X ′ =
{Xf ′

1 , Xf ′

2 , ..., Xf ′

NB
} blocks from either frame A or B.

Each iteration of this step generates a new combined

frame by replacing Xf ′

i with either XA
i or XB

i for each
i where XA

i ⊕ XB
i "= 0.

3. If either of the CRC value embedded in frames A or
B matches the CRC value computed over X ′, return
the combined frame containing X ′. Otherwise, repeat
step 2 until all possible combinations of X ′ have been
tried. If none of the block combinations X ′ passes the
CRC check, declare a frame combining failure.

There are many ways of dividing a frame into roughly
fixed-size blocks. For simplicity, we divide each frame such
that blocks Xf

1 , Xf
2 , ..., Xf

NB−1 contain B bits and the size

of the last block |Xf
NB

| is B. Thus, NB = #S/B$.
When the block-based frame combining algorithm de-

clares a failure, the MRDC can save the corrupt frames for
possible frame combining (using either bit-majority or block-
based combining) with any subsequent retransmissions of
the frame. In our current implementation, the MRDC saves
only one of the corrupt frames and apply block-based com-
bining to two corrupt frames at a time.

The block-based frame combining algorithm is simple but
its running time is exponential in ∆, the number of differ-
ing blocks. With two copies, it needs up to about 2∆ CRC
check operations to identify the correct combination. Since
∆ ≤ NB , one way to bound the number of CRC checks is
to reduce NB by increasing B. Inevitably, the frame com-
bining failure probability will increase as the likelihood of
simultaneous block errors increases with B. We evaluate
this tradeoff next.

3.1 Frame Combining Failure
We analyze how the frame combining failure probability,

pf , varies with NB under a burst bit-error channel model
parameterized by a burst length b. pf is the fraction of
frames that cannot be corrected with combining out of those
that could not be corrected by the soft selection in the first

?@%

9%

0A&<<',B'$%.,%-'C'<#/.,B%DEF%

•! G#H%*#%I#""'I*%$.=)<*&,'#)$%J"&='%'""#"$K%

–!L"&='%I#=(.,.,B%

•! G#H%*#%A&,-<'%"'*"&,$=.$$.#,$%.,%DEFK%

–!E'M)'$*NJ#"N&I?,#H<'-B=',*%/"#*#I#<%

•! G#H%*#%&-&/*%(.*%"&*'$%.,%DEFK%

–!DEFN&H&"'%"&*'%&-&/*&O#,%

P$<.-'Q%RS%D.)6%D#(.0#=%T4UV%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,%

7%

L<&H'-%"'*"&,$=.$$.#,%$IA'='$%

•! 0#,C',O#,&<%<.,?N<&+'"%R0;$%-#%,#*%H#"?%

–!L.,&<%$*&*)$%?,#H,%#,<+%*#%DEF0%

•! WH#%<'C'<$%#J%R0;$%&"'%A.BA%#C'"A'&-%

•! 0&,,#*%-.$&(<'%<.,?N<&+'"%R0;$%

P$<.-'%'<'=',*$Q%RS%D.)6%D#(.0#=%T4UV%

0<.',*%

!"#$%"$#&

RX9%

RX>%

DEF0%

DEF1%

Y%

DEF%&I?,#H<'-B'=',*%/"#*#I#<%

<.,?%

ZX%

<.,?%

DEF0%

<.,?%

DEF% DEF%

R0;%
%FRWR%%

DEFNR0;%

%%ELR%

FRWR%

ZX%

P$<.-'%'<'=',*$Q%RS%D.)6%D#(.0#=%T4UV%

%FRWR%%

<.,?%%FRWR%%

DEF1%

>S! 1+,IA"#,#)$%R0;%

9S! 1#[%$'<'IO#,%

YS! L"&='%I#=(.,.,B%

7S! 1+,IA"#,#)$%R0;%<#$$%

U%

9S%1'<'I*%(.*%

I#=(.,&O#,%&*%

),=&*IA'-%(.*%

<#I&O#,$6%IA'I?%%

0E0%

X&\'",$% 0E0%]?%

^.*N(+N(.*%J"&='%I#=(.,.,B%

>>44%4444% E>%

>>4>%>4>4% E9%

444>%>4>4%

>S%_#I&*'%(.*$%H.*A%

),=&*IA'-%C&<)'%

>>44%4444% `%
>>44%44>4% `%
>>44%>444% `%
>>44%>4>4% ]% 0#""'I*'-%J"&='%

W`Q%>>44%>4>4%%

'%()*$+,&-./("$"01*&2&(3&454&67$689&&

&&&&&&& &:"&2&(3&+:9+1#67$;&):#9<&

4(+):"$&31:*=%$&&

>&

>&

?&

P$<.-'Q%RS%D.)6%D#(.0#=%T4UV%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% 5%

^<#I?N(&$'-%J"&='%I#=(.,.,B%

•! E'I&<<Q%(.*%'""#"$%#II)"%.,%()"$*$%

•! F.C.-'%J"&='%.,*#%a^%(<#I?$%b'SBS6%a^%@%5c%

•! R\'=/*%"'I#=(.,&O#,%H.*A%&<<%/#$$.(<'%(<#I?%

/&\'",$%),O<%0E0%/&$$'$%

!!d%#J%IA'I?$%)//'"%(#),-'-%(+%9a^%

"!L&.<)"'%"&*'%.,I"'&$'$%H.*A%a^%

P(&$'-%#,%$<.-'Q%RS%D.)6%D#(.0#=%T4UV%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,%



^<#I?%(&$'-%J"&='%I#=(.,.,B%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% e%

*"&,$=.*%

E>%

E9%

f%

9f%I#=(.,&O#,$%#J%f%-.g'".,B%(<#I?$%

f%h%!"%

D&.,%.$$)'Q%HA&*%.$%/"#(&(.<.*+%#J%J&.<)"'Q%#$K%

0A'I?$)=%

!"%

L"&='%I#=(.,.,B%J&.<)"'%'C',*%

01%23456%74%8&,)&"+%944:% i%;+<'%8&=.'$#,%

E>%

E9%

N>%@%j%7%k%

N9%@%j%96%7%k%

a)=('"%(<#I?$Q% >% 9% 7% Y%

  

! 

N
1
"N

2
> 0 # failure

N
1
"N

2
= 0 # success

$ 
% 
& 

^&<<$%&,-%(.,$%&,&<#B+%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% :%

WA"#H%&>%.-',OI&<%"'-6%&9%.-',OI&<%B"'',%(&<<$%.,%

!"%b-.$O,B).$A&(<'c%(.,$%&*%"&,-#=%

/<&I'%"'-%(&<<%.,%(.,%'%QQ%(.*%'""#"%.,%(<#I?%'%#J%RX>%
/<&I'%B"'',%(&<<%.,%(.,%'%QQ%(.*%'""#"%.,%(<#I?%'%#J%RX9%

J"&='%I#=(.,.,B%'""#"%QQ%KKK%

>% 9% 7% Y%

1*&"$%&,-%(&"$%&,&<#B+%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% >4%

G#H%=&,+%H&+$%*#%*A"#H%&%.-',OI&<%(&<<$%.,*#%!"%b-.$O,B).$A&(<'c%(.,$K%

! 

d + N
B
"1

N
B
"1

# 

$ 
% 

& 

' 
( =

N
B

+ d "1

d

# 

$ 
% 

& 

' 
( 

>% 9% 7% Y%

llmlllmllm%

R$%=&,+%&$%*A'"'%&"'%$*&"N(&"%$*".,B$n%

0#,-.O#,&<%/"#(&(.<.*+%#J%I#=(.,.,B%'""#"%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% >>%

! 

pf (d1,d2) "

NB

NB + (d
1
#1) #1

d
1
#1

$ 

% 
& 

' 

( 
) 
NB + (d

2
#1) #1

d
2
#1

$ 

% 
& 

' 

( 
) 

NB + d
1
#1

d
1

$ 

% 
& 

' 

( 
) 
NB + d

2
#1

d
2

$ 

% 
& 

' 

( 
) 

1)//#$'%H'%A&C'%&>%'""#"$%.,%"'I'.C'-%*"&,$=.$$.#,%&*%RX>6%

&9%'""#"$%.,%"'I'.C'-%*"&,$=.$$.#,%&*%RX9S%

IA##$'%&%(.,%*#%A&C'%

#,'%B"'',6%#,'%"'-%%

X<&I'%"'=&.,.,B%

&>o>%"'-%(&<<$%

X<&I'%"'=&.,.,B%

&9o>%B"'',%(&<<$%

X<&I'%&9%

B"'',%(&<<$%

X<&I'%&>%

"'-%(&<<$%

X"#(&(.<.*+%#J%J&.<)"'%

B.C',%&>%'""#"$%&*%RX>6%

&9%'""#"$%&*%RX9%

X"#(&(.<.*+%#J%J"&='%I#=(.,.,B%J&.<)"'%

01%23456%74%8&,)&"+%944:% ;+<'%8&=.'$#,% >9%

0 10 20 30 40 50
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Burst size

P
ro

b
a
b
ili

ty
 o

f 
c
o
m

b
in

in
g
 f
a
ilu

re

N
B
=2

N
B
=4

N
B
=6

N
B
=8

N
B
=16

.

..

Figure 4: The upper bound on pf as a function of
the burst size, b. From top to bottom, the curves are
plotted for the span of values of number of blocks,
NB = 2, 4, 6, 8, 10, 12, 14 and 16.

If the sequences of bit-errors are uniformly distributed
over the frame, the probability of getting at least d simul-
taneous block errors, conditioned on the event that receiver
Ri receives a frame with di trains of burst errors is at most

P (|N1 ∩N2| d|Db,1 = d1, Db,2 = d2)
NB
d

NB+d1−d−1
d1−d

NB+d2−d−1
d2−d

NB+d1−1
d1

NB+d2−1
d2

. (2)

for d < min{d1, d2, NB}. The analogy with a ball placement
problem is as follows. We have d1 red and d2 blue balls to
be placed in a total of NB bins randomly. We evaluate the
probability that at least d bins contain both red and blue
balls. First, we place d red balls and d blue balls in a given
combination of d bins so that each bin contains exactly one
red and one blue ball. Then we distribute the remaining
d1 − d red and d2 − d blue balls randomly in all possible NB

bins. We end up with an upper bound because we count
certain combinations more than once.

Because a frame combining failure occurs when d 1, the
conditional frame combining failure probability is simply

pf (d1, d2) = P (|N1 ∩N2| 1|Db,1 = d1, Db,2 = d2) . (3)

Hence, the upper bound on the unconditional probability
of combining failure can be found plugging (2) in

pf

NB

d1=1

NB

d2=1

pf (d1, d2)
2

i=1

P (Db,i = di|Db,i > 0) . (4)

Figure 4 plots the upper bound on pf as a function of
the burst size b for several values of the block size, NB . If
the bit-errors are uniform (b = 1), pf remains high (≈ 1)
regardless of NB . However, the auto-conditional probabili-
ties in Figure 2(b) suggests that bit-errors indeed occur in
bursts. In this case, we expect pf to decrease with increas-
ing NB . As NB gets larger, the difference between the two

curves for a given b becomes very small, which suggests that
increasing NB beyond a certain point does not yield much
improvement. Thus, we lose little performance by fixing NB

to some small value (say, 6-10) in order to bound complex-
ity. Because pf is a highly convex function of b, we expect
the performance of frame combining to be sensitive with re-
spect to the changes in the burstiness of the bit-errors in the
channel. Moreover, the performance of frame combining will
improve as the available computational power increases.

3.2 False Positives
We now comment on the possibility of false positives in

the combining process caused by repeated trials for the CRC
to check with distinct frames. In essence, CRC is an n-bit
parity check field that detects any k < n bit errors and
misses detection with probability 2−n when k n. Thus,
if a 32-bit CRC is used, as in 802.11, any number of bit
errors < 32 is detected. Moreover, the probability that any
randomly produced frame will check the CRC is 2−32, which
implies that it is almost impossible for a random bit error
pattern to go undetected even if a frame contains more than
31 erroneous bits.

Now, with frame combining, even though a single check
leading to a false positive is highly unlikely, if we try it re-
peatedly many times, we may end up getting a false positive.
Indeed, if the number of differing blocks in two frames is ∆,
the number of swaps (and the number of tests for the CRC
to check) is 2∆. For independently produced 2∆ frames, the
false positive probability is

P (false positive) = 1 − 1 − 2−32 2∆

≈ 1 − exp −2∆−32 .

Thus, if E 2∆ is close to 232, it is likely that the combin-
ing procedure leads to false positives. Even if the available
computational power can perform 232 CRC tests, we pick
a block size that is sufficiently large (i.e., NB is sufficiently
small) so that, even in the worst case, we do not perform
too many CRC checks. Hence, we guarantee by design that
2∆ $ 232 and keep the false positive probability sufficiently
small. Our implementation uses NB = 6.

4. RETRANSMISSIONS WITH RFA
MRD disables link-layer retransmissions to allow the

MRDC to recover packets that the active radios receive in
error. The MRDS retransmits frames that the MRDC fails
to recover with soft selection or frame combining (i.e., a
frame recovery failure). To facilitate these retransmissions,
the MRDS uses the request-for-acknowledgment (RFA) pro-
tocol to obtain the status (success or failure) of each frame
transmission. This section describes the design of RFA.

4.1 Design
RFA operates in between the link-layer and the network

layer, but uses the link-layer synchronous ACKs that is im-
plemented in most WLANs such as 802.11. A synchronous
ACK is a link-layer control packet that is sent by the ac-
tive radio (see Section 2) immediately after it successfully
receives a data frame. After each frame transmission, the
MRDS checks the link-layer transmission status. A success
implies that the active radio has received the transmission
correctly, so the MRDS can proceed to transmit the next
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Figure 3-8: Three examples of possible link behavior. In each example, the gray bars are the
maximum throughput for each 802.11b rate. The black bars are the throughput that the
link is able to achieve at that bit-rate. The graph on the far left shows a steep drop-off; the
bit-rates work perfectly until they do not work at all. The middle graph shows a gradual
falloff in throughput after 5.5 megabits. The graph on the right shows a link where all
bit-rates are lossy, but 11 megabits still provides the highest throughput.

for the spread of S/N values in Figure 3-6, but individual nodes might have a stronger

relationship between S/N and delivery probability. Figure 3-7 shows per-receiver versions of

the 1 megabit plot from Figure 3-6. These plots show a stronger correlation between S/N and

delivery probability, although there are several points in these graphs that suggest signal-

to-noise ratio does not accurately predict delivery probability; trying to pick a threshold to

determine whether a link operates at a particular bit-rate will result in some links that do

not work (because the threshold was too low for some links) or links that offer sub-optimal

throughput (because the threshold is too high for some links).

3.5 Link Classification and Bit-rate Throughput

The relationship between bit-rate and throughput on individual links dictates which assump-

tions algorithms can rely on to simplify bit-rate selection without sacrificing throughput.

Figure 3-8 shows three examples of the throughput that the 802.11b bit-rates achieve over

individual links. If all links looked like the steep example in figure 3-8, where each increas-

ing bit-rate worked perfectly until all bit-rates ceased to work altogether, then designing

an algorithm to find the bit-rate with the highest throughput would be simple; you could

pick the highest bit-rate that delivered any packets. However, such an algorithm might

prove disastrous if used in links that behave like the gradual example in Figure 3-8, where

the throughput falls off more slowly. In this case, the algorithm for the steep model would
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(a) One-second throughput avg.
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Figure 9: HIVAR Experiment Analysis. Leftmost: Distribution of throughput averaged over non-overlapping
one-second window samples. Center: Distribution of selected bit-rate for each transmission. Right: Delay
above the minimum one-way packet delivery time.
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Figure 10: Trace-driven simulation of pf and ∆ for various values of NB in the HIVAR experiments.

with a large ∆. Thus, a high ∆ for a large fraction of
combining attempts can offset the performance gain from
increasing NB . Figure 10(b) plots the distribution of the
number of unmatched blocks (∆succ) for the successfully
combined frames at various NB . For NB 91, the 75th
percentile ∆succ value are much smaller than NB (e.g., for
NB = 91, the 75th percentile of ∆succ is 10).7 This suggests
that we could improve the performance of frame combining
by re-running our experiments with a larger NB value.

Finally, the low overhead of RFA allows MRD to achieve
high gains. The number of MRD-ACKs transmitted con-
stitute fewer than 7.5% of the total number of transmitted
packets and fewer than 0.1% of the total number of transmit-
ted bytes. The overhead of inserting an extra 7-byte CTX
header to the 1500-byte packet payload is also negligible.

7Performing 2∆ = 210 frame combining checksum opera-
tions for a 1500-byte packet takes about four milliseconds
on a 3.2 GHz Pentium IV PC. The processing time is rather
large and may cause the processing queue to build up at
the MRDC. However, it should be possible to reduce the
processing time substantially by using an incremental CRC
update algorithm [12, 30] or using specialized hardware to
perform the CRC calculation.

7.2.3 Delay Analysis

A number of compelling wireless applications such as tele-
phony and video streaming require a relatively low packet
delivery delay not exceeding 100− 150 ms [19]. We analyze
MRD’s delay performance here.

As described previously, we insert a timestamp in the pay-
load of a packet’s first transmission attempt to measure the
one-way packet delivery delay. Because it is difficult to syn-
chronize PC clocks to within a few tens of microseconds,8 we
do not measure the absolute packet delivery delay. Instead,
we measure the delay jitter above the minimum one-way
packet delivery time di for packet i, which does not require
clock synchronization between the sender and the receiver.
Let si and ri be the start and receive timestamps associated
with packet i for all 0 < i < 100, 000 packets transmitted in
an experiment. Then di = ri − si − mini(ri − si).

We also applied a piecewise linear regression algo-
rithm [26] to remove clock skew between the sender and
the receiver (we measured clock drifts on the order of 50
microseconds per second). Note that we can compute the

8We require the fine clock synchronization granularity be-
cause the nominal transmission time of 802.11a at high bit-
rates is less than 0.5 millisecond.
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