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nals them to end-hosts using in-band, line-rate operations. We
propose Fast Ramp-Up, a congestion control primitive that lever-
ages these bottleneck signals to reduce median RPC latency by 20%
and unclaimed bandwidth by 60% in production. Beyond transport-
level performance, CSIG enables flow-aware observability by em-
bedding pis-scale metrics into every packet, allowing individual ap-
plication transfers to pinpoint their bottleneck location, such as the
topology tier limiting their performance. CSIG thus transforms net-
work telemetry from post-hoc correlation into a real time, context-
aware capability. We demonstrate CSIG’s broad deployability by
validating it across five generations of commodity switch hardware
(up to 102.4 Tbps), four NIC generations, and five transport stacks.
Our design proves that a streamlined Layer 2 approach, focusing
exclusively on the principal path bottleneck, provides transport-
agnostic gains without requiring forklift hardware upgrades.
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1 Introduction

Datacenter workloads, especially large-scale AI/ML, demand ex-
treme predictability, massive burst bandwidth, and ultra-low la-
tency. While tail latency dictates job completion times, synchro-
nized microbursts drive rapid fluctuations between acute conges-
tion and idle capacity. Achieving precise control and resource effi-
ciency during these transients remains a formidable challenge for
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Deployability for Datacenter transports
Figure 1: Fidelity-deployability tradeoff for DC transports

modern transport protocols, which are fundamentally constrained
by a lack of fabric observability. To bridge this gap and respond ef-
fectively, telemetry systems and control loops require congestion
signals fine-grained enough to render these burst dynamics visible
across three critical axes:

o In time: over the interval of a datacenter flow’s round-trip time

(RTT) for prompt detection and response;

o In resolution: multi-bit congestion signals for precise teleme-
try and response;

o In space: at the bottleneck switch that limits performance,
rather than summing along an entire end-to-end path.

Indeed, for over two decades, in-band signaling has promised
better transports through finer-grained congestion metrics. Yet
production adoption remains stymied by tradeoffs between fi-
delity and deployability (Fig. 1). Early protocols such as XCP [28]
and RCP [14, 15] were limited by switch vendors’ reluctance to
implement special-purpose L3/L4 processing for use cases per-
ceived as narrow. Subsequent general-purpose frameworks such
as P4-INT [52] and IFA/IFA2 [32] prioritized flexibility but intro-
duced architectural barriers, including performance overhead from
variable-length headers, incompatibility with NIC hardware of-
floads, and entanglement with L3+ tunneling protocols and encryp-
tion schemes. While Explicit Congestion Notification (ECN) [19,
20] is easily deployed, its single-bit nature provides only coarse
telemetry, forcing control loops to average signals [29], sacrificing
responsiveness.

We introduce Congestion Signaling (CSIG), a protocol that pro-
vides precise, multi-bit bottleneck congestion signals to end hosts
while overcoming prior deployment barriers to in-band signaling.
CSIG achieves this through a transport-neutral design and a fixed-
size Ethernet header, using line-rate compare-and-replace opera-
tions to deliver fine-grained signals in every data packet. The ar-
chitecture comprises two components: the CSIG tag, an L2 header
where switches record real-time bottleneck metrics, and CSIG Re-
flection, which returns signals to the sender via L4 transport proto-
cols. The CSIG tag, positioned as the final tag in the Layer 2 header,
is available in two variants: a Compact 4-byte tag (5-bit signal
plus locator) or a Wide 8-byte tag (20-bit signal plus locator). This
placement ensures compatibility with end-to-end encryption and
L3+ tunneling schemes. At its core, CSIG leverages high-precision
switch telemetry to provide signals at line rate, either natively via
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switch ASICs or through software-assisted low-latency polling of line-rate - Port Tx utilization (7 second resolution)
hardware counters. By carrying signals in-band with application
data, the signals map naturally to flow context. Furthermore, by
decoupling the switch-side L2 tag from the host-side L4 reflection, 0 Gbps
CSIG allows transports such as TCP, PonyExpress [34], and Fal- -

line-rate

Port Tx utilization (700 us resolution)

con [49] to evolve their control loop responses independently of .ll gl R kb | “M a
-
Contributions. We designed and deployed CSIG to bridge the o W \guuiia JNTTREATFCOPERRVRTRPPVEFORISEN I
long_Standing gap between high_ﬁdelity network control and the Figure 2: Output port bandwidth from a GPU ToR: Shifting from 1-
pragmatic constraints of production environments. For two decades, second to 100-usec telemetry exposes the synchronized, alternating con-
in-band signaling research has been stymied by complex, all-hop gestion episodes and idle gaps in ML training.
telemetry mechanisms that proved difficult to deploy at scale. We We then articulate the requirements for a signaling mechanism
shift this paradigm by identifying that transport control loops and that is precise, fast, expressive, and, most importantly, deployable.
performance analysis are optimally served by bottleneck-only, ys- 2.1 In-Band Signaling Challenges

scale signals—an observation that enables a streamlined, L2, fixed-
size header capable of achieving both generality and ubiquity. Cru-
cially, we demonstrate that these high-precision signals can be real-
ized efficiently on commodity, fixed-function ASICs dating back to
2010. By prioritizing deployability as a core architectural require-
ment, we provide a protocol that integrates seamlessly across the
entire datacenter ecosystem. Our contributions are as follows:

(1) CSIG protocol: We present the architectural principles that
underlie CSIG, an in-band signaling protocol that provides end
hosts with ps-scale visibility into path bottleneck signals in an Eth-
ernet Layer 2 header. In collaboration with industry partners, we
are standardizing the protocol, described elsewhere [46, 54].

(2) High-precision switch telemetry (HST). Via hardware or a
software-assisted approach usable on existing ASICs, HST cap-
tures microbursts at 100us or finer timescales, and updates CSIG
headers at line rate.

(3) Fast Ramp-Up (FRU) Algorithm: FRU, a congestion control
primitive using CSIG signals, cuts median RPC latency by 20% and
reduces unclaimed bandwidth by 60% in production scenarios. Ad-
ditionally, CSIG’s precise bottleneck location metadata enables dy-
namic load balancing that reduces tail latency by 2.5x and unstable
path switching by 3.75X.

(4) Application context-aware congestion observability: By embed-
ding ps-scale bottleneck signals into every packet, CSIG enables
the first real-time mapping of network dynamics to specific appli-
cation flows, e.g., annotated distributed traces with CSIG metrics
allows operators to instantly pinpoint the exact topology tier im-
pacting specific RPCs.

(5) Broad Deployability: CSIG delivers significant transport gains
and context-aware observability without requiring a “fork-lift”
hardware upgrade; its design is proven across five generations
of switch silicon (up to 102.4 Tbps), four NIC generations, and five
transport stacks.

Ethics. This work does not raise any ethical issues.
Gen Al Gemini was used to polish author-written text.

In-band signaling has spanned two eras, with unique barriers to
adoption in each. Early proposals took a dedicated, per-protocol
approach. Congestion Control (CC) protocols such as XCP [28],
RCP [14], and VCP [57] defined L3/L4 header fields for switches to
update, while CONGA [1] reserved bits in VXLAN overlay head-
ers for load balancing. These proposals piqued the community’s
interest in in-band signaling, but lacked adoption because switch
vendors rarely implement specialized L3/L4 header processing for
single-use protocols. To overcome this, the next generation of pro-
posals prioritized generality: TPPs [27], P4-INT [52], IFA [32], and
iOAM [9]. These support diverse signals and multi-hop telemetry
within a single header. However, this flexibility introduced signif-
icant complexity that is at odds with the operational realities of
hyperscale networks:

Path-Length Proportional Headers: Carrying telemetry for
every hop creates variable-length headers that grow with network
diameter. This consumes excessive bandwidth and risks exceeding
the MTU, leading to unacceptable fragmentation and reassembly
overheads.

Variable Off sets & Parsing Complexity: Variable-length head-
ers shift the offsets of subsequent headers (e.g., L4). For NICs, this
breaks critical offloads, e.g., Generic Receive Offload, Receive-side
Zero-copy, that rely on fixed-offset parsing. For switches, append-
ing data at variable offsets creates a costly sequential dependency:
the switch must parse the variable-length header before writing to
the right offset, hindering line-rate processing.

Entanglement with L3+ encapsulations: Embedding signal-
ing at Layer 3 or above, as do P4-INT, IFA/IFA2, and iOAM, compli-
cates encapsulation. Because parsing inner headers at line rate is
prohibitively expensive, encapsulating switches must copy teleme-
try data to the outer header to make it visible to the fabric, and
decapsulating switches must merge it back. This entangles the sig-
naling with encapsulation, requiring distinct copy-logic for every
supported tunneling scheme, e.g., VXLAN, IP-in-IP.

Encryption Incompatibility: When telemetry is embedded
2 Challenges and Requirements within the payload (as in some IFA variants) or L4 headers pro-
tected by encryption (e.g., PSP, IPsec), it becomes inaccessible to
forwarding switches, rendering the mechanism ineffective in se-
cure environments.

The networking community has long recognized the potential of
in-band switch signaling to solve problems in congestion control,
load balancing, and fault localization. However, widespread adop-

tion in large-scale production environments has proven elusive. 2.2 In-Band Signaling Requirements
We examine the evolution of prior work to identify the trade-offs For effective in-band signaling, we define seven key requirements
between generality and deployability that have hindered success. for control loops, observability, and deployability.
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(R1) Promptness and Frequency. Congestion signals must ar-
rive at a sending host within one RTT and be obtainable on ev-
ery data packet. Feedback delayed beyond an RTT slows control
loop convergence, as with prior in-band signaling schemes that
can only keep pace with one “probe” of switch congestion levels
per RTT [32]. Evaluations in §7.3 show that obtaining signals on
every packet provides the best latency improvements and §6 cap-
tures the corresponding telemetry enhancements.

(R2) Fine-grained observability in time. In addition to captur-
ing instantaneous queuing or delay, switches must measure band-
width rates over intervals short enough to capture microbursts.
As shown in Fig. 2, standard 1-second telemetry masks the rapid,
alternating congestion characteristic of ML training workloads
on production GPU clusters. Only at ~100us resolution do these
dynamics become visible. For CC loops, bandwidth measurement
timescales should also not be so short as to cause overshooting
during unrepresentative transients (§7.3).

(R3) Fine-grained observability in space. Signals must isolate
the value and location of the single true bottleneck. Signals such
as ECN [19, 20] or whole-path queuing delay accumulate across
the entire path. Reacting to this sum penalizes flows with multi-
ple congested hops for extraneous delays, yielding max-min un-
fair allocations [55]. Reacting only to the bottleneck restores fair-
ness. Bottleneck localization also aids multipathing; it can prevent
counter-productive multipathing when congestion occurs at the
last hop (§5.1). For telemetry and debugging, it aids in pinpointing
the hop that’s limiting performance.

(R4) Fine-grained observability in signal resolution. To be
sufficiently responsive to microbursts, datacenter transports need
multi-bit congestion signals. Schemes such as DCTCP [2] that rely
on binary ECN must average many ECN reports to derive a signal
with enough resolution for robust, stable CC response. This pri-
mal CC approach slows down reactions to microbursts, which may
be tolerable in long-RTT WAN settings where CC adapts slowly
to begin with. However, in short RTT datacenter settings, dual
algorithms where switches provide multi-bit congestion signals
are preferred because they are immediately actionable and reduce
queue variability, as noted by Kelly [29] .

(R5) End-host Deployability. The signaling scheme must be
transport-neutral, integrating with both SW and HW transports. It
must coexist with NIC offloads—to maintain line-rate performance
at 200-1600 Gbps, the mechanism must support signal ingestion
and reflection even alongside techniques such as receive-side coa-
lescing or Rx Zero-Copy.

(R6) Switch Deployability. To avoid prior pitfalls, the signaling
header must be small, fixed-length, and at a predictable offset to min-
imize bandwidth overhead and enable efficient hardware parsing.
It must remain accessible even when the packet is encapsulated
(tunneling) or the payload is encrypted, and be implementable in
commodity ASICs at line rate within pipeline latency budgets.

(R7) Application Context. Signals must map intrinsically to the
application flow context. Given data center scales, operators can-
not rely on complex post-hoc correlation of separate “probe” pack-
ets to debug performance. Signals must be carried in-band with
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Figure 3: CSIG packet format and value structure
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Forward path: L2 CSIG Tag Compare-and-Replace
Figure 4: CSIG’s L2 tag collects path extrema signals and L4 headers re-
flect signals to the sender. Different signal types capture distinct bottle-
necks.

data, providing immediate, unambiguous mapping of network be-
havior to application flows.

3 CSIG Design

CSIG’s design reconciles application needs with the operational
realities of production data center networks.

3.1 Overview

CSIG provides simple, low-overhead, fixed-length summaries of
path extrema over packet headers. It employs two distinct com-
ponents: the CSIG tag, an L2 header where transit devices record
real-time bottleneck metrics via compare-and-replace operations,
and CSIG Reflection, an L4+ protocol where end hosts return these
signals to the sender (Fig. 3).

The CSIG tag is positioned as the final tag in the Layer 2 header
and is implemented in two variants, each using a distinct Tag Pro-
tocol Identifier (TPID). The Compact variant (focus of this paper)
resembles a single VLAN tag, while the Wide variant resembles a
double VLAN tag in size.

Fig. 4 shows the CSIG packet lifecycle, starting at the sending
host where the transport initializes a Compact or Wide L2 tag
and selects a signal type, such as minimum available bandwidth
or maximum hop delay. During network transit, switches perform
compare-and-replace operations, overwriting the CSIG tag and lo-
cator metadata if the switch’s local condition is more severe (e.g.,
lower available bandwidth). This process ensures the tag captures
the forward path’s true bottleneck extremum, noting that differ-
ent signal types may be set at different bottleneck locations. Upon
arrival, the receiver extracts the signal to track congestion and pig-
gybacks it via an CSIG Reflection Header in the next outbound L4
packet. Finally, the sender extracts the reflected data to drive con-
gestion control algorithms and export telemetry.

We first detail the CSIG tag design elements below, followed
by their switch-side realization (§4) and their integration across
transport stacks (§5) and telemetry systems (§6).
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Attribute CSIG P4-INT IFA 2.0 iOAM  TCP-INT
£ Protocol Layer L2 L3/L4 L3/L4 L3 L4
g Datapath Operation Compare-Replace Append-at-hop Compare-Replace
o Congestion Locator Bottleneck Full Path Trace Hop TTL
& No Per-Flow Switch State v v v
2 Packet Overhead 4B/8B (Fixed) Variable (N X hops) 12B (Fixed)
E Overhead Indep. of # Hops 4 X v
< No MTU Modification Req. v X v
& Telemetry Coverage All Pkts Probes Only Sampled
.., Transport-Agnostic v v X
2 Encrypted L4+ Payload v X X
£ L3+ Tunnels (VXLAN, IP-in-IP) v X x
& L3/L4 Hash Compat. (ECMP) v x v
g‘ Legacy Switch Participation v X X
Support Reflection to sender v X v

Table 1: Comparison of in-band signaling schemes

3.2 Design principles

We describe CSIG’s design principles that enable it to satisfy the
requirements in §2. Tab. 1 summarizes how CSIG’s core design,
scalability, and deployability compare to existing in-band signaling
schemes.

Multi-bit bottleneck signaling. CSIG provides multi-bit conges-
tion signals that quantify path bottlenecks. It captures only the
path extremum and the bottleneck location, and encodes them
into a 4B or 8B CSIG tag. A single packet carries only one such
congestion signal as per the signal type, which avoids the over-
head and complexity of managing metadata for multiple signals in
the packet. End hosts can, however, request different signal types
across different packets within a flow to gather diverse telemetry.
Generally, the feedback frequency can support round-robin signal
collection without impacting congestion control fidelity. To sup-
port future extensibility, its specification reserves specific signal
type values for future use, such as defining new congestion signals
or alternative aggregation functions.

Fixed-size, Compare-and-replace header. The CSIG tag is fixed-
size, imposing a constant, negligible bandwidth cost (e.g., < 0.2%
for 4k/9k MTUs) and packet-per-second (PPS) overhead. This low
overhead is critical, as it permits CSIG to be enabled on all data
packets, rather than relying on sampling or probing. This enables
direct, real-time quantification of the bottlenecks experienced by
the data traffic itself. CSIG employs a fast compare-and-replace
operation (akin to [1, 14, 28, 30]) to compute max or min aggre-
gations across a path. Unlike INT protocols that append per-hop
metadata, CSIG’s fixed-size header does not grow based on the
network diameter and does not require MTU modifications.

Layer 2 tag placement. A key design choice is placement of the

CSIG tag at L2, as the last tag in the L2 header stack (just before

the L3 header). This is key to the system’s simplicity, compatibility,

and deployability:

o Hardware simplicity: AtL2, the tag’s placement is invariant to L3
and L4 headers. This fixed-offset hardware parsing design avoids
the hardware complexity of parsing and updating the tag at vari-
able offsets, a significant challenge for L3+ INT schemes that must
handle numerous L3+ encapsulations. A CSIG-capable switch or
NIC thus only needs to parse L2 headers to process the tag. More-
over, headers such as IPv6 extension headers (e.g., hop-by-hop
options or destination options used by iOAM) are typically pro-
cessed on the “slow path” in switching ASICs to keep the fast
path hardware simple and performant. Slow-path processing can-
not achieve line-rate performance.
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o Tunneling & Encryption compatibility: As an L2 tag, CSIG is
transparently compatible with pervasive L2.5/L3+ tunnels (e.g.,
MPLS, IP-in-IP, VXLAN, Geneve)—including those used in virtu-
alization stacks to enable guest VMs to use CSIG—and ubiquitous
end-to-end encryption (e.g., PSP, IPsec, MACsec). The tag is for-
warded under these encapsulations, obviating complex logic to
copy or relocate metadata across inner and outer headers. Q-in-Q
encapsulation, such as done by IEEE 802.1ad, is outside the scope
of CSIG, as it is not typically used in data centers.

o Deployability & Backward compatibility: CSIG tag variants are
small enough to fit within the packet parsing depths of commod-
ity ASICs and do not break ECMP hashing. The compact tag’s
structural similarity to VLAN tags is deliberate and allows legacy
devices to participate in the protocol, making CSIG uniquely
brownfield-deployable (see §4.1).

These datacenter realities make L2 the only viable layer for robust,

deployable signaling that bypasses L3+ ossification.

Use-case-driven, HW-friendly signals. CSIG employs simple,
use-case-driven metrics—summarized in Tab. 2—to characterize
path bottlenecks. These signals close a visibility gap for end hosts,
which otherwise must rely on heuristics that frequently overes-
timate or underestimate capacity. Specifically, ABW/C enables
rapid yet precise rate ramp-up in CC, ABW allows transport load
balancers to select paths with high available bandwidth, and per-
hop delay ensures CC responds exclusively to bottleneck queuing.
ABW/C and ABW also enhance observability by revealing network
headroom; unlike delay, which spikes only after saturation, avail-
able bandwidth provides a proactive signal of remaining capacity.

Further, these metrics are hardware-optimized, requiring no
per-flow state and avoiding the expensive per-packet arithmetic
of prior schemes [15, 28]. For available bandwidth computation,
switches use a fixed, operator-configured timescale independent
of the flow’s RTT. The transports maintain the onus of account-
ing for this timescale in their control decisions, such as temporal
averaging to derive a signal suitable for the flows’ RTT.

Transport-friendly design. For broad transport compatibility,
CSIG decouples the switch-updated in-band tag from the host-
processed reflection header. This allows transport-specific logic
without switch changes. Further, by carrying signals in every data
packet, bottlenecks map intrinsically to flow context, eliminating
the need to correlate out-of-band probes. This also enables distinct
tracking of forward and reverse path bottlenecks—essential for re-
acting solely to forward-path congestion. The small, fixed-length
tag also minimizes reflection header overhead.

4 High-precision Switch Telemetry

The foundation of CSIG is high-precision switch telemetry (HST),
which acquires high-resolution telemetry to capture microbursts,
and updates CSIG headers within the HW latency budget for line-
rate performance. The ideal realization is in ASICs such as Toma-
hawk 6 [6], which can implement HST and CSIG natively in the
HW datapath. To deploy CSIG on existing commodity switches,
we developed a compatible software-assisted version. We validated
and deployed SW-assist CSIG in switches across two operational
environments: a mature, proprietary switch software stack and a
contemporary stack built upon SONIC [41, 51], over five switch
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Signal Name

min(ABW/C) - Relative Available bandwidth (%)

‘ Use Cases

Fast Ramp-up

min(ABW) - Absolute Available bandwidth (Gbps) | PLB
max(Delay) - Per-hop Packet delay (us) NSCC, Poseidon
max(nQD) - Normalized Queue depth (us) HPCC

Table 2: CSIG signal types & control loops they augment

ASICs spanning the Broadcom Tomahawk series [7], Cisco Silicon
One series [11], and older generations of the Broadcom Trident
series [8]. We first detail congestion signals in their optimal HW-
native realization, followed by the SW-assist CSIG alternative. To
support broad deployment across our fleet for many generations
of switches, we support both versions.

4.1 HW-native vs SW-assist CSIG

Tab. 2 summarizes the HW-native CSIG signals, which provide
fine-grained visibility into congestion. Native logic in new ASICs
can perform per-packet computation directly in the fastpath and
compare-and-replace operations on the packet header. ABW is
computed per egress port using byte counters over a configurable
time window (as low as 1 ps). ABW/C normalizes ABW by the
egress port’s capacity. Packet delay (Delay) is computed as the time
spent by the packet in the device pipeline by differencing ingress
and egress timestamps, excluding serialization delays. nQD is com-
puted by measuring the instantaneous queue depth at packet de-
queue and normalizing by the egress port capacity, yielding the
drain time—a quantity comparable across links of different speeds.
HW-native implementation supports both 4B and 8B CSIG tags.

SW-assist CSIG, in contrast, targets brownfield deployments
on a large swath of commodity ASICs dating back to 2010 by de-
coupling signal computation from the data plane. This approach
is sufficiently vendor-agnostic and proven to work in different
vendor ASICs. A control-plane agent computes signals using port
and queue counters and updates HW tables for the data plane to
read. While this maintains line-rate tagging and minimal pipeline
latency, it limits signals such as available bandwidth to coarser
~100us intervals and precludes signals for metrics measured per-
packet, such as per-hop delay (which can at best be approximated
using available port/queue metrics). Furthermore, HW constraints
typically restrict this approach to 4B CSIG tags with values of
five bits or less to fit available TCAM space. We use 3 out of the
5 bits available for signal values due to resource constraints on
switch ASICs for the SW-assist approach (§4.3). For ABW/C, we
employ a non-linear range encoding (Tab. 4 in App. A) for these
3 bits: {1,5,10,20,40,60,90,100}%, providing higher granular-
ity at lower values of the signal (closer to congestion). We imple-
mented the locator to only encode the stage and link direction
attributes of the bottleneck hop (e.g., ToOR—Aggr), which fits com-
fortably within the available 7 bits and is sufficient for our use
cases. We did not directly encode switch IDs or TTL since they
are complex and need more bits. Tab. 5 in App. A contrasts the
tradeoffs between SW-assist and the HW-native CSIG.

4.2 High-Res Signals for SW-assist CSIG

Fig. 5 illustrates the SW-assist CSIG architecture. We developed a
user-space HST Agent that runs as a standalone process on the
switch’s x86 CPU, ensuring functional isolation from the core
switch stack. In SONiC-based platforms, we isolate the agent within
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Figure 5: SW-assist CSIG architecture

a dedicated container and pin it to a single hyperthread to mini-
mize resource contention and performance intrusion. While the
agent can run on embedded ARM cores, we utilized the x86 CPU
to simplify engineering and expedite integration with the exist-
ing switch stack. Prior work such as [50, 59] do not meet our
requirements: (i) they rely on best-effort sampling or socket-based
streaming which are prone to sampling loss and significant soft-
ware overheads, and (ii) they provide only read-only unidirectional
telemetry and lack mechanisms to write back to datapath tables
at the same frequency. Instead, our strategy employs a determin-
istic poll-and-update cycle to meet CSIG’s stringent low-loss, low-
latency requirements.

To obtain high-resolution telemetry, we engineered a dedicated
CPU-t0-ASIC hardware channel for a deterministic, low-latency
polling loop in the HST agent. This bypasses vendor SDK and
SAI [40] API constraints, which are often limited to multi-second
intervals that fail to capture transient microbursts. Modern ASICs
provide multiple hardware channels for CPU-to-ASIC interaction.
While vendor SDKs typically utilize the primary channel, we re-
purpose a separate, unutilized channel intended for ARM cores to
establish a private, high-speed conduit that does not contend with
SDK operations. We memory-map the interface’s PCI base address
to enable direct MMIO access to control registers, allowing the
HST agent to either perform indirect HW register read/write op-
erations, or configure the ASIC’s internal DMA engine for bulk
reads/writes. Crucially, this direct hardware access eliminates soft-
ware overheads to enable ps-latency telemetry reads and table
writes, bound only by the limits of PCle access.

4.3 SW-assist CSIG header update datapath

The signals acquired by HST Agent must be applied to packet
headers without performance loss. Each cycle, the HST agent
polls counters, computes congestion signals such as ABW, and en-
codes them into compact values. Using the high-speed SDK-bypass
channel, the agent performs low-latency writes to program these
“signal-of-the-moment” metrics directly into hardware tables. The
ASIC then references these fields for line-rate, per-packet tagging.

Our packet-processing pipeline repurposes existing ASIC ca-
pabilities by treating CSIG tags like conventional VLAN tags. By
configuring the CSIG EtherType as a legitimate Tag Protocol Iden-
tifier (TPID), packets traverse standard forwarding pipelines with-
out hardware modification. We prevent Layer 3 mechanisms from
stripping the tag by disabling tag rewrites on next-hop entries. Fi-
nally, the ingress pipeline passes CSIG fields as VLAN metadata
to the egress stage, where Ternary Content Addressable Memory
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(TCAMs) or Network Processing Units (NPUs) perform compare-
and-replace operations. Because CSIG updates depend on egress
port congestion, they execute after port resolution in late egress
stages. For each port, locator metadata is statically stored in a
hardware table alongside its current signal-of-the-moment. The
compare-and-replace operation then integrates this signal and lo-
cator into the CSIG header. By bypassing slow SDK operations,
the cycle from counter polling to datapath updates completes in
sub-millisecond time, delivering real-time feedback rather than
seconds-stale data. Fig. 6 shows a CDF of HST cycle times across
our production fleet. SW-assist CSIG re-purposes switch VLAN
resources, potentially precluding concurrent VLAN use. We could
not deploy SW-assist in certain baremetal settings where tenant
isolation required use of VLANSs. In contrast, HW-native imple-
mentations co-exist with VLAN tags without such limitations.
Beyond enabling deployment on brownfield hardware, this poll-
and-update model also serves as a flexible framework for extend-
ing HW-native implementations with new, experimental signal
types computed in the control plane (e.g., link health metrics,
switch reliability signals) in both 4B and 8B formats without wait-
ing for ASIC redesign cycles. Independently, while the user-space
HST agent plays a critical role for datapath updates in SW-assist
mode, it remains useful even in HW-native mode to export fabric
telemetry in the form of summarized digests and raw traces (§6).

5 CSIG Realization in Transports

5.1 Using CSIG in Control Loops

We next describe how the CSIG signals provided by HST (§4) are
used by congestion control, multipathing, and load-balancing algo-
rithms to enhance performance.

CSIG Fast Ramp-Up in Congestion Control: Fast Ramp-Up
(FRU) is a CC mechanism that uses CSIG normalized Available
Bandwidth (ABW/C) telemetry to increase the congestion win-
dow (cwnd) rapidly and safely when available bandwidth is de-
tected. With FRU, if only %—th of the bottleneck bandwidth is used
then all flows can safely increase their sending rate by a factor of
f over the next RTT, fully utilizing the bottleneck. This adaptive
increase claims idle capacity faster than standard additive increase
(AI) mechanisms, which take O(BDP) RTTs to converge [23]—
increasingly a challenge for short flow completion time as we move
to 400Gb/s paths and beyond. While endpoint CC has evolved from
coarse-grained loss signals (Reno [26], CUBIC [23]) to more pre-
cise signals for detection of congestion, such as ECN (DCTCP, DC-
QCN) and delay measured by hardware timestamps (TIMELY [36],
Swift [31]), most CC algorithms deployed at-scale have until now
used slow, static increase mechanisms such as Al, because they
lacked a signal such as ABW/C. Unlike CUBIC [23], which de-
faults to Reno’s linear increase at low BDPs and requires hundreds
of RTTs to recover from loss at high BDPs, or BBR [10], which
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Algorithm 1 Fast Ramp-Up (FRU) for Swift CC

1: Input: acknowledged (# packets ACKed in current ACK),

tx_in_flight (flight size at time of packet transmission),

fabric_delay (measured RTT), abwe (bottleneck ABW/C),

current_fcwnd (current window size),

: Params: Qy; (queue delay threshold)

: function GETSWIFTFCWNDINC(...)

> Baseline Swift Additive Increase

per_ack_inc « acknowledged/ current_fewnd

new_fewnd « current_fewnd + per_ack_inc

> CSIG FRU Logic

queue_delay «— fabric_delay — GETMINFABRICDELAY()

if queue_delay < Qy, then
utilization = 1.0 — abwc
f= umilz‘gmm > safe multiplicative growth factor
est_flow_capacity «— tx_in_flight X f
fru_target « max(new_fewnd, est_flow_capacity)
fru_inc « (fru_target — new_fewnd) X per_ack_inc
new_fcwnd < new_fewnd + fru_inc

end if

20: return new_fcwnd

21: end function

caps growth at 1.25X per RTT, FRU leverages precise ABW/C feed-
back to safely and rapidly claim newly idle bottleneck capacity and
outpaces these heuristics.

In “clean-slate” protocols such as XCP/RCP, switches used terms
akin to ABW/C to compute flow window/rate changes based on
available bottleneck capacity, while hosts sent flow RTTs in head-
ers for stable behaviors. Like VCP, CSIG FRU is the dual solution:
switches report bottleneck utilization signals, and host CC uses
this in concert with a flow’s RTT and application demand.

FRU can be integrated into any CC algorithm; we have inte-
grated it into Swift [31] (see Algorithm 1). Standard Swift CC grows
the fabric congestion window (fcwnd) by a constant 1 packet per
RTT by incrementing the window by per_ack_inc upon each ACK
(Lines 8-9). FRU augments this baseline with an adaptive growth
component. By pairing the bottleneck ABW/C reported in an ACK
(abwc) with the flight size recorded at the corresponding data
packet’s transmission time (tx_in_flight), FRU estimates the flow’s
share of the bottleneck’s capacity, est_flow_capacity (Lines 13-
15). It finds an fru_inc for this ACK to smoothly grow fcwnd to
fru_target over the next RTT (Line 17). For example, when a flow
with fewnd = 10 and #x_in_flight = 10 receives an ACK for 5
packets (per_ack_inc = 0.5) carrying an abw/c value of 50%, it will
estimate a capacity of 20 packets; FRU adds 5 ((20 — 10) X 0.5) to
the baseline increase for this ACK, smoothly driving fcwnd to the
target over a single RTT.

Finally, to account for switch ABW/C updates that may occur
at intervals longer than the RTT, FRU applies queuing threshold-
ing (Qq) as a real-time circuit breaker (Line 12). These guards al-
low the sender to pause an increase if stale ABW/C feedback risks
an overshoot of actual available bandwidth. They maintain FRU’s
responsiveness, even under delayed explicit signaling.

FRU works similarly with other CC algorithms: §B.2 describes
FRU for CUBIC (BBRv3 would be similar), and §B.1 demonstrates
how FRU works with packet-sprayed NSCC.

CSIG-Enabled Dynamic Multipathing degree: Transports such
as Falcon [49] and PonyExpress [34] employ multipathing with a
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static number of flows per connection. This generally improves
bandwidth utilization and flow completion times, but is counter-
productive in incast, where the bottleneck is the (single) ToR-to-
Host link. In such cases, a higher multipathing degree exacerbates
last-hop queues without boosting throughput, adding unneces-
sary latency. We use CSIG to implement dynamic multipathing, by
monitoring the fraction of CSIG bottleneck locator metadata fields
pinpointing the last hop. When this fraction exceeds a configured
threshold, indicating last-hop saturation, the sender cuts its mul-
tipathing degree—“draining” subflows to reduce last-hop queuing
delay. This reduces tail latency by 2.5X in experiments (§7.2).

CSIG-informed Protective Load Balancing: Fundamentally,
load balancing seeks paths with high per-flow available bandwidth.
Standard Protective Load Balancing (PLB) [44] relies on indirect
signals—triggering random reroutes when RTT or ECN indicates
congestion for N consecutive RTTs. However, in highly loaded net-
works, such rerouting can blindly move flows from one congested
path to another.

We find that rerouting is better served using direct ABW sig-
nals. First, CSIG-informed PLB redefines the congestion trigger: a
path is deemed congested if its bottleneck ABW drops near zero
for N consecutive RTTs. This prevents congestion control from
suppressing the trigger even if it keeps delays low. Second, it re-
places random rerouting with a power of two choices 3, 37] strategy.
The sender evaluates two candidate paths by switching data pack-
ets between two different flow labels over consecutive RTTs, then
migrates the flow to use the label with the higher ABW. This re-
quires minimal additional state at the sender. This direct approach
reduces path switching by 3.75% and increases throughput by 16%
in experiments (§7.2).

Network Signal Congestion Control (NSCC): Integrating CSIG
into Ultra Ethernet Transport’s NSCC [5, 12] serves as a test of gen-
erality for unseen, packet-spraying transports. Implementation de-
tails are in §B.1. We focus here on correcting a structural bias com-
mon to delay-based protocols: the reliance on cumulative whole-
path queuing delay. This penalizes flows traversing multiple con-
gested hops, even when they share the same bottleneck. By substi-
tuting NSCC’s cumulative signal with CSIG’s max(Delay), flows
adapt to the true bottleneck, and decouple rate adaptation from de-
lay elsewhere, a change shown to restore fairness (Poseidon [55]).
§7.3 shows the resulting improvements in NSCC.

High Precision Congestion Control (HPCC): We demonstrate
CSIG’s generality by adapting HPCC [33], an INT-enabled protocol.
This integration challenges CSIG’s fixed-length design against two
INT assumptions: whole-path visibility and multi-signal aggrega-
tion. First, while INT collects telemetry from every hop, HPCC’s
control algorithm acts strictly on the maximum congestion met-
ric along the path. CSIG’s bottleneck-only signaling is thus func-
tionally equivalent for control purposes, validating that full path
visibility is often superfluous. Second, HPCC relies on simultane-
ous measurements of queue length and link utilization. Since CSIG
carries only a single signal type per packet, we adapted the sender
to interleave requests for distinct signal types across alternating
packets. This approach successfully drives HPCC’s multi-variable
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control loop, demonstrating that CSIG’s compact header can sup-
port multi-signal protocols. §B.3 details this implementation, show-
ing the resulting equivalence in control fidelity. Additionally, CSIG-
based HPCC outperforms “vanilla” INT-based HPCC, as it receives
in-band signals on every packet rather than one probe per RTT.

5.2 CSIG End Host & NIC Implementations

This section details the implementation of CSIG in datacenter soft-
ware and hardware transports (Linux TCP, PonyExpress, Falcon,
RoCE) spanning four NIC platforms (a proprietary 100Gb/s NIC,
200Gb/s Intel IPU E2100 [24], 400Gb/s Intel IPU E2200 [25], and
NVIDIA ConnectX-7 [38]). We also validated CSIG-tagging imple-
mentation in the Andromeda [13] virtualization stack.

CSIG for Linux TCP, PonyExpress: We integrated CSIG into
our production software transport stacks—Linux TCP and the
user-space stack PonyExpress [34]—by implementing an L2 tag
for forward-path signaling and an L4 reflection header for the re-
verse path. See Fig. 7 for an overview. Our design addresses two
critical challenges. First, for performance and feature integrity, the
design ensures that new headers do not regress high-performance
features nor break hardware offloads. Second, because these stacks
serve production traffic in heterogeneous environments with vary-
ing host and switch capabilities, our design ensures reliable opera-
tion and interoperability with legacy infrastructure.

Shared aspects of PonyExpress and Linux TCP CSIG:

o Negotiating CSIG: Connection handshakes negotiate CSIG capa-
bilities, and only use CSIG tagging and reflection upon mutual
agreement between endpoints. This allows CSIG-enabled hosts to
interoperate safely with straggler host SW versions & transparent
upgrades [34].

o Reliable Connectivity: We use several layers of protection to pre-
vent blackholing due to heterogeneous mixes of CSIG and non-
CSIG hosts/switches. First, we configure transport connections
to use CSIG only for intra-fabric traffic in fabrics for which all
switches are wholly CSIG-enabled. Our Software Defined Net-
working (SDN) system, Orion [18], configures and checks for
CSIG-compliance, and switches are programmed to strip CSIG
tags when forwarding packets to neighboring switches that don’t
support CSIG. This ensures a set of verified-CSIG-compliant fab-
rics, and that CSIG is only used within these fabrics. Second, to
protect against blackholing by devices that might drop packets
due to bugs, transport Protective Re-route [56] repaths upon each
Retransmission Timeout (RTO), repeatedly trying to find a path
with end-to-end CSIG support. Finally, if an CSIG-enabled con-
nection experiences k consecutive RTOs, it reverts to untagged
packets for the remainder of its lifetime. This prioritizes reliability
over CSIG telemetry. See App. D for details about the CSIG rollout.
o Flexible Processing: For backwards compatibility with devices
running legacy/straggler SW, the Rx and Tx packet processing
logic supports packet headers with or without L2 CSIG tags and
L4 reflection headers over the same flow.

o Dual state: Given bidirectional flows with ACKs and Selective
ACKs (SACKs), the transport has dual per-flow state: forward
CSIG to track the outgoing path bottleneck (local—»remote) and
reverse CSIG to track the incoming path (remote—local). This
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Figure 7: CSIG realization in SW Transports

enables using forward-path feedback for CC/LB while saving
reverse-path data to set L4 reflection headers.

o Reflection Mechanism: The receiver’s transport reads the L2
CSIG value, caches it in flow state, and reflects it in an L4 header
on outgoing ACKs. Senders then read this reflected value and pass
it to the active CC module.

o Support with Encryption: To support PSP encryption, we adapt
NIC transmit and receive packet processing (steering rules and
packet parsers) so that NIC cryptographic offload engines apply
encryption and decryption at offsets adjusted for the CSIG tag.
Since the reflection header is within the encrypted L4 data, it does
not affect these offsets. Upon reception, the NIC extracts the CSIG
tag and exposes it to transports through Rx descriptors.

o Zero-copy Support: CSIG support preserves zero-copy Tx and
Rx optimizations. Rx Zero Copy relies on header-splitting, where
headers are kept in host-stack buffers and the payload is placed in
application buffers. The logic must account for the variable size of
the L2 header due to the optional CSIG tag. The small size of the
CSIG tag and reflection header remains within the header-split
sizes supported by commodity NICs, enabling Rx zero-copy.

o Cache-sensitive layout: We optimized the layout of CSIG state to
fit in already-hot cache lines, avoiding cache miss latency penal-
ties and sustaining line-rate performance.

Specific to kernel/TCP: We integrated CSIG into NIC firmware
and Linux’s TCP stack, maintaining HW/SW offload performance:

o CSIG-Aware GRO: High-performance TCP stacks rely on Generic
Receive Offload (GRO) to coalesce sequential, in-order packets be-
longing to the same TCP flow. However, CSIG-tagged packets
within a single flow may carry varying signals, causing standard
GRO to skip coalescing. To address this, we modified both ker-
nel software GRO and NIC-offloaded hardware GRO to be CSIG-
aware, coalescing packets with differing CSIG values while pre-
serving the signal from the most recent segment. This maintains
offload efficiency while giving the transport the freshest bottle-
neck information. We found that the configurability of existing
commodity NICs and IPU-based Smart NICs [24] was sufficient to
implement this.

o TCP Offloads: Inserting an CSIG tag at L2 introduces a variable
offset for subsequent headers, potentially breaking hardware of-
floads such as Checksum, Receive Side Scaling (RSS), and Proto-
col Decryption. We addressed this while avoiding vendor-specific
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dependencies: (i) For foundational NICs with limited programma-
bility or with TCAM-based steering, we updated the microcode
to recognize the custom CSIG EtherType. The parsing logic dy-
namically adjusts the pointers used by the decryption and RSS en-
gines, ensuring that L3/L4 headers are correctly located. (ii) For
IPU-based Smart NICs, we use HW processing to decouple the
wire format from the host driver. The HW strips the L2 CSIG tag
before the packet is DMA’d to the host, copying the signal directly
into the Rx descriptor. This simplifies the kernel, as it processes
standard Ethernet frames while reading CSIG signals separately
via the Rx descriptor.

CSIG for Falcon: CSIG is integrated into the Falcon [49] hard-
ware transport on the NIC to support high-performance RDMA
transfers. CSIG signal selection and congestion control logic, such
as Fast Ramp-Up, is delegated to the Falcon Adaptive Engine, a pro-
grammable unit that manages transport policies. Concurrently, Fal-
con’s fixed-function hardware datapath handles line-rate CSIG tag
generation and signal reflection, ensuring fine-grained, in-band
congestion feedback without sacrificing the performance advan-
tages of a hardware transport. The Falcon protocol specification
v1.1 [17] defines the mapping of the Compact CSIG tag to various
Falcon protocol operations. Independently, we also validated CSIG
tagging and reflection in hardware on NVIDIA CX7 NICs [38] for
the RoCE transport [22].

CSIG for Virtualization Stacks: We integrated CSIG into An-
dromeda [13] to capture telemetry for VM-to-VM traffic. Andromeda
inserts CSIG tags via standard Match-Action flow table operations
during encapsulation (e.g., PSP, GRE, IP-in-IP) with negligible over-
head, keeping the guest OS unaware of the signaling. To extract
telemetry, we leverage ingress packet sampling at Rx hosts. This
is an ideal vantage point, as receiver packet headers contain CSIG
tags capturing path bottleneck signals. These samples flow into
Andromeda’s monitoring backend to provide real-time insights
into Cloud traffic bottlenecks. Furthermore, this design can be
extended to support guest OS transports transparently: at Tx, the
virtual switch copies the guest’s inner L2 tag to the outer L2 header
during encapsulation so that transit switches can update them. At
Rx, the virtual switch copies the updated outer L2 tag back into
the inner L2 header or descriptor fields of the decapsulated packet
before delivering it to the VM, allowing the guest OS transport to
receive bottleneck signals and perform reflection transparently.

6 Bottleneck observability for applications

The transport stack’s flow telemetry tracks end-to-end metrics
such as retransmission rates, RTTs, and congestion windows, but
it cannot localize the specific fabric bottlenecks driving application
tail latency. Conversely, state-of-the-art datacenter observability
frameworks use out-of-band, switch-centric telemetry to charac-
terize fabric congestion, but face fundamental limitations in metric
resolution and metric-to-flow attribution. Recent studies [4, 21] an-
alyze minute-level switch counters to infer core RDMA congestion
patterns post-hoc or characterize ToR hotspots. These approaches
fail to capture microbursts at the bottleneck that determine perfor-
mance; moreover, their port-centric metrics are application-blind,
requiring complex offline correlation to associate network behav-
iors with specific workloads.
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CSIG resolves these limitations by surfacing precise bottleneck
data that can be interpreted in application context across three
telemetry planes—RPC, SDN, and fabric—enabling operators to
trace the causal link between application latency spikes and tran-
sient microbursts in fabric.

Remote Procedure Call (RPC) telemetry: Distinguishing be-
tween host inefficiencies and fabric congestion remains a funda-
mental challenge in RPC systems, turning the root-causing of el-
evated tail latency into a laborious process of manual correlation
between host and fabric data sources. To resolve this, we surface
CSIG signals through Fathom [45], which annotates distributed
traces in Dapper [48] with transport-layer metrics. Since a sin-
gle RPC consists of multiple packets, we record the most recent
signal and locator observed during the RPC’s lifetime. By includ-
ing CSIG data in the traces, operators can directly correlate high
RPC latency with specific network bottlenecks. Annotations such
as CSIG{ABW:<5%, loc:ToR—host} quickly pinpoint whether the
network was a bottleneck for a slow RPC and, if so, exactly where
the congestion occurred and its severity. This allows for rapid ex-
oneration of the network when bandwidth is plentiful or provides
a clear location for investigation when congestion is indicated, di-
rectly linking application performance to real-time network con-
ditions. We evaluate this capability in §7.1.2, where CSIG distin-
guishes the specific network bottlenecks affecting storage read vs.
write RPCs.

Software Defined Networking (SDN) telemetry: Our host-
based SDN telemetry system generates detailed traffic matrices
across aggregates, such as racks, aggregation blocks, clusters, or
accelerator pods, and provides granular breakdowns by specific ap-
plications. To construct these matrices, the system utilizes packet
sampling at ingress and egress sides of hosts with probabilities
ranging from 1:1K to 1:1M. By reporting headers up to L4 along-
side timestamps and application metadata to centralized collectors,
the system accurately estimates traffic volumes and maps end-to-
end connectivity across the fabric.

We integrated CSIG into this infrastructure to generate bot-
tleneck matrices, providing per-application visibility into where
and to what extent workloads experience congestion. For ingress
samples, the receiver extracts CSIG signals directly from the L2
packet header. For egress samples, the sender attaches the reflected
forward-path congestion data, typically maintained as per-flow
state. We aggregate these samples over fixed intervals to map the
distribution of bottleneck locations and available bandwidth for
each source-destination pair. These matrices enable operators to
identify network-constrained workloads and optimize job sched-
uling & placement. §7.1.2 shows how bottleneck matrices capture
structural shifts in congestion following network optimizations.

Fabric telemetry: Complementing workload-centric SDN and
RPC telemetry, we surface signals computed by HST Agent (§4.2)
to capture the network’s perspective. This third level of analysis en-
ables deep-dive investigations once CSIG in RPC and SDN teleme-
try identifies a bottleneck’s location and severity. To balance fine-
grained visibility with overheads, a two-tiered architecture exports
CSIG signals of port utilization, (1 - ABW/C), and queue depths.
First as continuous summarized statistics, switches export buck-
eted histograms and cumulative digests of port utilization, e.g.,
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Figure 8: Impact of FRU in production for a distributed inference work-

load. Model server RPC latency p50 improves by up to 20%. Unclaimed

bandwidth reduces with FRU by up to 60%.
time spent at >95% utilization, over 30s windows via gNMI [42]
streaming telemetry. This enables operators to detect fabric-wide
microbursts and anomalies without the bandwidth overhead of
raw time-series data. Second as on-demand raw traces, to facilitate
precise forensic analysis of transient events, switches maintain
a circular in-memory buffer (in tmpfs) that stores the most re-
cent ~30s of raw, sub-millisecond timeseries data. This buffer is
managed by the user-space HST agent, decoupled from whether
CSIG is realized via software-assist or native hardware. These high-
fidelity traces of CSIG signals are retrieved on-demand via a new
orchestration system. This system coordinates synchronized trace
collection across switches for a desired duration, time-aligning and
stitching together the ring-buffer segments—both across switches
and across time by chaining multiple 30s buffers from the same
switch—to reconstruct the exact micro-dynamics of congestion
events. §7.1.2 demonstrates using the summaries for fabric-wide
analyses, and raw traces for diagnosing ML training slowdowns.

7 Evaluation

We evaluate CSIG across three dimensions: production results cov-
ering congestion control and observability at scale; testbed results
demonstrating load balancing performance and validating imple-
mentation overheads; and simulation results for sensitivity analy-
sis. All results are with the 4B tag, unless otherwise specified.

7.1 Production Results

We evaluate CSIG in a large-scale production deployment compris-
ing hundreds of clusters and handling intra-datacenter traffic on
our Jupiter [43] network. The system serves a heterogeneous mix
of latency-critical and throughput-oriented workloads carried over
Pony Express and Linux TCP. These results demonstrate CSIG’s ef-
ficacy for real-world compute, storage, and ML applications under
dynamic traffic conditions of production fabrics.

7.1.1  Congestion Control benefits. We evaluate CSIG Fast Ramp-
Up (FRU) for Swift [31] CC in production. To account for natural
traffic variations (diurnal and weekly), we compared performance
against the same time period from the week prior to rollout. We
also analyzed the relevant timeseries spanning +5 days around the
rollout to confirm that gains were sustained and not transient.
Fig. 8(a) shows that FRU improves RPC latency across all %-iles
for latency-sensitive distributed LLM serving traffic. The most sig-
nificant gains occur between the 20th and 90th %-iles-including a
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Cluster Median unclaimed BW | FRU’s impact on Median
RPC Latency

Cluster A | ~90% (high) ~20% improvement

Cluster B | ~ 40% (medium) ~10% improvement.

Cluster C | ~ 15% (low) < 1% improvement

Table 3: Impact of FRU on cluster-wide median RPC latency in relation
to the cluster’s unclaimed BW.

~20% improvement in the median. Fig. 8(c) shows the time series
evolution of median RPC latency over hourly windows during the
rollout. These gains translate to faster prefill-to-decode KV-cache
transfer time which is critical in disaggregated LLM serving. We
compared intervals with identical (within 1%) serving QPS and pre-
fill lengths and found that FRU reduces median KV-cache transfer
time by 5.8%, and by 9.3% under peak QPS load (not shown). We
further verified these gains are from FRU by confirming that the
natural variation (A/A and B/B controls) for equivalent load con-
ditions was within 0.5%. Similarly, a large-scale In-Memory Filesys-
tem which exhibits bursty shuffle phases achieved a 10% median
RPC latency improvement (not shown) from FRU. Deep tails such
as 99th %-ile do not exhibit noticeable improvement; this is ex-
pected since the tail is determined by congested scenarios where
available bandwidth is zero and FRU is not expected to trigger.

To understand these gains, we analyzed unclaimed bandwidth
—defined as the ABW/C reported by CSIG during congestion con-
trol induced stalls i.e., when application has data to send but is
fewnd limited. This captures the available bandwidth that conges-
tion control failed to utilize. This metric is the first direct measure-
ment of how efficiently congestion control uses available band-
width, which as [31] noted, has traditionally been much harder
to measure than its ability to mitigate congestion. Fig. 8(b) com-
pares the distribution of unclaimed BW measured by the applica-
tion flows. It shows that FRU reduces this waste by 60% (30 per-
cent points) at p50, converting idle capacity into useful through-
put. Fig. 8(d) shows the time series evolution of this median over
hourly windows tracking this reduction. This improvement is fur-
ther supported by a 12% reduction in transport stalls and an up-
ward shift in the congestion window distribution—22% at p50 (not
shown)—allowing flows to maintain higher rates. This aggressive
rate causes a marginal increase in RTT (<10% at p99.9) due to in-
creased queuing in the switches, however, we trade this acceptable
increase for significant gains in application latency.

We further analyze the efficacy of FRU across clusters with vary-
ing levels of overall network utilization, shown in Tab. 3. Our take-
away is that FRU benefits clusters with medium-to-high unclaimed
bandwidth but offers minimal utility when unclaimed bandwidth
is low. FRU primarily exploits unclaimed bandwidth that baseline
additive increase is too conservative to claim. Thus performance
improvements are highest when spare bandwidth is plentiful but
naturally smaller otherwise. These observations also validate that
FRU correctly scales back to not induce congestion under already
heavy load.

7.1.2 Observability Case Studies. While metrics such as RTT indi-
cate that congestion exists, they rarely reveal where or why. We use
production case studies to evaluate how CSIG bridges this gap.

1273

Ravi et al.
100% -
Before After E Rollout
%, ¥ wEN g 3%
= —> e v = %
e % o e 2
n | U £ 40% -
Dst Block DstBlock § 500
ToR—Aggr g
ToR—Host 0% - ' .
Aggr—ToR 12 3 D4 5 6 7
ay

Figure 9: Impact of enabling multipathing for an in-memory filesystem
job: (a) shift in primary bottleneck locations, and (b) reduction in traffic
bottlenecked (ABW/C < 5%) at ToR uplinks.

Visualizing Congestion Shifts (SDN Telemetry): Using CSIG,
we evaluated the production rollout of a new multipath load bal-
ancing scheme in Pony Express. Fig. 9 presents a bottleneck heatmap
constructed from CSIG packet samples, capturing the most fre-
quent bottleneck layer encountered by bandwidth-limited packets
(ABW/C <5%) between each pair of src/dst compute blocks. Prior
to the change, the bottlenecks were concentrated at TOR—Aggr
uplinks. After enabling multipathing, the fraction of traffic bottle-
necked at TOR— Aggr uplinks dropped from 40% to 20% (visualized
in Fig. 9a and quantified in Fig. 9b), shifting the residual congestion
to the other layers of the topology—primarily to the ToOR—host last
hop. While standard byte counters recorded aggregate throughput
gains, CSIG revealed why this was happening. It proved that the
throughput increase happened because the ToR—Aggr uplink bot-
tleneck was relieved.

Contextual Network Hotspots (RPC Telemetry): We evalu-
ated how CSIG advances bottleneck observability for RPCs by an-
alyzing over 100 million TCP-driven RPC samples across dozens
of storage-heavy production clusters.

Fig. 10 shows the correlation between storage HDD Read &
Write latency (both total and the network-attributed portion) and
CSIG-reported available bandwidth % recorded in Dapper annota-
tions. The data confirms that Write latency is dominated by net-
work transfers, and increases exponentially as available bandwidth
drops. In contrast, Read latency is more governed by non-network
factors such as disk I/O or host processing and is only linearly
sensitive to the available bandwidth even when it is low.

Furthermore, CSIG confirmed that Reads and Writes are bottle-
necked at different layers in the network. Fig. 11 shows the distri-
bution of bottleneck locations and message size breakdowns for
bandwidth-starved RPCs (ABW/C < 1% ). Reads are primarily bottle-
necked at ToR uplinks, while Writes are bottlenecked at the core
layer Aggr — DCNI (Data Center Network Interconnect). By cor-
relating these signals with message size, we found that core-layer
congestion is driven by large Write payloads (>1 MB).

With CSIG, we performed this analysis using only Dapper traces,
removing the need to correlate multiple telemetry sources. By pin-
pointing where congestion occurs for Reads vs. Writes, CSIG iden-
tified the exact network layers that require more capacity.

Diagnosing ML training slowdowns (Fabric telemetry): Large-
scale ML training is highly sensitive to tail latency, as a single
straggler can stall the entire job. We evaluate how CSIG aids in
detecting and debugging the transient anomalies that cause these
stragglers. Fig. 12 shows the raw ps-granularity traces of port uti-
lization from CSIG fabric telemetry gathered from a ToR switch
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Buggy training step

Host—ToR Port
utilization

during a production TPU training run, where each color represents
a unique host—ToR port. It reveals the unique network signature
of the TPU training job, and we can precisely demarcate individual
training steps. The traces detected an instance of an anomaly that
coarse-grained health metrics such as steps/s missed: a prolonged
stall between two specific training steps as seen in the idle section
of the red box. By correlating the stall timestamp with logs from
the Inter-chip Interconnect (ICI), we confirmed that a simultane-
ous physical link flap caused this stall.

Fabric-level congestion dynamics. To evaluate how CSIG en-
ables large-scale congestion pattern analysis, we compared fabric
telemetry from production storage and TPU environments. Den-
sity heatmaps in Fig. 13 summarize these distinct link dynamics
over a two-day period. For every network link, we aggregate two
metrics over identical five-minute windows: the Average Link Uti-
lization (x-axis) and the Line-rate Microburst Duration (y-axis),
representing the percentage of time the link spent at >95% satura-
tion based on HST’s 100us measurements. These values are buck-
eted into integer bins, and heatmap shows the count of observa-
tions for each bin across the fabric. First, the two fabrics visibly
exhibit different congestion signatures. Second, although both fab-
rics exhibit bursts at low avg utilization, the TPU fabric’s isolated
central patch (~50% avg utilization, ~50% microburst duration) in-
dicates a larger prevalence of burst/idle cycles that’s characteristic
of ML workloads.
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Fig. 14 uses SDN telemetry to translate these fabric-level dynam-
ics into application impact. It shows the CDF of ABW/C experi-
enced by flows of three specific jobs in the TPU fabric. Despite
sharing the same physical fabric, distinct jobs experience different
available bandwidth. For example, 90% of Job 1’s flows were se-
verely bottlenecked by the bursty links identified in Fig. 13, while
Job 3 is less impacted. This occurs because job placement deter-
mines which flows use or do not share the bursty links. CSIG not
only characterizes fabric congestion dynamics but also identifies
the specific jobs affected, which more precisely informs job sched-
uling decisions. This highlights CSIG’s unique ability to isolate
application-specific bandwidth availability, a dimension distinct
from the per-RPC metrics shown earlier.

7.2 Testbeds & Controlled Experiments

To evaluate load balancing in a controlled setting, we used a Pro-
duction Mirror Testbed, comprising a Jupiter network with two ag-
gregation blocks and dozens of racks. This setup enables running
application benchmarks against specific traffic patterns.

CSIG-Enabled Dynamic Multipathing degree. We evaluated
dynamic multipathing (§5.1) using an incast scenario, where eight
hosts saturated a 100 Gbps ToR downlink. As shown in Fig. 16
(left), static multipathing with a degree of 16 inflated p99 latency to
222ms due to increased last-hop queue pressure. In contrast, CSIG-
guided dynamic multipathing correctly identified the ToR—host
bottleneck and disabled multipathing, lowering p99 latency to
89ms—a 2.5X reduction. This approach matches single-path perfor-
mance during incast while retaining the ability to scale up when a
different layer of the fabric is the bottleneck.

CSIG-informed Protective load balancing. We evaluated CSIG-
informed PLB (§5.1) using two racks, each with 12 machines and
8%100 Gbps ToR uplink capacity. Under a heavy 730 Gbps back-
ground load, a single backlogged application flow achieved only
31.4 Gbps in the baseline scenario. Because standard PLB relies
on indirect signals (RTT/ECN) to trigger reroutes that are blind to
the available bandwidth on the path, it suffered from path thrash-
ing—where the flows were unnecessarily rerouted (45 times/s)
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Figure 16: Performance improvements to Multipathing (left) and PLB
(right) using CSIG

from one path with no available bandwidth to another. By lever-
aging direct ABW signals to actively find paths capable of absorb-
ing the load, CSIG-informed PLB directed traffic to less congested
paths only when actually available. This reduced the reroute fre-
quency to 12 reroutes/s and increased application throughput to
36.5 Gbps—a 16% improvement.

HW-native and SW-assist CSIG overheads. We validated CSIG
overheads across four NIC generations, five host stacks (Pony Ex-
press, TCP, Falcon, Virtualization, RoCE), and five switch silicon
generations —including Intel IPU E2200 and Broadcom Tomahawk
6 (first devices with HW-native CSIG). Adding headers to all pack-
ets incurs negligible overhead on goodput (<0.1%) and <0.01% im-
pact on packets per second or latency even for 1B messages (with
both 4B and 8B formats on TH6).

7.3 Simulations with CSIG

FRU Sensitivity Analysis. To evaluate how the switch’s mea-
surement interval for the ABW/C signal affects FRU’s performance,
we use Isekai [16] to simulate foreground incast RPCs competing
with bursty background traffic, where all flows traverse inter-rack
paths with a 10us unloaded RTT. FRU captures capacity released
between background bursts for foreground flows. Fig. 15 shows
how FRU’s median, p90, and p99 latency improvements (over base-
line Swift without FRU) for foreground RPCs change as we vary the
ABW/C measurement interval. For these homogeneous 10us-RTT
flows, FRU offers performance benefits for ABW/C measurement
intervals between 10-100ys.

These results illuminate a key trade-off. When the ABW/C mea-
surement interval is too short, ABW/C values may include sharp
transients that do not reflect spare capacity that persists long
enough to be claimable by end-host congestion control. Such tran-
sients can be caused by sub-RTT-burst-generating processes, such
as CC operating unpaced while window limited. Transients in the
1us ABW/C values cause the latency regression at p99 and the re-
duced improvement at p90 vs. for a 10ps interval. Lengthening the
ABW/C measurement interval avoids exposing these transients.
However, averaging over a longer period causes FRU to respond
more slowly, both at the onset of spare capacity and once spare ca-
pacity has been claimed. This effect is clearly evident in the latency
trend across the 10, 100, and 1000us intervals. In production dat-
acenter settings, where flow RTTs are heterogeneous, we expect
that an ABW/C measurement interval in the range of 10 to 100us
will likely be adequate for FRU. We leave a full investigation of the
best choice to future work, and offer details of how the choice of
ABW/C measurement interval affects FRU’s control loop in §B.4.

We further consider the role of the frequency of feedback, as de-
termined by the fraction of a flow’s data packets carrying a CSIG
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tag, on congestion control’s performance. Fig. 21 in §B.3 demon-
strates that for the vast majority of flow sizes, flow completion
time is shortest with per-packet feedback, vs. with less frequent feed-
back. Per-packet feedback allows HPCC to learn of incipient queue
buildup and link saturation earlier, so its control loop responds to
incipient congestion earlier.

NSCC. We modified NSCC implementation in htsim [53] to use
CSIG’s bottleneck-only max(Delay) signal. In a canonical three-
flow fairness scenario [55], where a victim flow traversing two con-
gested queues competes with flows traversing only one, NSCC+CSIG
improved the victim/non-victim throughput ratio from 4.5:1 to
1.4:1 (Fig. 17), significantly mitigating the unfairness of whole-
path signals. Moreover, for ML collective-like traffic, NSCC+CSIG
using packet spraying for multi-path load balancing increased vic-
tim throughput by ~65% and reduced FCT by ~39%. Simulation
setups appear in §B.1.

8 Conclusion

CSIG bridges the long-standing gap between high-level application
demands and low-level network dynamics. By delivering precise,
ps-granularity bottleneck signals via an L2 protocol, we move be-
yond the limitations of coarse, black-box heuristics. Our deploy-
ment across five generations of silicon proves that high-fidelity
signaling is achievable at line rate and transformative for trans-
port performance and observability. Future extensions can evolve
CSIG into a more comprehensive in-band signaling substrate by
expanding the framework to expose network health and reliability
signals directly to end-hosts.
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A Format, Encoding and support
Compact CSIG (4B) Wide CSIG (8B)

TPID TPID
(16 bits) (16 bits)
Signal Type Signal Type
(3 bits) (4 bits)
Signal Value Signal Value
(5 bits) (20 bits)
Locator Locator
(7 bits) (16 bits)
Reserved (R) Reserved

(1 bit) (8 bits)

Figure 18: Compact vs. Wide CSIG packet formats

Fig. 18 shows the field-level comparison of the Compact and
Wide CSIG tag formats. Compact CSIG tags employ fully con-
figurable signal “buckets” to more efficiently represent a signal
with a limited number of bits. This allows for greater granular-
ity in specific value ranges of interest to an application. Wide
CSIG tags use uniform signal quantization for higher accuracy
and provide greater flexibility in defining signals and metadata
with a larger bit width. In addition, its 16-bit locator field can be
leveraged to carry finer-grained hop identifier. For example, it can
carry the hop’s uSID in SRv6 architectures, enabling deterministic
path placement to avoid bottlenecks for transport protocols such
as MRC [39]. Tab. 4 shows the encoding used in our deployments
of ABW and ABW/C. Tab. 5 compares software-assist CSIG with
hardware-native CSIG.

Signal Value ‘ min(ABW/C) ‘ min(ABW)
ox0 0%—1% 0-1 Gbps
ox1 1%-5% 1-5Gbps
ox2 5%-10% 5-10 Gbps
ox3 10%-20% 10-20 Gbps
ox4 20%-40% 20-40 Gbps
ox5 40%-60% 40-80 Gbps
ox6 60%-90% 80-100 Gbps
ox7 90%-100% >100 Gbps

Table 4: Non-linear range encoding for SW-assist CSIG signals.

Feature ‘ SWe-assist CSIG ‘ HW-Native CSIG

Greenfield / New ASICs
Native Pipeline Logic
Real-time (~1 ps) / Per-
packet

Compact (4B) & Wide (8B)
5-bit (Bucketized) Up to 20-bit (Quantized)
Decoupled SW Signal Calc. Line-rate Signal Calc.

Table 5: Comparison of SW-assist and HW-Native CSIG

Target Hardware
Mechanism
Update Freq.

Brownfield / Legacy ASICs
Control plane HST agent
~100 ps

Tag Support
Signal Value
Performance

Compact (4B)

B Congestion Control
B.1 NSCC CSIG Integration

max(Delay) Integration. We integrated CSIG into NSCC in UEC’s
reference simulator, htsim [53]. We extend data packets with a
compact (4-byte) L2 tag carrying the max(Delay) signal, which
receivers reflect back to senders via a 16-bit ACK header field. The
sender’s control loop replaces cumulative whole-path queuing de-
lay with this bottleneck-hop max(Delay) signal.

NSCC balances load for a single flow using packet spraying. The
CSIG-enabled NSCC sender averages bottleneck-hop delay samples
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from distinct paths with an EWMA, and so models the congestion
level of a “pooled” path, leveraging CSIG’s observability of conges-
tion at a single bottleneck switch. Fig. 17 uses a 3-tier, 2:1 over-
subscribed Clos fabric with 100 Gbps links, and the collective-like
traffic uses a 2-tier, 4:1 oversubscribed Clos with 800 Gbps links.

Fast Ramp-Up for NSCC. We designed an FRU variant for NSCC,
similar to FRU for Swift. Baseline NSCC’s FastIncrease (FI) [12]
rapidly increases cwnd based solely on whole-path queueing delay,
ECN, or NACKs from trimmed packets, in a fashion proportional to
the fabric’s full unloaded BDP. However, it remains oblivious to the
extent of spare bottleneck capacity. In contrast, NSCC-FRU lever-
ages explicit min (ABW/C) feedback to ramp up more rapidly than
FI, yet safely. Furthermore, under packet spraying across multiple
paths, returning ACKs carry bottleneck capacity feedback from
these multiple (possibly overlapping) paths. The NSCC-FRU sender
processes these signals to adapt a single shared congestion window
(cwnd).

We evaluated NSCC-FRU against baseline FI in htsim by sim-
ulating a large-scale incast (200-300 short 10KB flows uniformly
drawn, 1 long 1 MB flow) on a 320-host, 3-tier, 100 Gbps Clos topol-
ogy with a 10us ABW/C measurement window. The vast majority
of the last-hop link’s capacity is abruptly released when the short
flows end. As shown in Fig. 19, NSCC-FRU ramps the long flow’s
window to a full BDP faster than FI to capture this released capac-
ity, reducing its mean flow completion time (FCT) by 10% (39ps, or
~3 RTTs), with peak reductions reaching 20%. NSCC-FRU can be
combined with max(Delay) fairness optimizations by alternating
signal types across packets. We leave the integration of these two
techniques to future work.

250 - o
g = e
S0 >
100 7
© 50 & s
% 100 150 200 250 300 350 400 450
Time (us)

Figure 19: cwnd dynamics of the single long flow over multiple runs with
either NSCC-FRU or baseline NSCC-FI, starting from steady-state shar-
ing by all flows in incast.

B.2 Fast Ramp-Up for CUBIC CC

Algorithm 2 describes FRU for CUBIC, the default TCP CC for to-
day’s widely deployed operating systems [58]. It is similar to FRU
for Swift (Algorithm 1). FRU is integrated into CUBIC by inserting
a call to the CUBICFRU() function at the end of the cubic_update()
function in Algorithm 1 of [23].

CUBIC CC grows the congestion window (cwnd) by a dynami-
cally calculated amount per RTT during its congestion avoidance
phase. This is implemented by incrementing cwnd by one packet
for each cnt packets ACKed. FRU enables a cwnd growth rate
faster than the baseline via an adaptive growth rate calculation
on each ACK. Exactly as with Swift FRU, by pairing the bottleneck
ABW/C reported in each ACK (abwc) with the flight size recorded
at the corresponding data packet’s transmission time (tx_in_flight),
the algorithm estimates the flow’s share of the bottleneck’s ca-
pacity, est_flow_capacity (Lines 8-10, identical to the Swift FRU
est_flow_capacity calculation). FRU identifies the gap between the
current cwnd and this fru_target (Line 11) as fru_delta (Line 12). If
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Algorithm 2 Fast Ramp-Up (FRU) for CUBIC CC

1: Input: acknowledged (# packets ACKed in current ACK),
2:  tx_in_flight (flight size at time of packet transmission),
3:  abwe (bottleneck ABW/C),

4 cwnd (congestion window size)

5: Input/Output: cnt (packets ACKed per cwnd inc)
6

7

8

9

: function CUBICFRU(...)
> CSIG FRU Logic

utilization = 1.0 — abwc > bottleneck utilization as a fraction

f= m > safe multiplicative growth factor
10: est_flow_capacity « tx_in_flight X f
11: fru_target «— max(new_fcwnd, est_flow_capacity)
12: fru_delta — (fru_target — cwnd)
13: if fru_delta > 0 then
14: fru_cnt — fniwigedlm
15: fru_cnt — maix(frufcnt, 1)
16: cnt «— min(fru_cnt, cnt)
17: end if

18: end function

fru_delta is positive (Line 13) it calculates the number of packets
ACKed per FRU cwnd increment as fru_cnt (Line 14). It imposes a
floor of 1 for fru_cnt to ensure that cwnd grows by at most 2x each
round trip (Line 15). It then ensures the cwnd increase rate is at
least as large as the FRU-enabled rate by ensuring cnt is no larger
than the fru_cnt (Line 16). For example, when a flow with cwnd =
10 and tx_in_flight = 10 receives an ACK carrying an abwc value
of 33%, it will estimate a capacity and target of 10%(1/(1-.33) ~ 15
packets; FRU calculates an fru_delta of 15— 10 = 5 and an fru_cnt
of 10/5 = 2. Over the next round trip the flow receives ACKs for
tx_in_flight = 10 packets, and increments cwnd by 1 packet for
each cnt = 2 packets ACKed, so that cwnd grows by 5 packets,
driving cwnd to the target of 15 over a single RTT.

B.3 HPCC CSIG Integration

To evaluate CSIG as a drop-in INT replacement for HPCC, we in-
tegrate CSIG into HPCC in the htsim simulator [53] by adapting
the HPCC sender to add compact (4-byte) CSIG tags to all out-
bound data packets. The maximum bottleneck normalized queue
depth (max(nQD)) and the minimum bottleneck normalized avail-
able bandwidth (min(ABW/C)) signal types’ raw signal values are
represented using linear, equal-width bucketizations over the 32
signal values available in a compact tag. We further adapt the
HPCC receiver to reflect the received CSIG signal type and value
in the HPCC ACK using a 16-bit reflection header.

We compare the performance of two CSIG variants of HPCC
with that of baseline, INT-based HPCC. In the first, on succes-
sive data packets, the sender alternates collecting max(nQD) and
min(ABW/C) on data packets; unlike for INT, these may be mea-
sured at distinct bottlenecks. The second computes HPCC’s U met-
ric locally to report a single max (Fused) signal, ensuring all data is
captured at the same switch. All simulations whose results appear
in Fig. 20 and Fig. 21 are of the W4 Hadoop workload [47] running
on a 320-server 3-tier Clos with 100 Gbps links.

Fig. 20(a) confirms that both variants achieve 95p FCT slow-
downs near-equivalent to baseline INT-based HPCC. CSIG thus ef-
fectively supports transports that consume in-band signals with-
out the overhead of full INT. Moreover, as shown in Fig. 20(b),
HPCC with CSIG feedback on every packet largely outperforms
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baseline HPCC using INT probes only once per RTT, illustrating
the performance benefit of CSIG’s support for per-packet feedback.

Fig. 21 shows the results of htsim simulations in which we vary
the frequency at which packets collect INT-based congestion feed-
back from per-data-packet (“Per-Pkt”) to one probe packet per mul-
tiple of the RTT (“Probe (N) RTT”). As discussed in §2, these results
clearly show that HPCC responds more effectively to congestion
with shorter intervals between switch-based feedback, with per-
packet feedback achieving the least slowdown vs. ideal flow com-
pletion time.
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Figure 20: FCT Slowdown (vs. ideal) for HPCC-CSIG variants; 12 ys RTT.
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Figure 21: Effect of feedback frequency on HPCC flow slowdown
(vs. ideal); 50 us RTT.

B.4 FRU: Simulations and Dynamics

Fig. 15 presents results of simulations in which 4 foreground incast
RPC flows compete with 37 background RPC flows that each burst
in a synchronized 0.5 ms on/10 ms off pattern. Foreground RPC op-
erations are 1 MB in size, and each foreground flow originates load
at 90 Gbps, with Poisson operation arrivals. Background RPC oper-
ations are 8 KB in size, and during “on” periods, each background
flow originates load at 11 Gbps. The topology includes two racks,
in which all foreground and background sources are co-located on
distinct hosts in one rack, and send to a single host in the other
rack via aggregation blocks. All fabric links run at 400 Gbps. Swift
uses a 25 us base target delay. The simulations use compact CSIG
tags with ABW/C encodings detailed in Tab. 4.

Fig. 22 shows the evolution of senders’ aggregate fcwnds over
time in the above scenario, at a moment when the background
flows have paused and FRU has the opportunity to claim their re-
linquished bandwidth, plotting baseline Swift and Swift/FRU with
1, 10, and 100 ys ABW/C intervals. The shaded regions show the
periods during which FRU remains active for each interval. Dur-
ing the periods when FRU is active, the steeper slope of aggregate
fcwnd vs. that for baseline Swift illustrates how FRU claims spare
capacity significantly faster than baseline Swift’s additive increase.
As the ABW/C interval lengthens, the signal value tracks changes
in bottleneck available bandwidth more slowly, and FRU in turn
responds more slowly upon onset and end of spare capacity. The
shallower slopes of the increases in aggregate fcwnd as the ABW/C



CSIG: Congestion Signaling for Datacenter Transports

150 -
FRU Active

-
-
-
-

FRU Active

ABW/C = 1ps
ABW/C =10 ps
ABW/C =100 ps '
=== Swift Baseline
BDP

100~ FRU

Active,

50-

Aggregated FCWND
(pkts)

200 300 400

Relative Time (ps)

100

Figure 22: Aggregate cwnd growth for baseline Swift and FRU for 1, 10,
and 100 ;s ABW/C intervals.

interval lengthens reflect this dynamic, as does the increasing du-
ration that FRU is active.

For all three intervals, FRU exceeds the bottleneck’s BDP faster
than the baseline, and thus fully reclaims the released spare capac-
ity. A 1 ps interval reacts rapidly to transients, causing FRU to ramp
up in large increments (sometimes significant enough to cause a
multiplicative decrease) but deactivate quickly after the BDP is sur-
passed. Conversely, a 100 ps interval ramps up in more conserva-
tive increments but is slower to deactivate due to signal staleness.
A 10 ps interval strikes a balance, reaching the BDP promptly with-
out overly large increments while deactivating soon after.

C Efficient HST with interrupt-driven DMA

This section presents details for an efficient, low-overhead imple-
mentation for the user-space HST Agent. As described in §4.2 and
illustrated in Fig. 5, the HST Agent can achieve ps-scale operations
by directly accessing ASIC registers. To determine when a read or
write operation completes, the agent performs active busy-polling
on completion flags or registers via MMIO. While this active busy-
polling approach is simpler, it requires the HST thread to contin-
uously spin for completions, effectively pegging a logical core at
near-100% utilization.

We discuss an optimization to alleviate this CPU overhead: an
interrupt-driven DMA approach. Instead of issuing individual reg-
ister accesses over the PCle bus, the HST Agent configures a chain
of descriptors in host memory that specifies a list of target regis-
ter/table addresses and operations. The ASIC’s internal DMA en-
gine then autonomously traverses this descriptor chain, reads the
telemetry counters or writes new datapath signals, and copies the
results in bulk directly to a coherent DMA buffer in host RAM.
During the DMA engine’s execution, the HST Agent thread yields
the CPU and sleeps in the kernel. Upon completing the entire de-
scriptor chain, the ASIC asserts a PCle Message Signaled Interrupt
(MSI), which triggers the kernel’s interrupt service routine (ISR)
to wake up the HST Agent thread. The thread then processes the
results and explicitly triggers the next DMA cycle.

In Tomahawk 6 testbed deployments, we find that this optimiza-
tion reduces HST’s CPU usage to under 20% of a logical core, and
also reduces cycle times by up to 10x for counters stored contigu-
ously in DMA-able memory blocks as compared to reading them
individually. While we did not deploy this optimization in produc-
tion for SW-assist platforms to simplify engineering, it remains a
viable option to improve efficiency in CPU-constrained switch de-
ployments or for extending HST to capture a larger set of counter
statistics.
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D Robust Deployment

Deploying a new Layer 2 protocol across a hyperscale fleet presents
challenges fundamentally different from standard software roll-
outs. Unlike transport algorithms that can be updated solely at
end-hosts or localized feature upgrades on switches, CSIG re-
quired carefully orchestrated updates across the entire networking
ecosystem: NIC firmware, host networking stacks, switch stacks,
and the SDN control plane. Over a multi-year period, we orches-
trated this rollout across over a dozen distinct switch platforms
and a large fraction of host platforms fleetwide. Our deployment
highlights the friction between architectural evolution and the re-
quirement for continuous, high-availability operation in a brown-
field network.

D.1 Safe Expansion without blackholing

The primary risk in introducing a new packet header in a heteroge-
neous environment is traffic blackholing, wherein legacy switches
or hosts that do not recognize the CSIG TPID drop these packets.
We had two goals that occasionally conflicted with one another:
first and foremost, avoid blackholing traffic, and second be able to
iterate end-to-end on transport control loops and gain incremental
telemetry coverage without waiting for CSIG support to be rolled
out to every host and switch in the fleet. Two techniques allowed
us to achieve these dual goals: “strip-and-forward” capability in
switches, and being able to achieve islands of CSIG-safe domains
with SDN.

To break the dependency of needing universal switch support
for SW-assist CSIG before enabling the feature on hosts, we first
implemented a strip-and-forward default behavior. Switches were
first upgraded solely to recognize the CSIG TPID and strip the tag
before forwarding. This was a simpler change that was faster to
deploy than the full SW-assist CSIG pipeline. It ensured that hosts
could send out CSIG-tagged packets without concerns about pack-
ets being dropped, avoiding the need for host<sswitch negotiation.
We also avoided complex per-hop negotiation protocols such as
LLDP in favor of a centralized SDN-based port configuration via
Orion [18] for safe rollouts: the key enabler to such safe expan-
sion was a per-egress-port config knob which controlled whether
to update or strip CSIG tags. This knob allowed us to define “CSIG-
safe domains”—starting with intra-rack traffic and incrementally
expanding to cluster-wide scopes. By configuring boundary ports
to strip tags, we could fully enable CSIG end-to-end within a do-
main while insulating the rest of the network—particularly those
with software version stragglers—from packets with the new for-
mat. This isolation was crucial to unblock production experiments
and for iterating on control loops such as Fast Ramp-Up without
waiting for the long tail of fleet upgrades. These production pilots,
in fact, revealed that our early versions of FRU caused unaccept-
able fabric RTT regressions, allowing us to pivot to Algorithm 1
before expanding its rollout.

The transition from stripping tags to active end-to-end signaling
required enabling CSIG’s match/action pipeline and HST (§4.3). A
major challenge during this transition was managing version strag-
glers in a heterogeneous environment where software-upgrade
lifecycles vary. We identified two classes of switch version strag-
glers: those that stripped tags and those running versions old
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enough that drop CSIG packets. While we could tolerate the for-
mer—accepting a temporary gap in CSIG coverage—the latter re-
quired forced upgrades before the associated domain was safe to
enable CSIG packets in. Furthermore, since we continue to intro-
duce new switch platforms into our deployments, these platforms
need to support CSIG recognition from day one of their introduc-
tion to avoid traffic disruption.

Using this phased approach, SW-assist CSIG was deployed via
multiple software releases. At the time of writing, 100% of our data
center switches support “strip-and-forward,” and over 80% have
been upgraded to enable the full CSIG match-action logic.

D.2 Non-disruptive Upgrades

Switches: Non-stop Forwarding. We had to ensure zero packet
loss while activating SW-assist CSIG support on live switches. This
was critical for ToR switches where draining traffic for software up-
grades is not viable. This requirement applied to both CSIG packets
and non-CSIG packets, and therefore needed a nuanced approach
for how the data plane objects were upgraded: First, we performed
runtime updates to the TCAM policies to add the necessary qual-
ifiers and actions required for CSIG compare-and-replace opera-
tions. We designed these updates to re-carve TCAM slices in-place
without deleting and re-initializing the TCAM banks, preventing
the temporary forwarding disruption that would have otherwise
occurred during the updates. Second, we implemented in-place up-
grades of next-hop table entries to handle CSIG tags. This ensured
that the existing forwarding rule-set was unimpacted during the
update (preventing packet loss), and eliminated the need to du-
plicate entries for CSIG and non-CSIG packet streams. Third, for
subsequent upgrades, we ensured that the CSIG pipeline elements
persist in HW even as the switch software is upgraded. Although
telemetry is briefly stale for packets while the HST agent restarts
(typically a few seconds), real-time accuracy resumes immediately
following the upgrade.

Host: Hitless Upgrades. On the host side, preventing packet
drops or connection resets during the rollout was also paramount.
We could not reset existing connections —particularly long-lived
ones— simply to start marking CSIG tags. Explicit negotiation for
remote-host CSIG support largely addressed this issue by ensur-
ing that only new connections were eligible for CSIG-tagging post
transparent upgrades to CSIG-supported versions. However, this
was complicated by the fact that switches might strip CSIG tags
despite successful end-host negotiation. Therefore, to handle this
and ensure backward compatibility, we designed the Rx and Tx
packet processing logic to dynamically support headers with or
without L2 CSIG tags or L4 CSIG reflection headers within the
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same flow. This approach ensured no disruption to connections as
we expanded the host rollout.

D.3 Defense-in-depth for high availability

Despite rigorous pre-production testing, the scale of trillions of
concurrent flows exposes edge cases that are impossible to predict.
Mindful of the deployment challenges faced by ECN, where rigid
middlebox policies famously caused widespread packet blackhol-
ing [35], we implemented multiple layers of protection to prevent
CSIG from breaking connections and causing outages.

First, the transports leverage Protective Re-route [56] if they sus-
pect packet drops. Before any CSIG fallback logic intervenes, PRR
attempts to self-heal by re-pathing. In one instance, CSIG tagging
was unintentionally enabled for traffic transiting an aggregation-
block that lacked support for CSIG tag recognition. Upon detect-
ing packet loss on these specific paths, the mechanism success-
fully diverted traffic to the dozens of parallel, CSIG-compatible
transit blocks. Remarkably, this automated mitigation was so effec-
tive that there was no noticeable degradation in application perfor-
mance during this period.

Second, the transport layer provides Auto-disable fallback, serv-
ing as the next line of defense and a critical safety requirement.
If the transport stack detects pathological patterns—such as con-
sistent packet loss suggesting a blackhole that PRR could not cir-
cumvent—it automatically ceases CSIG tagging for the connection
and also reverts the connection to standard congestion control (e.g.,
Swift baseline). This ensures that even if a configuration error slips
past routing defenses, individual connections remain robust. We
prioritize connection stability over CSIG telemetry, accepting that
unrelated transient retransmits may occasionally trigger false pos-
itives.

Third, Manual Host-Side Rollback serves as our last-resort “big
red button” to turn off CSIG tagging. We opted to prefer host-side
rollbacks over switch-side rollbacks because host flag flips to dis-
able CSIG are hitless to connections, whereas switch rollbacks are
typically disruptive and may require traffic draining.

Finally, State Verification serves as a critical diagnostic and au-
diting tool. Complementing these active mitigations, we run pe-
riodic verification checks that sweep switch hardware state to
ensure CSIG TPID and Match/Action tables are correctly config-
ured on all ports. If any misconfiguration is detected, high-priority
alerts are fired immediately to aid debugging. This mechanism
was instrumental during one incident where an SDN-triggered
port speed change inadvertently erased port TPID configurations
on the switches, resulting in CSIG blackholing. While active miti-
gations protected traffic, it was this state verification that flagged
the underlying discrepancy, allowing us to identify and fix the root
cause before it could aggravate into a wider failure.
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