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1 Introduction

Fulfilment-VPN, hereafter referred to as VPN, is the part of the Fulfilment process, which deals with
management of secure connections with guaranteed Quality of Service (QoS).

This document presents the final system model done in FORM within the VPN Business Process Area.
It demonstrates how the FORM methodology is applied to the problem of providing a VPN service.
The QoS part of this process is described in [FORM D11, Annex C]. It should be noted that only key
functionality is handled. The system models can be regarded as the result of the first system
development iteration.

The FORM methodology “Building Block Development Guiddine” [FORM D12] is applied to the
VPN Domain in the following way:

FORM D12 Building Block Development FORM D11 — FORM methodology applied

Guideline— Workflows: in Sections.
1.Perform Business Moddlling Workflow Section 2 Business Model
2.1 Business Use Case Model
2.2 Business Object Model

2. Define Reference Architecture Workflow | 2.3 Reference Architecture
3. Define Requirements Analysis Workflow | Section 3 System Model
3.1 Use case Mode

4. Develop Analysis Modds Workflow 3.2 Analysis Moddl

5. Re-organise Analysis Models Workflow 3.3 Re-organise Analysis Model and Group
to Building Blocks

3.4 Building Block Specification
Table 1-1 Mapping between FORM Methodology and VPN System Models

The Fulfilment VPN Business Model in Section 2 sets the context for the system model by presenting
the business use cases and business object model. The reference architectureis also presented.

The VPNS Provider System Mode is presented in Section 3. System modeling involves the
identification of the functionality necessary to support the system and the design of the software
components necessary to provide that functionality.

First use cases and actors are identified and explained in Section 3.1. Then analysis objects that
implement the use cases are identified and the interactions documented in Section 3.2. Having
identified the analysis object the next step is to group these object into Building Blocks and specify
their contracts, this is shown in Section 3.3 and 3.4. The complete set of contract specifications can be
found in the on-line contract catalogue at the FORM website [FORM Contracts].
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2 Fulfilment VPN Business M odel

There is a growing need for geographically dispersed organisations to connect in an efficient, cost-
effective manner, where connections are secure and have guaranteed quality of service (QoS)
properties. This need has created a new link in the e-business value chain, namely the Virtual Private
Network (VPN) Service Provider. VPN is the main enabler in the new B2B environment, allowing
users to connect to the corporate network from wherever, whenever needed. Thus, users can benefit of
the public framework of the Internet to constitute a VPN as an economic viable alternative to leased
line networks. The main advantage of VPN solutions, compared to leased lines, is flexibility.
Customer needs will be more and more focused on dynamic cooperation.

In the FORM context, a VPN is a group of two or more computer systems, which typically are part of
a private nework with limited public-network access. VPN offers enterprise-scale connectivity
deployed on a shared public infrastructure, while enjoying the same policies as a private or leased
network. Such palicies include security, guaranteed QoS, prioritisation, reliability and end-to-end
management.

Also, a VPN is a private data network that makes use of the public teecommunication infrastructure,
maintaining privacy through the use of a tunnelling protocols and security procedures. A VPN can be
contrasted with a system of owned or leased lines that can only be used by one company. The business
case of the VPN is to give the company the same capabilities at much lower cost by using the shared
public infrastructure rather than a private one. Companies today are looking at using a VPN for both
Extranets and wide-area Intranets.

Based on the above arguments it seems obvious that providing VPN services based on Internet
infrastructure is a key market area within the e-Business segment. Such VPN services are called IP
VPN services and can be functionally separated into at least three categories:

* Intranet VPN: Between a corporation and its branch offices.
» Remote access VPN: Between a corporation and its remote or travelling employees.

» Extranet VPN: Between a corporation and its business associations (partners, customers, suppliers
or investors for instance).

The IP VPN services developed within FORM have been based on definition and study of Business
Cases, one such case study (the MRITech scenario) is presented in [FORM WP19].

In the following part a summary of requirements is presented.

The customer of the VPN Service Provider (VPN SP) can be an organisation as well as an Application
Service Provider (ASP), both aiming at outsourcing management of communication links to a third
party called Inter-Enterprise Service Provider (IESP) in FORM. In the following the customer of the
VPN SP is called VPNS Customer. The following requirements formed the basis for definition of
FORM IP VPN service and are derived from two main actors: VPNS Customer and VPN SP.

First the main VPNS customer requirements:

» Dynamic service activation. A B2B context requires a high level of flexibility regarding set
up and activation of communication links. Today it is crucial to provide services that can be
adapted on the fly based on specific needs. Moreover, such needs change frequently based on
business context and the applications used.

e Guaranteed QoS. A requirement from the B2B market segment is the ability to provide
connections with guaranteed end-to-end Qo0S. Moreover, different kinds of applications will
be used and therefore request different levels of QoS.
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Specific level of security. In a B2B context security is a main enabler. Use of intranets and
extranets requires a high level of trust between the participants and therefore the VPN must
ensure secure connections. In addition, different levels of security need to be provided to the
and it must be possibleto select the level of security on the fly based on the business context.

Outsourcing. In the business model defined by FORM, a third party provides the VPN
service. This takes into account the fact that more and more organisations want to focus on
their core business and therefore prefer to outsource functionality such as communication
links management.

Then the main requirements defined by the VPN Service Provider:

Automatic mapping from requirements to network configuration. Enforcement and
dynamic service activation based on input requires transformation of such input into a specific
network configuration as well as enforcement of such a configuration at network level.

Possibility to map business requirement to different tunnelling mechanisms. IP VPN
provisioning can be based on various IP tunnelling mechanisms IPSec, L2TP, MPLS, etc. The
VPN SP implements the VPN service based on one or more tunnelling mechanism. Therefore
the IP VPN service must be able to handle multiple tunnelling mechanisms. This will allow
the VPN service to adapt to the changing context of the Network Provider.

Provision of guaranteed QoS in combination with security. IP tunnelling mechanisms are
in principle dedicated to either QoS or security. Possibility to mix different tunnelling
mechanisms all ows accumulating benefits from each.

Guaranteed QoS over multiple 1SPs. As each ISP may use different types of network
equipment, which may support different QoS mechanisms, the VPN SP must provide
functionality to provide QoS across multiple ISPs with heterogeneous networks.

Outsourcing CPE management for set up of tunnels. Again based on the fact that more and
more organisations want to focus on their core business and therefore prefer to outsource
functionality such as CPE management.

Customisation of the VPN service. The service needs to be adaptable in order to
accommodate changes in the market as in the network technology.

Full operation of the VPN service from an administr ative console.

All these requirements, plus requirements defined in [FORM D10], have been used for defining
FORM IP VPN service solution. Only fulfilment processes for the VPN service has been developed
within FORM. The FORM partners developing the IP VPN service (Atos Origin, Broadcom, DELTA,
LM Ericsson) have chosen to use existing standards. The main standards and drafts deemed relevant
for designing the VPN service are

[M.3108.1], [M.3108.3], [M3208.1] and [M.3208.3], as defined by ITU-T, which provide
interfaces and information models for supporting operations between VPN customer and VPN
SP.

The IPSec policy modd drafts [IPSec Configuration] and [IPSec Policy], as defined by IETF
IP Security Policy Working Group, which bases configuration of 1PSec tunnels on policies.

Internet 2 Qbone [Internet2 QBone] for next-generation end-to-end QoS over multiple |SPs.

Other standards or draft standards have been minor influences during the design of the IP VPN
service. But even though IP VPN is considered a major enabling service for B2B, specific standards
supporting IP VPN are not mature and stable. This is described in more detail in [FORM WP19].

Therest of this annex provides reference models, which are the result of analysis and design of the IP
VPN servicein adherence to the FORM development methodol ogy.
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2.1 BusinessUse case Model

The context of the VPN system model is described in the main document of D11 and is shortly
refrained in the business use case below. A Business Use case is the RUP equivalent of a business
process description.

VPNS Provider
X o,
VPNS Customer Service Configuration
(IES Provider) \
<<include>>
GQIPS Frovider
1 ~
. /
- X
Network Provisioning NE

Figure 2-1 Business Use case diagram for VPN

Business Use case description for VPN Service Configur ation:

1. ThelES order handling (this could be replaced by any client using VPN Service) has
passed on the order to VPN service configuration.

First the logical end-to-end path that the new service will run is determined.

Service configuration determines which device manager is responsible for the edge
router and request that provisioning to be done by that particular device manager, e.g.
Guaranteed QoS IP Service (GQIPS). Bandwidth reservation between VPN SP and
GQIPS is based on a negotiation process, where GQIPS can accept, refuse or propose
new numbers for the bandwidth. It is then up to the VPNSP to accept or not.

4. The VPNSP in the FORM project also provisions IPSec Tunnels, which assures the
security between Customer Premise Equipment (CPE).

5. After the VPN service has been provisioned and activated VPN service configuration
informs |ES Order handling that the service has been provisioned and is now active.

Business Use case description for Networ k Provisioning (GQIPS):
1. Thephysical provisioning now takes place in the GQIPS

2. The provisioning process completes

Later in this document the business use cases are detailed by use cases excluding the GQIPS, which is
described in Annex C.
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2.2 Business Object M odel

The business objects are responsible for carrying out the process described in the business use case.

Business Wor ker Description

VPN Service The purpose of the VPN Service (VPNS) is three-fold: (@)
Maintaining an abstract virtual topology, which represents the
participants in the VPN as access groups and access points, (b) to
map from this virtual topology to concrete types of network, (c)
establish the actual VPN connections using the |PSec Service and
GQIPS.

IPSec Service The IPSec service is responsible assuring the security between
CPE

Table 2-1 VPN Business wor kers

X

VPNS Customer
(IES Provider)

/PNS Provider System
from Use Case View)

<

\ |/
\/

VPN Service |IP Sec Service

™

X

GQIPS
Provider

Figure 2-2 Business Object Model for VPN

The next section explains how the business workers fit into the reference architecture developed
within FORM. See main D11 document, section 4.3 for an explanation of how the reference

architecture has evolved.
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2.3 Reference Architecture

The Figure below shows the part of the FORM reference architecture that is related to the Fulfillment-
VPN business process.

VPNS-PM
>

| VPNS
| Provider

GQIPS-PM D

_—— e e ————————

VPNS-CM

Figure 2-3 VPN subsystem within the Refer ence Architecture

The Figure above contains the initial VPN system reference architecture, the system boundary
definitions of theroles relevant to the VPN subsystem and a decomposition of the subsystems rel evant
to the VPN into subsystems.

The VPN architecture contains two main reference points: VPNS-PM and VPNS-CM. They serve two
distinct purposes:

VPNS-PM. This reference point provides the functionality for managing the virtual topology, i.e.
creating, modifying and deleting entities in the virtual topology and for creating, modifying and
deleting the VPN connections in the virtual topology.

*  VPNS-CM. Used by the IPSec Provisioning Manager for setting up 1PSec tunnels on CPE.

e GQIPS-PM. Used for all QoS reated tasks bandwidth reservation, connections activation, €tc.
This reference point and the models rdating to it are described in Annex C and therefore the
GQIPS istreated as an actor in this document.

In the next section it will be explained how the subsystems in the reference architecture are designed
based on further analysis of the business process using system use cases.
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3 VPNSProvider System M odel

According to the business models and the reference architecture we split the VPN processes between
two organisations, the VPN SP and the GQIPS Provider System (GQIPSPS). The use case modd will

reflect this.
3.1 Usecase Moded

IES —
Provider
System
(IESPS)

VPNSP
-
/ 7\7//
Request VPN Service ()

]
\ — GOIPS
( N Provider
_ System
— , (GQIPSPS)
Create VPN Connection

Figure 3-1 Use case diagram for the VPN Provider System

Actor Name Role Taken

IES Provider system The individual or organisation responsible for managing the IESP
system and specifying the policies to beimplemented by it.

GQIPS Provider | Represents the underlying software and hardware that provide the IP

system connectivity between the various parties.

Table3-1 VPN Actors

These actors participate in two main use cases “ Request VPN Service” and “ Create VPN Connection”,
which are described in schematic form bel ow.
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Usecase Name | Request VPN Service

Summary The use case demonstrates how the VPNS Provider System (VPNSPS) creates a
service instance for the VPNS Customer, i.e. the IESPS

Actors IESPS and GQIPSPS

Pre-Conditions | The relationship between the IESPS and VPNSPS exists

Begins When When an order (request VPN service) has arrived from the IESPS

Steps The IESPS has passed on the order (request VPN service) with the parameters
(Customer Contact, Service Class List, Alias Name, Access Points) to VPNSPS.
The VPNSPS creates a service instance for the VPNS Customer. Then the
logical end-to-end path between Access Points, “the virtual network topology”
that the new service will run is determined.

Ends when The VPN service has been created.

Post-Conditions | A virtual topology has been created inside the VPN system and the system isin
a stable state and ready to receive new input.

Exceptions An exception is raised, which must be caught by the IESPS and handled
according to the nature of the exception (Invalid input, etc.)

Traceability Business process. VPN Service Configuration

Table 3-2 Use case description of “ Request VPN Service”

Use case Name | Create VPN Connection

Summary The use case demonstrates how the VPNS Provider System fulfils the VPN
order for the VPNS Customer by provisioning and activating a VPN connection

Actors IESPS and GQIPSPS

Pre-Conditions | The relationship between the IESPS and VPNSPS exists and the service instance
for the VPNS Customer has been created.

Begins When When the VPN order (Create VPN Connection) has arrived from the IESPS

Steps The IESPS requests the VPNSPS to create a VPN connection. The request
contains parameters (Customer Contact, Alias Name, VPN_ID, Connection).
The VPNSPS sends a reservation request with a list of RAR (Resource
Allocation Requests) to the GQIPSPS. Further the VPNSPS provisions |PSecs,
which assures the security between CPEs. After the VPN connection has been
activated, VPN Service Configuration informs |ESPS of the activation.,

Ends when The VPN service is activated and compl etion status passed back to the IESPS

Post-Conditions | Connection has been added to the virtual topology, actual connection has been
created at the network level, the system isin a stable state ready to receive input.

Exceptions An exception is raised, which must be caught by the IESPS and handled
according to the nature of the exception (Invalid input, network failure, etc.)

Traceability Business process. VPN Service Configuration

| ST-1999-10357/L MD/WP4/0522_AnnexB
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3.2 AnalysisModel

In this part we identify the analysis objects that will perform the steps on the use cases “ Request VPN

Service’ and “Create VPN Connection”. The class reations are outlined in the following diagram.

VPNS Provider System
(from Use Case View)

O

VPN Service Interface \

Virtual Topology
@ Manager
Tunnel Abstract Layer

@

QoS Agreement

Real Topology Manager
C/
Tunnel Factory\@

IPSec Provisioning
Manager

Vv

NE

=2

GQIPSPS

Figure 3-2 Analysis obj ects implementing use cases for VPN Service Configuration

The boundary, entity and control object from the figure above are described below.

3.2.1 Boundary Objects

Boundary

Responsibility

Objects

VPN  Service | Thisobject provides the interface of the VPNSPS towards the IESPS

Interface

Table 3-4 Boundary Objects
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3.2.2 Entity Objects

Entity Objects Responsibility

Order The order object contains the data that the IESPS sends to the VPNSPS to
initiate the use case “Request VPN service”

QoS Agreement | The GQIPSPS uses a Resource Allocation Request (RAR) object during
negotiation for QoS allocation. Once the negotiation has been completed a RAR
is return to the VPNSPS.,

Table 3-5 Entity Objects

3.2.3 Control Objects

Control Responsibility

Objects

Virtual Virtual Topology Manager: Handles the entities of the virtual topology,
Topology including VPN Service, SAP, SAG, VPN Connection.

Manager

Tunndl Abstract | Handles tunnel management and allows creation of the link mapping from a
layer virtual topology to real network entities.

Real topology | Handles real network entities, mainly border nodes, thus allowing configuration
manager of VPN links.

Tunnd factory | Allows creation of tunnels based on real topology information. The Tunnel
factory can request creation of 1PSec tunnels to IPSec Provisioning Manager as
well asrequest for bandwidth reservation to GQIPSPS.

IPSec The IPSec-Provisioning Manager object provides management services related
Provisioning to the configuration of IPSec tunnels. The object will control and manipulate
Manager IPSec tunnels through the use of IETF IPSec Provisioning Policies.

Table 3-6 Control Objects

The analysis object form an abstract system model where each object has a certain responsibility to
carry out part of the use case. In the next section these abstract objects are grouped in Building Blocks
and thus each Building Block has responsibility for several steps of the use case.

3.3 Re-organise AnalyssModel and Group to Building Blocks

The grouping presented in this chapter is just one way of designing the system. The grouping chosen
was influenced as much by design and architecture as by the fact that the work of developing the
Building Blocks was divided upon partners, which were distributed geographically and parts of
different organisations.
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Our basic architectural style was a layered model. We grouped the two objects “VPN Service
Interface” and “Virtual Topology Manager” into a “VPN-Service Configuration” Building Block
responsible for providing the external interface to the VPN system, with functionality for virtual
topology and high-level workflows for VPN and Connection management. The “Tunnel Abstract
Layer”, “Real Topology Manager” and “Tunnel Factory” objects were grouped into a “VPN-
Provisioning” Building Block, which deals with mapping from the high-level concepts to concepts
closer to the network, and finally an “1PSec-Provisioning” Building Block for the IPSec Provisioning
Manager, which manages the concrete |PSec tunnéls as seen from within the VPN system. All these
are also in the reference architecture in Figure 2-1 within the VPNS Provider domain. Furthermore
another component is designed, the “1PSec Proxy”, which is responsible for enforcing the IPSec tunnel
configuration on the CPE. This component plays the role of an IPSec Policy enabled CPE.

All these Building Blocks and their interactions are shown in the figure below. As the “1PSec Proxy”
component is in the “IESP Customer” domain it is not shown in the figure below, but it is till in the
reference architecture.

VPNS Provider System
(from Use Case View)

IESPS

@

QoS agreement

| o)
A

VPN Provisioning GQIPSPS

IPSecProvisioning\®

IPSec Provisioning

VPN Service

Configuration
NProvisioning

NE

Figure 3-3 Collabor ation diagram — Building Blocks and Building Block Contracts
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The following sequence diagram shows more details about the relations between the building blocks
and the actors.

VPN User VPN-SC VPN-P IPSec-P GQIPS

‘ ‘ | createPolicyDomain(...)_|

addPolicyObject(...)

}7

createVPNSenvice(...)

Create_VPN-Servce(...)

return values -
h Creating Virtual
11— —— Network Topology
Create_SAG(...)*

——

return values _—

/
Add_SAP_t@AG(...)*

return value

return values

Create_VPN_Link(...)*

QoS |l reqguest-resenation(...)
Negotiation — [

" requestreservation(...)

\
createVPNConnection(...) ‘

Secuity _ | aetivatePEP(...)
Configuration |

addPolicyObject(...)

return values* ‘

retum \alue ‘

! ! !
o T XML strings are used for arguments and return values in all function calls.

‘ JMS ewents are used for object creation notifications.

Java Exceptions are used for reporting errors.

Figure 3-4 Interaction diagram for” VPN Service Configuration” showing the use of BB

3.4 BB Contract specification

Four contracts have been specified for the Fulfilment-VPN system based on the XML Schema
described in Annex E. These can be found in the on-line contract catalogue at the FORM website
[FORM Contracts].
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4 Conclusion

The purpose of this annex has been to demonstrate the application of the FORM methodology on the
Fulfilment-VPN system. It shows how the Business Object Model can be broken into Use Case
Modes and how these can be used to identify analysis object before finally mapping to the building
blocks for implementation. The analysis presented does not cover all use cases needed for dynamic
provisioning of secure, guaranteed QoS IP VPN.
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